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PREFACE

Alasdair Roberts
Dir ector
Campbell Public AffairsInstitute

Therapid diffusion of "right to information laws" around theworld in the
last decade might seem to give hope that we are entering a new era of
governmental openness.

The realities are more complex. Many governments continue to resist
demands for transparency in areas of government that are thought to touch
on matters of national security. Right to information laws often give gov-
ernments broad and often unchecked discretion to withhold information in
the name of national security.

The terror attacks of September 11, 2001 have also compelled a reap-
praisal of the balance that should be struck between the interests served
by governmental openness, and the need to protect national security -- in
the United States, and many other countries as well.

The eight commentaries in this book -- all written in the early months of
2003 -- describe how governments around the world have reconciled
calls for openness and concern for the preservation of national security.
They also consider how the balance between transparency and national
security should be struck.

They also ask whether the basic premise -- that there is atension between
openness and security -- should be taken for granted. In many cases --
perhaps more than we initially imagine -- transparency and security may
run together. Openness provides citizens with information about their
community's vulnerabilities, and arms them with the knowledge needed
to prevent harm being done.

The commentariesincluded in this book were prepared for a symposium
on National Security and Open Government held in Washington, DC on
May 5, 2003. The symposium was a jointly run project of the Campbell
Public Affairs Institute and the Open Society Justice Initiative.
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The Campbell Institute is a research center within the Maxwell School
of Citizenship and Public Affairs of Syracuse University. The Institute's
aim is to promote better understanding of contemporary challenges in
democratic governance.

The Institute is named in honor of Alan K. Campbell, Dean of the
Maxwell School from 1969 to 1976. "Scotty" Campbell had a distin-
guished career in academia, state and federal government, and the private
sector. Through its work, the Institute honors his lifelong commitment to
effective government; full and equal citizen participation; and incisive,
policy-relevant research.

The Open Society Justice Initiative is an operational arm of the Open
Society Institute that promotes rights-based law reform, builds knowl-
edge and strengthens legal capacity worldwide. The Justice Initiative
works in the fields of national criminal justice reform; international jus-
tice; freedom of information and expression; anticorruption; and equality
and citizenship. Its offices are in New York, Budapest, and Abuja; its
Executive Director is James A. Goldston. Support for this project was
provided through the Justice Initiative's Freedom of Information and
Expression Program, which is headed by Senior Program Manager Helen
Darbishire.

This project was undertaken with the hope that it would help to advance
dialogue about one of the most important and difficult subjects cor+
fronting advocates and researchers interested in governmental openness.
This book can also be downloaded from the Campbell Institute's website,
http://www.campbellinstitute.org.

The Institute is grateful to the contributors for their commitment to this
project. Many traveled long distances to participate in our Washington
meeting. They persevered despite the uncertainties and complications
caused by the commencement of the second Gulf war afew weeks before
our May 5 meeting.

The success of the symposium is largely due to the skill and effort of
Bethany Walawender, Assistant Director of the Institute, and Kelley
Coleman, the Ingtitute's Office Coordinator. Production of this book was
led by Bethany Walawender with the assistance of our editor, Alyssa
Colonna.
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The Ingtitute is grateful to Helen Darbishire for her support and advicein
the development of this project. Thanks are also due to Ann Florini,
Senior Fellow in the Governance Studies program of the Brookings
Institution, who acted as host for our Washington meeting; and to Andrew
Eggers, who managed arrangements at the Brookings I nstitution.

Finally, we wish to acknowledge the contribution of three individuals
who served as chairs or panelists for the May 5 meeting, but did not
write papers for this volume: UIf Oberg, alawyer currently completing
his doctoral studies at the Faculty of Law of Stockholm University;
Professor William Banks of the Syracuse University College of Law;
and Kevin O'Connell, Director of the RAND Intelligence Policy Center.

We appreciate your comments on this book. Other books and com-
ments published by the Institute can also be downloaded from our web-
site. Our e-mail address is info@campbellinstitute.org.

Helen Darbishire
Senior Program Manager
Open Society Justice Initiative

International law defines national security as a legitimate restriction on
freedom of expression and information and many national laws define
further how it should be applied, and yet it remains one of the most
problematic restrictions because it is regularly overused and abused in
ways which seem to contravene international standards. The debate
about what are appropriate applications of the national security exemp-
tion has taken on a sharper focus in recent years, in part because of the
adoption of many new FOI laws around the globe — 35 in the past 10
years — and in part in the wake of September 11, particularly as the
United States is often referred to as the benchmark in setting national
security standards.

One of the biggest problems facing human rights activistsis that nation
al security is still relatively loosely defined and open to interpretation.
The best attempt at a universal definition of national security was the
development of Johannesburg Principlesin 1995 by a group of lawyers,
academics and human rights activists. As Toby Mendel of Article 19
describes in his paper, these principles do not create new standards but
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distill existing standards from international and comparative law. Useful
as they are in narrowing the scope of national security, the
Johannesburg Principles do not contain a precise definition of what
information it is or is not legitimate to withhold from the public on
grounds of national security, and supplementary guiding principles are
clearly needed.

The papers contained in this publication were written for a meeting con-
vened in Washington in May 2003 by the Open Society Justice Initiative
and the Campbell Public Affairs Institute of Syracuse University. The
meeting, hosted by the Brookings I nstitution, brought together about 30
people concerned from one perspective or another about the issue of
national security, including non-governmental organizations, academ-
ics, and members of government. The aim of the meeting was to discuss
how national security is impacting on the rights to freedom of expres-
sion and information at the beginning of the 21st Century. The aim was
also to define priorities for future work in the area of promoting free
speech and open government, including the types of projects in which
the Justice I nitiative and other parts of the Open Society Institute should

engage.

The problems caused by lack of definitions are all too evident in the
UK: as John Wadham and Kavati Modi of Liberty (UK) point out in
their paper, the appallingly broad definition of threats to national secu
rity in Britain, which the courts have stated is a matter for the executive
to assess, effectively blocks legal challenges to denials of access to
information. As other contributors note, government secrecy masks
incompetence and provides the perfect cover for wrongdoing; a quick
review of the historical record shows that many of the most contentious
secrecy casesinthe US, Europe, and el sewhere, were in fact more about
hiding government malfeasance than protecting against genuine men-
aces to the nation. In an era when corruption is one of the greatest
threats to the development of democracy, the danger is that secrecy —
whether justified by national security or privacy or commercial confi-
dentiality — will permit corruption to flourish. In addition to helping
expose and combat corruption, it was noted that openness could prove
to be one of the most powerful forces in the war against terrorism: a
well-informed public can be aert to risks and can often identify short-
comings in security structures better than those within the security
apparatus.



One of the dilemmas discussed at the meeting was the issue of the “bal-
ancing test”. Under international law and the national law of many
states, the legitimate exemption of national security must be balanced
against the public interest inherent in protecting the fundamental right
to expression and information. In his provocative paper for the confer-
ence, Tom Blanton of the National Security Archive challenges this
construction, arguing that it is inappropriate to balance open govern
ment, which is both a condition and a value of democratic societies,
against national security, which is not avalue in itself but rather a con
dition that allows a nation to maintain and protect its values. Other corn-
tributors to the discussion echoed this, questioning how one can talk
about balancing aright (freedom of expression and information) against
something which is not a right (national security). In balancing rights
one starts with two things which are prima facie equal and have to be
given equal weight at the outset. With national security one is not talk-
ing about a right, but a restriction which has to be interpreted in alim-
ited way. The problem, as another discussant noted, is that national
security has become an overweight, even obese, beast which urgently
needs to be put on a diet if one isto protect fundamental human rights
from its crushing bulk. The proposal was not to shoot this beast but
rather to slim it down.

Many of the main threads of the debate at the Brookings Institution in
May are to be found in the papers presented here. The impact of nation
a security classification on the right of access to government-held
information, aright newly-secured in law in many countries, was a pre-
dominant theme, but the impact of national security on freedom of
expression and media freedom was also a cause for concern. Many
countries have laws which provide criminal sanctions for expression
which is deemed to jeopardize national security. As Felipe Gonzélez
notesin his paper, the desacato laws of many Latin American countries,
laws which criminalize contempt of authority, have the alleged objec-
tive of protecting state security and public order. Like sedition laws
around the world, these provisions date back to colonial times and are
based on anachronistic legal and political concepts which should not be
justified by modern definitions of the need to protect national security.
Once again, it seems that the national security paradigm needs revisit-

ing.
The debate on moving beyond the balancing test does not, however,
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adequately define the issues in many developing democracies. Rather,
in countries such as Bulgaria and Indonesia, the challenge can at times
be even to reach the balancing test: in these countries much information
remains outside the scope of freedom of information laws, falling under
blanket national security exemptions which preclude documents from
consideration of release by public officials, and often make them inac-
cessible even to judges and certainly to the plaintiff’s lawyersin appeal
hearings. The papers by Alexander Kashumov of the Access to
Information Program (Bulgaria) and Bimo Nugroho of the Institute for
Studies on the Free Flow of Information (Indonesia) address these and
related problemsin transitional democracies.

Another way in which the balancing test is not even reached is that
information is exempted because it relates to international relations as

mediated by inter-governmental organizations (IGOs), either on
grounds that release will harm international relations or on the principle
of originator control, which determines that the country which created
the information should decide whether or not it should be made public.

A prime example of this is information which has been shared with
NATO by one state and cannot be obtained through FOI requests in
other states which hold the information. The originator control classifi-

cation system within NATO leads to problems with information gener-

ated by the NATO secretariat itself, including, ironically, the procedures

by which NATO information is classified — themselves contained in a
restricted document which non-governmental organizations (NGOS)

have tried and failed to obtain. Other inter-governmental bodies such as

the European Union and international financial institutions such as the
World Bank, have similar classification policies which can make infor-

mation access difficult. Advocates often feel that they arerunning in cir-

clesasthey are passed from national government to |GO and back again
in their efforts to get access to documents. The paper by Alasdair

Roberts of the Campbell Public Affairs Institute addresses these issues

and looks at how the widespread introduction of FOI laws in Central

and Eastern Europe has been followed by the passage of national secu-

rity legislation, with governments commonly citing NATO membership
requirements as the justification.

In spite of all these challenges, many of the participants in the Justice
Initiative-Campbell Institute meeting declared themselves to be opti-
mistic about the future of open government and free speech. It was with
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enthusiasm that participants considered priorities for follow-up work,
proposing how to demonstrate more clearly the need to redefine and
even re-conceptualize national security, how to show that openness can
be as much of an aly in the war against terrorism as secrecy, how bet-
ter to harness the anti-corruption movement to drive transparency, how
to encourage and protect whistleblowers, and how to make use of best
practices, legislation and litigation to set the highest standards for appli-
cation of the national security restriction. The Open Society Justice
Initiative will be engaged in these future initiatives as part of its com-
mitment to promoting open societies. In the meantime, we very much
hope that this publication will serve to further the debate and contribute
to a deeper understanding of how national security does and should
relate to the fundamental rights to freedom of expression and informa-
tion.
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NATIONAL SECURITY vs.
OPENNESS:

AN OVERVIEW AND STATUS
REPORT ON THE JOHANNESBURG
PRINCIPLES

Toby Mende
Law Programme Director
Article 19, Global Campaign for Free Expression

INTRODUCTION

The Johannesburg Principles: National Security, Freedom of Expression
and Accessto | nformation,! were adopted by a group of experts on October
1, 1995. Their goal was to set authoritative standards clarifying the legiti-
mate scope of restrictions on freedom of expression on grounds of protect-
ing national security. Since that time, the Principles have been widey
endorsed and relied upon by judges, lawyers, civil society actors, academ-
ics, journalists and others, dl in the name of freedom of expression. They
set a high standard of respect for freedom of expression, confining claims
based on national security to what States can legitimately justify.

Despite their status, most countries around the world are a very long way
from having implemented the Principles. In most of the world, national
security remains an excessively broad area of restriction, both in terms of
punishing those who speak out and in terms of government secrecy.
National security is also one of the most difficult areas for campaigners and
human rights activists to promote reform, both politically and through the
courts.



Thisis particularly true since September 11, 2001, as security logic dom-
inates to the detriment of freedom of expression and as officials around
the world arrogate to themselves even greater security powers. These
powers are justified on the basis that they are needed to combat terrorism,
but in practice they often lead to abuse of human rights. It does not help
that some of the countries best-known for promoting and respecting
human rights have also increased secrecy and rolled back rights in the
aftermath of the terrorist attacks.?

Another unfortunate outcome of the attacks is that political energies are
focused on combating terrorism rather than promoting human rights.
Resources and attention are limited, and the overwhelming attention
given to terrorism naturally undermines efforts in other areas. A related
problem is that key international players have been willing to overlook
human rights abuses as a trade-off for support in the fight against terror-
ism. A good example of thisis Pakistan, where the international commu-
nity had expressed serious concern about both the development of nuclear
military capacity and the military takeover. These concerns were, howev-
er, summarily brushed aside in exchange for Pakistan's support for the
war in Afghanistan.

Despite these problems, now is an appropriate time for human rights
activists to consider how to address the issue of national security and to
rekindle interest in the Johannesburg Principles and respect for the values
they promote. Although security concerns remain very much at the fore-
front of global politics, there is an increasing scope to challenge the way
in which these concerns undermine human rights. Furthermore, decision-
makers are realising once again that, at root, security depends on promot-
ing human rights. This is nowhere the case more than in the Middle East;
the US, for example, is prioritising the promotion of freedom of expres-
sion and democracy in the Gulf countries.

This paper provides an overview of the main reasons why it has proven
so difficult to ensure respect for freedom of expression in the face of
national security concerns. It also provides an overview of the
Johannesburg Principles, giving some examples of how they have, and
have not, been implemented in practice. Finally, it points to some areas
where more work is needed to assist campaigners in advocating for the
implementation of the Johannesburg Principles.

NATIONAL SECURITY AND FREEDOM OF
EXPRESSION

Freedom of expression is afundamental, indeed foundational right, guar-
anteed under international law, al three main regional human rights
treaties and almost every national constitution with a bill of rights.3
Article 19 of the Universal Declaration on Human Rights (UDHR)#
guarantees the right to freedom of expression in the following terms:

Everyone has the right to freedom of opinion and expression; this
right includes the right to hold opinions without interference and to
seek, receive and impart information and ideas through any media
and regardless of frontiers.

The UDHR, as a UN General Assembly resolution, is not directly bind-
ing on States. However, parts of it, including Article 19, are widely
regarded as having acquired legal force as customary international law
since its adoption in 19485 It is now increasingly accepted that this right
includes the right to access information held by public authorities, com
monly referred to as the right to freedom of information, or simply the
right to information.

Freedom of expression is a conceptually complex right because, although
it is a fundamental, it is universally accepted that it may legitimately be
subjected to restriction on various grounds. There is much debate at the
nationa level about the test for restrictions, as well as the aims which
such restrictions may legitimately serve but, at least under international
law, the position is relatively clear, as set out in Article 19(3) of the
International Covenant on Civil and Political Rights (ICCPR),” as fol-
lows:

The exercise of the rights provided for in paragraph 2 of this article
[the right to freedom of expression] carries with it special duties
and responsihilities. It may therefore be subject to certain restric-
tions, but these shall only be such as are provided by law and are
necessary:

«For respect of the rights or reputations of others; and

For the protection of national security or of public order
(ordre public), or of public health or morals.



This Article both stipulates clearly the aims which any legitimate
restriction on freedom of expression must pursue — namely the rights or
reputations of others, national security, public order, public health or
public morals — as well as the test which any such restrictions must
meet, namely that they are provided by law and are necessary.

Formally, this provision seeks to ensure that in imposing restrictions,

States must balance the legitimate aim they seek to protect against the
fundamental right to freedom of expression. In fact, however, apart

from providing a procedural guarantee — that restrictions must be pro-

vided by law — it provides little guidance as to how any balancing is to
take place. The aims listed are undefined and extremely broad, so that
practically any legislation can arguably be accommodated and, in prac-

tice, international courts and tribunals rarely conclude that laws offend
against freedom of expression on the basis that they do not pursue a
legitimate aim.

The nub of the balancing takes place around the concept of necessity, a
very context-dependent term. Unfortunately, international jurisprudence
has done little to clarify the meaning of necessity. The European Court
of Human Rights, for example, assessing a very similar phase in the
European Convention on Human Rights28 has consistently interpreted
the term necessity to mean:

The Court must determine whether the interfer-
ence at issue was “ proportionate to the legitimate
aim pursued” and whether the reasons adduced
by the Austrian courts to justify it are “relevant
and sufficient”.®

This is a very subjective assessment, a fact to which the jurisprudence
of the Court stands as testament. Some national courts have successful-
ly elaborated far more precise tests. 10

The conceptual problems with freedom of expression are perhaps at
their highest in relation to considerations of national security. National
security isasocia value of the highest order, upon which the protection
of all human rights, indeed our whole way of life, depends. It is univer-
sally accepted that certain restrictions on freedom of expression are
warranted to protect national security interests. A State can hardly allow
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its citizens to divulge information about its troop movements during an
active conflict, to give just one obvious example.

At the same time, historic abuse of restrictions on freedom of expres-
sion and information in the name of national security has been, and
remains, one of the most serious obstacles with respect to freedom of
expression around the world. These problems manifest themselves in
two related but different areas. First, many States impose criminal
restrictions on the making of statements which allegedly undermine
national security. Cases based on these restrictions are relatively rarein
democratic countries and are usualy pretty high-profile and con-
tentious, but they can be common in repressive countries where they
may be used to suppress political opposition and critical reporting.1
Second, in almost all States where freedom of information is guaranteed
by law, these laws limit the right in relation to national security, oftenin
very broad terms. Excessive secrecy in relation to national security isa
widespread problem around the world, even in established democra-
cies.12

Most of the traditional arguments in favour of openness apply with at
least equal force where national security is concerned. Intelligence and
security bodies play an important role in society and they must, like all
public bodies, be subject to democratic accountability. In some cases,
they appear not to be accountable even to elected officials. During and
after the referendum process in East Timor, for example, the Indonesian
authorities appeared to have little control over the armed forces and the
militia who reported to them. In other cases, elected officials take
advantage of the secrecy surrounding these bodies to abuse their pow-
ers for political purposes. Perhaps the most famous example of thisis
the abuses committed by Nixon which eventually led to his impeach
ment.

Defence industries absorb enormous amounts of public money and, in
many countries, spend more, and more discretionary funds through con-
tractual procedures than most if not all other public sectors. This is a
natural breeding ground for corruption and it is only through open pub-
lic oversight that this can be contained.

Public oversight is also crucial to ensure sensible policy- and decision-
making, generally, but also specifically including in relation to national
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security: “The problem with the ‘national security state’ is not so much
that it violates ... rights, although it sometimes does just that, but that it
can lead to the repetition of irrational decisions.”13

Malaysia — Political Abuse of National Security

Arrests under the Sedition Act, 1948, are commonly used for
political purposes. For example, the popular online newspaper,
malaysiakini, famous for its independent reporting, was raided
by the Malaysian police on 20 January 2003 and 19 computers,
including four servers, were seized for allegedly being in
breach of the Sedition Act. Its crime was to publish aletter that
satirised nationalist policies in favour of ethnic Malays by
comparison to the United States, on the basis that this could
cause racial disharmony.

In another recent example in October 2002, N.
Gopalakrishnan, a senior member of the Parti Keadilan
Nasional, an opposition party led by Wan Azizah, the wife of
Anwar lbrahim, was arrested for allegedly making serious alle-
gations against the police force.

In some cases, the problem is simply repressive governments blatantly
abusing their powers. But there are legitimate difficulties as well. What
constitutes national security may be subject to very wide interpretation.
In addition, the concept of necessity is particularly difficult in relation
national security concerns and a lack of information, as well as the
inability of non-experts, including judges to understand and assess
threats to security, undermines oversight mechanisms.

One problem is that national security, unlike most areas of restricted
freedom of expression, the very nature of the legitimate interest at stake
is a highly political matter, involving an assessment of a threat, often
from external sources. For example, faced with arestriction sought to be
justified on the basis of privacy or public order, individuals have abroad,
if subjective, social understanding against which to assess the potential
for harm. The same is simply not true in relation to national security.
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Compare, for example, a citizen's ability to independently assess claims
that a demonstration would pose a public order risk and their ability to
assess the risk posed to national security by Iraqg.

This leads to a situation where security claims may be accepted, even
though they are completely unwarranted. As Smolla has pointed out:

History is replete with examples of government efforts to suppress
speech on the grounds that emergency measures are necessary for
survival that in retrospect appear panicky, disingenuous, or silly.14

This problem is compounded by the shroud of secrecy, sometimes legit-
imate, that surrounds national security matters. This means that courts,
human rights organizations and others are asked to rely on circumstan
tial or tangentia evidence. To continue the example above, very little of
the evidence the U.S. and UK authorities’ claim proves that Iragq has
weapons of mass destruction has been make public, even to the UN
Weapons I nspectors. The technical nature of many of the issuesinvolved
also makesit difficult for non-experts to accurately assess the risk.

These factors help to explain the high level of judicial deference, which
sometimes seems absurd, in the face of national security claims. It is not
only judges who face these problems; civil society actors aso face a seri-
ous information and technical understanding gap. This acts as a brake
on activism generally in this area and tends to perpetuate the culture of
secrecy around national security.

Leander Case — Unwarranted Judicial Deference

Leander was dismissed from a job with the Swedish govern-
ment on national security grounds, but was refused access to
information about his private life, held in a secret police regis-
ter, which provided the basis for his dismissal. He appealed to
the European Court of Human Rightst> claiming a breach of
his rights to private life and freedom of expression. The Court
found an interference with private life but held that this was
justified as necessary to protect Sweden’s national security.




Although no direct evidence was presented of the threat
allegedly posed by Leander, the Court was prepared to accept
that the official safeguards against abuse of the system were
sufficient to satisfy the requirements of “necessity”. It attached
particular importance to the presence of parliamentarians on
the National Police Board and to the supervision effected by
various officials, including the Chancellor of Justice and the
Parliamentary Ombudsman.

Ten years|ater, it transpired that Leander had been fired for his
political beliefs and that the Swedish authorities had simply
misled the Court. On 27 November 1997 the Swedish govern-
ment officially recognized that there were never any groundsto
label Leander a*“security risk” and that he was wrongfully dis-
missed. They also paid him 400,000 Swedish crowns (approx.
US$48,000) compensation.

THE JOHANNESBURG PRINCIPLES

Goals and Process

The primary goal of the Johannesburg Principles is to address the con-
cerns noted above and, in particular, the lack of clarity under interna-
tional law about the scope of legitimate restrictions on freedom of
expression and information on national security grounds. High profile
events — such as the so-called Spycatcher case in the UK 16 the disman-
tling of apartheid in South Africaand the end of USSR and communism
in Eastern Europe — al highlighted the need for reform in this area, as
well as the need for clearer standards.

ARTICLE 19 and the Centre for Applied Legal Studies (CALS) at the

University of Witswatersrand, South Africa, jointly convened a meeting
of some 36 leading experts from every region of the world to discuss
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thisissue. On October 1, 1995, after intensive discussions and debate,
the group adopted the Johannesburg Principles, setting out standards on
the extent to which governments may legitimately withhold information
from the public and prohibit expression for reasons of national security.

Theideawas not to create new standards but to distill existing standards
from a variety of sources of international and comparative law. As the
Introduction states:

The Principles are based on international and regional law and
standards relating to the protection of human rights, evolving
state practice (as reflected, inter alia, in judgments of national
courts), and the general principles of law recognized by the com-
munity of nations.

The Principles aim to be at the cutting edge of international standards,
playing a role in the positive development of these standards and
reflecting the direction in which international law is, or should be,
developed. At the same time, they have asolid legal basis, derived from
the law and practice of democratic States, as well as in international
standards. In other words, they seek to strike a balance between devel-
oping international and comparative standards and being rooted in this
body of law.

The Principles have gained significant status since their adoption. Abid
Hussain, the UN Specia Rapporteur on Freedom of Opinion and
Expression, in his 1996 annual report to the UN Commission on Human
Rights, recommended that the Commission endorse the Principles.1?
They have been noted in the annual resolutions of the Commission on
freedom of expression every year since 1996.18 They have also been
referred to by courts around the world,® and used by numerous deci-
sion-makers, NGOs, academics and others.

Overview of the Principles®
The Johannesburg Principles comprise 25 principles divided into four
sections: General Principles, Restrictions on Freedom of Expression,

Restrictions on Freedom of Information and Rule of Law and Other
Matters. The section on General Principles reiterates the general guar-
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antee of freedom of expression as it applies in the context of national
security restrictions, defines national security and addresses emergencies
and discrimination. The section on Rule of Law and Other Matters sum-
marises general rights relating to due process and the right to a remedy,
and addresses the issue of disproportionate punishments and prior cert
sorship.

The main standard-setting principles are found in the sections on
Restrictions on Freedom of Expression and on Restrictions on Freedom
of Information. These sections set out the tests restrictions of expression
and denial of access to information on the grounds of national security
must meet. They also list various forms of expression that shall not be
restricted on grounds on national security and provide for procedural
protections for the right to information.

General Principles

Principle 1 reiterates the general guarantee of freedom of expression and
the three-part test for restrictions on that right, with minor modifications
to make them specifically relevant to the issue of national security.
Principle 1.1 sets out the first part of the test, that restrictions must be
prescribed by law, reiterating the standard requirements of such laws,
namely that they be accessible, clear and narrowly drawn. It also adds
the requirement that the law should provide for adequate safeguards
against abuse, including judicial scrutiny. Although this is not normally
associated with the guarantee of freedom of expression, it isinherent in
the idea of an effective remedy for violations of rights, set out, for exam-
plein Article 2(3) of the ICCPR.

Principle 1.2, addressing requirement that restrictions on freedom of
expression serve a legitimate aim, requires restrictions to have both the
genuine purpose and the demonstrabl e effect of protecting national secu-
rity. Thus either bad faith or ineffectualness will defeat a restriction.

Principle 1.3 elaborates on the concept of necessity in relation to nation-
a security, providing that any restriction must apply only where the
expression poses a serious threat, it is the least restrictive means avail-
able and it is compatible with democratic principles. This is a higher
standard than that applied by most international human rights courts and
tribunals, both inasmuch asit setsathreshold barrier of serious harm and
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that it requires the least restrictive meansto be used. The threshold, how-
ever, iscrucial sincewithout it, States will be able to make national secu-
rity-based claimsfor restrictions in excessively wide circumstances. The
least restrictive means test is applied by a number of national courts2!
and has a solid principled basis. The European Court of Human Rights,
however, has not applied this test, allowing States a ‘margin of appreci-
ation’ when assessing rights, effectively asystem of judicial deferenceto
national authorities. However, the margin of appreciation doctrine has
been widely criticised and the Court has limited its application in certain
contexts.22

A narrow definition of alegitimate national security interest is provided
in Principle 2, which draws its inspiration from The Siracusa Principles
on the Limitation and Derogation Provisions in the International
Covenant on Civil and Political Rights.23 This providesthat arestriction
is not legitimate unless its purpose and effect is to “protect a country’s
existence or its territorial integrity against the use or threat of force, or
its capacity to respond to the use or threat of force” from either an inter-
nal or an external threat. This is probably an unrealistically high stan
dard, despite its pedigree. The attacks of September 11, 2001, for exam-
ple, could hardly be said to have threatened the existence or territorial
integrity of the U.S., unlessthisisinterpreted very broadly, which would
largely defeat the purpose of a narrow definition.24

Principle 2 goes on to elaborate a number of illegitimate grounds for
claiming a national security interest, such as protecting the government
from embarrassment or entrenching a particular ideology. These are
clearly not national security interests but, at the same time, countries
around the world fail to respect this Principle.

Principle 3 deals with restrictions on freedom of expression pursuant to
states of emergency. It repeats the conditions for imposing emergency
rules under Article 4 of the ICCPR with a few differences. Principle 3
requires states of emergency to be in accordance with both national and
international law and also explicitly imposes time limits on any emer-
gency restrictions on freedom of expression. Most importantly, Principle
3, in contrast to Article 4, does not recognise theidea of derogations, lim-
iting itself, instead, to the general concept of restrictions on freedom of
expression. The guarantee of freedom of expression already explicitly
recognises restrictions that are necessary, so this probably aready implic-
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itly covers emergency situations. Indeed, it is arguable that the emergency
standard — “strictly required” - may not represent a higher standard that
the default necessity one, in effect rendering the emergency power to
apply restrictions superfluous.

Egypt, Syria — States of Emergency

Therules on states of emergency are flouted in many countries.
Egypt, for example, has had a state of emergency in place
more-or-less continuously since it was first imposed in 1958
and Syria has had an emergency law in place since 1962.

The Egyptian emergency law confers wide-ranging and arbi -
trary powers on the president to censor the print media prior to
publication and to confiscate or close down their printing facil -
ities in the interests of “public safety” or “national security.”
Trials held under the emergency law are heard by special State
Security Courts and their verdict is not subject to appeal. The
law has been used to detain thousands of people suspected of
opposing the government. Threats to public safety and securi -
ty have been interpreted very widely to include the actions of
suspected supporters and sympathisers of unarmed Islamist
groups. In a celebrated case, the sociology professor, Saad
Eddin Ibrahim, was sentenced to seven yearsin prison in 2001
by a State Security Court for contravening a military order
issued in 1992 pursuant to powers under the emergency law.
The conviction was later overturned.

A prohibition on discrimination when restricting freedom of expres-
sion is provided for in Principle 4, which closely parallels Article 26
of the ICCPR, prohibiting any discrimination by law on a number of
grounds. Given that the guarantee of freedom of expression only per-
mits restrictions provided by law, these necessarily fall within the
ambit of Article 26.

Restrictions on Freedom of Expression
The international guarantee of freedom of expression provides for an
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unqualified right to hold opinions without interference and this is
reflected in Principle 5.

The key test for restrictions on freedom of expression in the name of
national security is set out in Principle 6, which subject to other princi-
ples, prohibits restrictions on expression unless:

the expression is intended to incite imminent violence;
«it is likely to incite such violence; and

ethere is a direct and immediate connection between the expres-
sion and the likelihood or occurrence of such violence.

At theroot of this principle are two central ideas. First, thereis a differ-
ence between beliefs and actions and, in turn, between inciting to
beliefs and inciting to actions. It may be noted that this rule applies only
in the context of national security.25

The potential for abuse of arule prohibiting incitement to beliefsisfair-
ly obvious. Whereas actions are clear, there are serious definitional
problems with the idea of illegal beliefs. It is not possible, for example,
to maintain a principled difference between an academic theory about
the use of violence and a party articulating its belief in such violence.
Furthermore, political rhetoric can take extreme forms and a rule pro-
hibiting incitement to beliefs could be used to silence opposition parties
or critics. Perhaps most importantly, however, there is simply no basis
for arguing that beliefs pose a sufficient threat to security to warrant
overriding a fundamental right. A simple belief that violence or unlaw-
ful activities are necessary to change society, of itself, does little or no
tangible harm.

Second, this Principle reflects the idea that there must be a very close
nexus between the expression and the risk of violence. Courts around
the world have stressed this when assessing the legitimacy of restric-
tions on freedom of expression. Due to the very general nature of
national security, a wide range of harmless speech could be banned in
the absence of a requirement of a close nexus between the speech and
the risk of harm. The Turkish authorities, for example, have banned
Kurdish poems on the grounds that they promote nationalism and
threaten territorial integrity.26 The box below sets out some of the state-
ments on this issue made by national courts. Despite these positive
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statements, most countries, as well as international courts, still have a
very long way to go in recognising and respecting this standard. 2’

National Courts and Incitement to Violence

Thefollowing are afew statements made by nationa courtsin assess
ing therequired nexus between expression and arisk of harmto nation-
a security or the dlosdly related problem of public order.

India:

The anticipated danger should not be remote, conjectura or far
fetched. It should have proximate and direct nexus with the
expression. Theexpression should beintrinsicaly dangerous.. ..

In other words, the expression should be insgparably locked up
with the action contemplated like the equivadent of a‘spark ina
powder keg' 28

United States:

[T]he condtitutiond guarantees of free gpeech and free pressdo
not permit a state to forbid or proscribe advocacy of the use of
force or of law violation except where such advocacy is direct-
ed toinciting or producing imminent lawless action and is like-
ly to incite or produce such action.2®

South Africa:

InS v. Nathie, the gppedlant was charged with inciting offences against
the Group Aress Act in the context of protests againgt the remova of
Indians from certain arees. The appdlant Sated, inter dia “1 want to
declarethat toremain slentintheface of persecutionisan act of supreme
cowardice. Basic laws of human behaviour reguire usto stand and fight
agang injustice and inhumanity.” The Court rejected the State sclam of
incitement to crime, holding that Since the passage in question did not
contain “any unequivoca direction to the listeners to refuse to obey
remova orders’ it did not contravene the law3°

Principles 7-9 set out a number of specific examples of expression that
shall not be considered a threat to national security. These are, by-and-
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large, uncontroversia, including things such as advocating change of
government policy, criticizing the State or government, objecting to mil-
itary service, transmitting information about a banned organisation,31 or
using minority languages. As with the second part of Principle 2, how-
ever, al of these restrictions have been applied in the past, purportedly
to protect national security, and many countries continue to apply them.

UK - Banning Reporting on ‘Terrorist’ Groups

The British Broadcasting Act grants the power to the authori-
tiesto prohibit broadcasting of certain material, a power which
in terms of the Act would appear to be unlimited. In October
1988, the then Home Secretary, Douglas Hurd, issued notices
banning any matter which included words spoken by persons
representing a list of banned organisations, including Sinn
Féin, a legal political party. The ban was appealed to the
European Commission on Human Rights, which rejected the
complaint as manifestly unfounded, in effect holding that the
ban clearly fell within the scope of legitimate restrictions on
freedom of expression.32

The BBC and other British broadcasters effectively made a
mockery of the rule by using Irish-accented voiceovers when
presenting statements from the banned organisations. This is
another example of the excessive defence of courts to security
claims.

Principle 10 provides that States have an obligation to prevent private
groups from interfering with freedom of expression. This is consistent
with international case law, particularly from the Inter-American Court of
Human Rights33 but now also affirmed by the European Court of Human
Rights.3* Thereislittle national case-law on this, in part because the prob-
lem does not arise in those countries where courts might accept these
principles. The growing body of international case law, however, is very
much the tip of the iceberg, and in many countriesthereis, instead of pro-
tection, collusion between the authorities and the ‘private’ actors perpe-
trating the abuse.
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Restrictions on Freedom of Information

The right to access information held by public authorities has now
gained widespread recognition but its status was far less established in
1995, when the Johannesburg Principles were drafted. Despite this,
Principle 11 clearly recognises this right, as an aspect of the right to
freedom of expression, subject to restriction only in accordance with the
three-part test for al restrictions on freedom of expression. Thisright is
now accepted in al regions of the world, as evidenced by the rapid
growth in the number of countries that have passed freedom of informa-
tion legislation — with the possible exception of Africa, where to date
only South Africaand Zimbabwe35 have passed such alaw —aswell as
in a number of authoritative international standards. However, the
extent to which such legislation respects the three-part test for restric-
tions, aswell as anumber of other established principles, varies consid-
erably.

Since the adoption of the Johannesburg Principles, there have been a
number of significant developments regarding freedom of information,
which applies to al information held by public authorities, not just
information relating to national security. ARTICLE 19 has encapsul at-
ed these developmentsin two standard-setting documents, The Public’'s
Right to Know: Principles on Freedom of Expression Legislation® and
A Model Freedom of Information Law.37 These set out in far more
detail general standards and processes relating to freedom of informa-
tion. Principle 4 of The Public’s Right to Know, in particular, sets out a
three-part test for exceptions to the right to access information, based
on but slightly different from the general test for restrictions on free-
dom of expression, as follows:

the information must relate to a legitimate aim listed in the law;

«disclosure must threaten to cause substantial harm to that aim;
and

the harm to the aim must be greater than the public interest in
having the information.

Principle 12 provides that States must “designate in law only those spe-
cific and narrow categories of information that it is necessary to with
hold in order to protect a legitimate national security interest.” Thisis
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consistent with the “prescribed by law” part of the test for restrictions,
and in particular that restrictions should be clear and narrowly drawn.
Despite this, most laws simply list ‘national security’ as a ground for
restricting access to information without defining this term at al, let

Recognition of the Right to Freedom of Information

Freedom of information has been recognised as an aspect of
the right to freedom of expression by UN officials, as well as
al three regional human rights systems. In November 1999,
the three special mandates on freedom of expression — the UN
Specia Rapporteur on Freedom of Opinion and Expression,
the OSCE Representative on Freedom of the Media and the
OAS Special Rapporteur on Freedom of Expression — meeting
together for the first time under the auspices of ARTICLE 19,
adopted a Joint Declaration which included the following state-
ment:

Implicit in freedom of expression is the public’s right to
open access to information and to know what govern-
ments are doing on their behalf, without which truth
would languish and peopl €' s participation in government
would remain fragmented. 3

Declarations or Recommendations adopted by the Committee
of Ministers of the Council of Europe, the African Commission
on Human and Peoples’ Rights and the Inter-American
Commission on Human Rights have all affirmed the right to
access information held by public officials.®

These official statements have been accompanied by a signifi-
cant trends towards the adoption of freedom of information
legislation all over the world during the last decade with laws
having been adopted in the last five yearsin all regions of the
world including Europe (e.g. Bosnia- Herzegovina, Romania
and Slovakia), Africa (e.g. South Africaand Zimbabwe), Latin
America(e.g. Mexico and Peru) and Asia (e.g. Japan, Thailand
and India).
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alone providing a specific list of categories of exceptions. In many
cases, these laws do not even require the disclosure to pose a risk of
harm to national security. Even where they do, as the box below illus
trates, countries have found ways to limit disclosures.

Even when the disclosure of information is likely to harm a legitimate
interest, it should still be subject to disclosure unless the harm out-
weighs the public interest in accessing the information. Thisisalogical
inference from the principles underlying freedom of information and is
reflected in many laws. A public interest override of this sort is neces-
sary since it is not possible to frame exceptions sufficiently narrowly to
cover only information which may legitimately be withheld.
Furthermore, arange of circumstances, for example the presence of cor-
ruption, will generate an overriding public interest in disclosure.
Principle 13 reflects this, providing that in decisions on information dis-
closure, the public interest “shall be a primary consideration”. Principle
13 differs slightly from the last element of the three-part test in Principle
4 of The Public’s Right to Know, set out above. In particular, the latter
requires the harm to the protected interest to outweigh the public inter-
est in disclosure, a more stringent, or at least more clearly stringent,
standard.

New Zealand, UK — Broad National Security Exceptions

The New Zealand Official Information Act, 1982 contains an
exception for material likely to prejudice the security or
defence of New Zealand. Although this does incorporate a
harm test, the law also provides that a ministerial certificate
shall be conclusive evidence of the threat, effectively granting
the minister unsupervised power to classify information (see
sections 6 and 7). The UK Freedom of Information Act, 2001,
exempts information where thisis “required for the purpose of
safeguarding national security” but also providesfor aministe-
rial override (section 24).

Principle 14 requires States to put in place “appropriate measures to
give effect to the right to obtain information”, including a right of
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review by an independent authority and finally by the courts.
Experience in many countries with constitutional guarantees for free-
dom of information but no legislation to implement these guarantees
bears testament to this need. The Public’s Right to Know makes it clear
that specific implementing legislation is required to give effect to free-
dom of information and sets out in some detail the procedural and
appeal mechanisms which such legislation should provide for.

The NATO Conundrum

Most countries in East and Central Europe have recently
passed freedom of information laws and some of these laws
provide a very solid basis for government openness. However,

many of these countries also want to join NATO which, as a
security organisation, requires certain minimum standards of

secrecy. As a result, countries such as Romania and Bulgaria
have followed up their freedom of information laws by passing
secrecy or classification laws which seriously undermine the
earlier openness legislation. Unfortunately, the NATO secrecy
standards are themselves set out in a classified document, C-
M (2002)49. This document has remained secret notwithstand-

ing the clear illegitimacy of withholding a classification stan-

dards document, and despite the best efforts of a group of peo-

pletrying to accessit both directly from NATO and via nation-

a freedom of information laws.

Principle 15 prohibits punishment for disclosure of information if this
does not result in actual harm, or alikelihood thereof, or where the over-
al public interest is served by disclosure. This applies, for example, to
situations where the media discloses classified information but it also

covers civil servants applying, as it does, to everyone. This Principle

recognises that no matter how well freedom of information legislation
is designed, there will still be cases where disclosure is refused and it is
only through a leak that important information, for example exposing
corruption or wrongdoing, may become public. Indeed, the unautho-
rised release of classified information serves as an important safety
value for ensuring the flow of information to the public, a socia role
which is recognised in the law and practice of a number of countries.40
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In fact, the principle is not as controvrsial as it may seem since, in the
absence of a showing of harm, or where this is in the overall public
interest, information should anyway be subject to disclosure.

The relationship between Principles 6 and 15 is not entirely clear.
Although formally Principle 6 applies subject to Principle 15, they over-
lap considerably. Principle 6 appliesto all expression while Principle 15
covers “disclosure of information.” All disclosure of information is
expression (so Principle 15 falls entirely within the scope of Principle
6) and most expression, apart perhaps from pure opinions, involves
some disclosure of information. It might be preferable to interpret
Principle 15 as being restricted in scope to confidential information,
given that it imposes a much lower standard on restrictions than
Principle 6.

Malawi — Constitutional Guarantee without Implementing
Legislation

Article 37 of the Malawian Constitution contains the following
guarantee of freedom of information:

Subject to any Act of Parliament, every person shall have
the right of accessto all information held by the State or
any of its organs at any level of Government in so far as
such information isrequired for the exercise of hisrights.

The lack of implementing legislation has seriously
undermined respect for this right in practice, despite its
limited nature, applying as it does only to information
needed to exercise aright.

Principle 15 should probably also be restricted in scope to civil ser-
vants and public officials. In the UK, for example, the Official Secrets
Act, 1989, prohibits secondary disclosure of classified information, for
example by journalists, under more stringent conditions than those set
out in Principle 15 and yet this rule has been widely criticised by the
media and free speech advocates. It will always be controversial to
punish secondary disclosures, so prosecutions are rare in democratic
countries. It is the responsibility of the government to ensure that
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secret information is adequately protected and not of journalists to
assess when and whether disclosure will cause harm. Indeed, there are
serious problems with imposing a burden of this sort on private actors,
at least where the criminal law is concerned.

Principle 16 applies specifically to civil servants and protects them
against any detriment, including employment-related sanctions, for
disclosure of information learned by virtue of government service,
where thisisin the overall public interest. Thisis again consistent with
the test for exceptions to freedom of information, which, if applied,
should mean that this information is, at least upon request, subject to
mandatory disclosure. A Model Freedom of Information Law has
added arefinement to thisrule, providing that individuals who disclose

UK — David Shayler Case

The high-profile case of David Shayler in the UK illustrates the
need for whistleblower protection. Shayler, a former MI5
Intelligence Officer, was charged, and ultimately convicted,
under section 1(1) of the Official Secrets Act, 1989 for various
alegations, including that M15 had plotted to assassinate the
Libyan leader, Colonel Gaddafi. It is clearly a matter of great
public interest that any serious allegation of this nature be sub-
ject to independent investigation.

Neither a public interest defence nor a defence based on the
fact that the disclosure had not actually harmed security was
available to Shayler, who was ultimately convicted. The House
of Lords held that these defences were not necessary because
Shayler could have used internal complaints procedures or
goneto his superiors, and that ultimately he could have sought
judicial review of his superiors’ decision. This seems to woe-
fully underestimate the practical difficulties associated with
these courses of action.

information on wrongdoing or harm, commonly known as whistle-
blowers, should be protected against sanction, “as long as they acted in
good faith and in the reasonable belief that the information was sub-
stantially true and disclosed evidence of wrongdoing or a serious threat
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to health, safety or the environment.”41 Relative to the standard in
Principle 16, this relieves them from having to assess whether the dis-
closure is in the public interest, something they are not qualified to do.
A number of countries have adopted specific legislation to protect
whistleblowers.

Subsequent ARTICLE 19 standard-setting has also added protection for
individuals who disclose information pursuant to freedom of informa-
tion legislation, aslong as they acted reasonably and in good faith, even
if they make mistakes.42 Thisisimportant to help address the culture of
secrecy in government and to give civil servants the confidence to dis-
close information under freedom of information legislation.

South Africa — Whistleblower Protection

The South African Protected Disclosures Act, 2000, provides
protection against employment-related sanctions for disclo-
sures which reveal various types of wrongdoing or risks of
harm, including criminal activities, the failure to comply with
a legal obligation, a miscarriage of justice, health or safety
risks, harm to the environment or discrimination. Disclosures
are protected if they are made to legal practitioners, via formal
employment complaints procedures or to various high-level
officials, such as ministers. Disclosures are also generally pro-
tected, including for example to the media, where they are
made in good faith and in the reasonable belief that they are
true and where one of the following conditions is met:

the employee has reason to believe he or she will be
sanctioned for making the disclosure;

ethere is no complaints procedure and the employee has
reason to believe the wrongdoing or harm will be con-
cedled;

easimilar disclosure has already been made to no effect;
or

therisk is of exceptionally serious wrongdoing or harm.
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Principle 17 provides that it is not legitimate to try to prevent further
publication of a document which is aready public which, athough
obviously logical, has sought to be denied in a number of countries.43
The growing prevalence of the Internet will soon render nugatory any
efforts by the authorities in most countries# to prevent further publica
tion. Indeed, the Internet community will almost invariably undercut
attempts to prevent further publication by mirroring websites and by
widely publicising target documents.

The right of journalists to protect the secrecy of confidential sources of
information is recognised in Principle 18, which prohibits orders of
source disclosure based on national security interests. International law
recognises this right, although not in absolute terms. The European
Court of Human Rights, for example, has stated that restrictions to this
right must be, “justified by an overriding requirement in the public
interest.”45 A serious national security risk would presumably meet this
test. A number of countries around the world, however, protect source
confidentiality even in light of a national security claim while others
place severe restrictions on source disclosure in this context.46

Control over Information During Conflict

An interesting example of manipulation of information during
an ongoing conflict relates to the failed US raid of 19 October
2001 on Afghan territory, which was successfully repulsed by
Taliban forces. The Taliban reported significant numbers of US
fatalities, whereas in fact no Americans were killed. The US
authorities, on the other hand, claimed the next day that the
raid had been a success, with General Richard Myers,
Chairman of the US Joint Chiefs of Staff, stating that it had
been conducted “without significant interference from Taliban
forces’. The US authorities even released footage demonstrat -
ing this, later revealed to be showcased rather than actual,
acknowledging only much later that the raid had led to a num-
ber of casualties.

Principle 19 addresses the issue of access to restricted areas, ruling out
restrictions that “thwart the purposes of human rights and humanitarian
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law”. It also provides that States may limit access to zones of conflict
only where thisis necessary to protect the safety of others. Thisrule has
probably not been observed in practice since the Vietnam war and secu-
rity forces certainly do not facilitate access. Indeed, in most modern
conflicts, the authorities have sought as far as possible to maintain con
trol over, and indeed manipulate, information.

Rule of Law and Other Matters

Principles 20, 21 and 22 deal with various due process and rule of law
issues, including pre-trial and trial rights, theright to all available reme-
dies and the right to trial by an independent, civilian court. These pro-
visions are based on, and in some cases el aborate further, rights protect-
ed by the ICCPR.

Sri Lanka — Prior Censorship

On 3 May 2000, the President of Sri Lanka adopted emergency
regulations that provided for the appointment of a censor with
the power to require newspapers to submit in advance materi -
al on certain subjects. The censor issued a directive requiring
any material relating to national security to be vetted by his
office. The Sunday Leader, alocal English-language daily was
held in breach of this rule three times: for publishing a photo
of an opposition rally, for publishing two almost identical car-
toons, one targeting the opposition, which had not been cen-
sored, and one targeting the governing party, which had been
completely censored (so publication was in breach of the
rules), and for publishing a spoof entitled “War in Fantasy
Land —Palaly is not under attack”. The censor then banned the
newspaper, which appealed this to the Supreme Court on con-
stitutional and procedural grounds. The Court struck down the
censorship regime, and the ban on The Sunday Leader, osten-
sibly on the basis that the censor had not been appointed prop-
erly. However, the ruling effectively brought the system of
prior censorship to an end.
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Principle 23 prohibits prior censorship to protect national security
except in case of an emergency which meets the conditions of Principle
3. Prior censorship is not defined but it can be understood in two ways,
either as a system for vetting certain means of communication, such as
books or films, before they are made public (for example, by an official
censor) or as any measure which prevents or delays original dissemina-
tion to the public (this would include, for example, a court injunction).
The Johannesburg Principles use this term in its latter, broader sense.

US - Prior Restraint

The US Supreme Court has all but ruled our prior restraints and
has never upheld one on national security grounds. In particu-
lar, the Court has set out the following conditions on any prior
restraint:

the material would pose a threat of immediate and
irreparable harm to a “near sacred right”;
the measures would be effective; and

*no other less restrictive measures would be effective.

This Principle thus limits prior censorship measures to situations where
there is a legitimate emergency in place and where the measures are
“strictly required by the exigencies of the situation”. As has already been
noted, this standard may not actually be any more stringent than the
requirement of necessity that applies to al expression. The European
Court of Human Rights has been relatively conservative about prior
restraint, but has at least held that it calls, “for the most careful scrutiny
on the part of the Court.”4” The American Convention of Human Rights,
however, rules out any form of prior censorship except to protect children
and adolescents.48 The prohibition on prior censorship has been upheld by
the Inter-American Court of Human Rights in a case finding a breach in
relation to the banning of a film.4°

Principle 24 rules out punishments for expression which are dispropor-

tionate to the seriousness of the offence. It is now clear that internation-
a guarantees of freedom of expression not only set standards relating to
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restrictions themselves, but also the sanctions which may result from
breach of arestriction.5!

Finally, Principle 25 provides that the Principles shall not be interpret-
ed as restricting established human rights.

FUTURE WORK

The Johannesburg Principles have made a considerable contribution to
clarifying the appropriate standards for national security-based restrictions
on freedom of expression. However, they fail to provide specific guidance
on one key issue: what information, in practice, isit legitimate to withhold
on grounds of national security. Principle 12 requires States to designate
specific and narrow categories of information that may be withheld, but
the Principles provide no guidance as to what these categories might ook
like beyond the general test for restrictions on freedom of expression.

A concrete example, much debated, is whether and to what extent defence
expenditures must be made public. It if fairly obvious that some detail is
required if effective public oversight isto prevent corruption and mismar+
agement in relation to military procurement. On the other hand, States
claim a right to some secrecy here, so as not to undermine their capacity
to respond to an attack by exposing their potential to the enemy. Obviously
this question can never be answered in the abstract, but guiding principles
could at least set limits on the scope of secrecy claims.

A closely related issue, noted above, is that Principle 2, defining a legiti-
mate national security interest, is not sufficiently clear. A more precise def-
inition of national security, reflecting the actual practice of those States
which are least restrictive in this area, would provide a better underpinning
for the Principles and also help answer the question posed above.

There is clearly no question of revising or reissuing the Johannesburg
Principles themselves, and thisisin no way necessary or desirable. Rather,
supplementary material needs to reinforce them. A starting point may be
research on the practice in these areas by the more open democracies
around the world. This could lead to the formulation of guidelines as to
legitimate categories of secrecy, aswell as the scope of those categories.
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INTRODUCTION

National security isnot avalueinitself, but rather acondition that allows a
nation to maintain its values.! In contrast, open government is both a con-
dition and a value of democratic societies. Thus, putting the two concepts
on the same spectrum, or speaking of them asin some kind of balance with
each other, gives excessive weight to the former, and diminishes the neces-
sary suspicion that should greet any attempt to reduce openness on natiorr
al security grounds. We need a new paradigm beyond the balancing test,
€lse security concerns of the day will continue to erode fundamental values.

Such erosion is not new in the United States, since secrecy attended the
birth of this country at the Constitutional Convention of 1787. But the gov-

ernment’s enormous information security and classification system is a
more recent phenomenon, an aging child of the Cold War that not only

refuses to go quietly into retirement, but finds a fountain of youth in wars

of al kinds.

The new secrecy trend actually began before the Bush administration,
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during the partisan battles of the late Clinton years. In turn, the Bush
administration’s retrenchment began before 9/11, but the shock of 9/11
provided the government with political capital and U.S. public support
for greater secrecy in the name of national security. The current infor-
mation war features battles on many fronts: scientific and technical
information, presidential records, implementation of the Freedom of
Information Act, on-line censorship, public safety information, and
more. The bottom line is that the new secrecy is not as bad as it could
be, but much worse than it should be.

At the same time, anew paradigm is beginning to emerge — partly based
on the scientific critique of secrecy, but even more so on the secrecy
failures surrounding 9/11 — that posits instead of a balancing act, an
extreme limitation on secrecy and an emphasis on openness as the most
important guarantor of security.

The following provides a highly selective historical background for
U.S. limitations on openness in the name of national security, a brief
and idiosyncratic description of how the Cold War created the modern
national security secrecy system, a revisionist review of the roots of
U.S. retrenchment in the late 1990s, a theological discussion of the ori-
gins of Bush administration secrecy, a succinct tour guide’s map of the
main battlefrontsin the current information wars, and finally, more of a
wishlist than a prognosis for the new paradigm that is emerging in large
part from the ashes of the World Trade Center.

HISTORICAL BACKGROUND

From earliest days of the American republic, born as it was in revolu
tion (which is to say, treason against Great Britain), national security
secrecy was a fundamental feature of governance. The coordination of
the revolution itself rested in the hands of two committees created by
the Continental Congress, one a “Secret Committee” that handled
weapons purchases and war materials, and the second a “ Committee of
Secret Correspondence” that handled foreign relations. The
Constitutional Convention of 1787, after the revolution, met in closed
sessions (the proceedings were not published until 1819); and James
Madison — the author of the famous quotation about “a people who
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mean to be their own Governors, must arm themselves with the power
which Knowledge gives” — justified the convention’s secrecy on the
grounds that delegates had to be protected from outside pressures until
consensus could form (which took 30 years).2

The U.S. Constitution itself contains only one specific mention of secre-
cy, in Article |, Section 5, which states:

Each House shall keep a Journal of its Proceedings, and from time
to time publish the same, excepting such Parts as may in their
Judgment require Secrecy; and the Y eas and Nays of the Members
of either House on any question shall, at the Desire of one fifth of
those Present, be entered on the Journal.

This original Constitutional mandate does not posit a balancing test for
secrecy, or even a “tension” between openness and secrecy.3 |Instead,
the Constitution compels publicity for the Congress's proceedings and
accountability for its actions, with secrecy as the exception that proves
therule.

Congress's public functioning largely conceded the secrecy field to the
Article Il powers vested in the President as commander-in-chief and as
maker of treaties (with the advice and consent of the Senate), where we
can see early intimations of the massive secrecy system of today. Inthe
first U.S. administration, President George Washington imposed secre-
cy on provisions of various treaties with Native American tribes, and in
1796 he denied Congress access to secret negotiation documents, writ-

ing:

The nature of foreign negotiations requires caution, and their suc-
cess must often depend on secrecy; and even when brought to a
conclusion a full disclosure of all the measures, demands, or
eventual concessions which may have been proposed or contem-
plated would be extremely impolitic; for this might have a perni-
cious influence on future negotiations, or produce immediate
inconveniences, perhaps danger and mischief, in relation to other
powers. The necessity of such caution and secrecy was one
cogent reason for vesting the power of making treaties in the
President, with the advice and consent of the Senate, the principle
on which that body was formed confining it to a small nhumber of
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members. To admit, then, aright in the House of Representatives
to demand and to have as amatter of course all the papers respect-
ing a negotiation with a foreign power would be to establish a
dangerous precedent 4

Subsequently, in 1798, the U.S. government arrested the editor of the
Philadel phia Aurora (who was Benjamin Franklin’s grandson) on com-
mon law charges of seditious libel against the President, for printing the
text of atreaty under secret consideration by the Senate. (But an 1812
Supreme Court decision overturned the notion of common law seditious
libel, and it was not until World War | that significant new prosecutions
on these grounds arose.) 5

The very first appropriation by the U.S. Congress gave President
Washington a secret account for spying. On July 1, 1790, Congress
approved a $40,000 “Contingent Fund of Foreign Intercourse” that
alowed the President to spend the money by voucher without indicat-
ing either the purpose or the person to whom the money was paid.
Within three years, this fund had grown to $1 million, or about 12 per-
cent of the national budget, and was used primarily to ransom American
citizens from the Barbary pirates and to bribe foreign officials.¢ This
was something of an exception to the general principle, so strongly
enunciated by Madison and others, that to allow the combination of the
“power of the purse” with the “ power of the sword” was to descend into
dictatorship.  (This fund provided precedent for the CIA’s
“unvouchered” funds beginning in 1947, with acquiescence from
Congress.) Perhaps the most important turning point in this early his-
tory of national security and openness was Washington's decision to
step down after two terms as President, rather than continuing as
Commander-in-Chief-for-life.” His successors enjoyed lesser and vary-
ing degrees of standing to enforce secrecy claims, and the relatively
small size of the federal government and its associated militia and
diplomatic corps meant that secrecy processes remained both limited
and ad hoc. No additional secret funds were created until the 20th cen-
tury, and the one extant example of secret legislation, the No-Transfer
Act of 1811 — which empowered the President to seize any part of
Florida if any foreign power attempted to occupy the area — was pub-
lished seven years later, in 18188
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Even during the Civil War of the 1860s, there was no formal or official
system of military secrecy. President Lincoln famously wrote to one of
his commanders, who sought to censor local press coverage, that

[ylou will only arrest individuals and suppress assemblies or
newspapers when they may be working pal pable injury to the mil-
itary in your charge, and in no other case will you interfere with
the expression of opinion in any form or allow it to be interfered
with violently by others. In this you have a direction to exercise
great caution, calmness, and forbearance.

In general, despite Lincoln’ s suspension of habeas corpus and examples
of suppression of newspapers, most war-related information was readi-
ly available to the public. ®

Typical of the rather limited application of national security secrecy in
the pre-Cold War era was the first formal secrecy procedure, in the
Army General Order of 1869, which covered only the physical layout
of forts. Similarly, the 1911 Defense Secrets Act (in those days, the
term of art was “national defense,” rather than the later, broader notion
of “national security”) specifically mentioned only ships, forts and
coastal defense facilities, and focused mainly on photographs or sketch-
es that might aid an enemy attack. Even the draconian Espionage Act
of 1917, enacted during the first flush of war hysteria and anti-German
chauvinism, added only afew categoriesto the existing list of presumed
defense secrets, such as code and signal books and information on air-
craft.10

A number of commentators on the history of secrecy have focused —
wrongly — on the World War | period as the fountainhead of modern
national security secrecy.ll Indeed, statutes such as the Sedition Act,
prosecutions such as the imprisonment of Socialist Party presidential
candidate Eugene Debs, roundups and deportations of “undesirable
aliens” — all provide troubling parallels with the current secret deten-
tions of Muslims, for example, in the name of counterterrorism.
However, the actual national security apparatus of the time wastiny; the
actual amount of secrecy regulation was minimal; and the number of
secrets themsel ves was miniscule compared to the Cold War system. To
take only one example, at the time that Secretary of State Henry
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Stimson closed the U.S. “Black Chamber” codebreaking operation in
1929 and the U.S. Army quietly raised the organization from the ashes
asthe Signal Intelligence Service in June 1930, “America’s entire cryp-
tologic body of secrets — personnel, equipment and records — fit com-
fortably in a vault twenty-five feet square.” 12

While the xenophobia of World War | had revived notions of seditious
libel from a century earlier — with significant implications for national
security secrecy — subsequent court decisions actually strengthened
freedom of the press and rights of access to government information.
One of the more egregious cases involved the prosecution of Charles
Schenck for his leaflets accusing Wall Street of conspiring to start
World War |; Justice Holmes led the 1919 Supreme Court decision
describing Schenck’s words as a “clear and present danger” that
Congress could prevent, but limiting the restriction on First Amendment
rights to times when the nation “is at war.”13 In 1931, the Supreme
Court spelled out this limitation in the landmark case of Near v.
Minnesota, writing that in times of war

[n]o one would question but that the government might prevent
actual obstruction to itsrecruiting service or the publication of the
sailing dates of transports or the number and location of troops.14

But the core ruling of Near applied the First Amendment to the states
and dramatically expanded press freedoms by establishing the right of
newspapers to criticize public officials aggressively without fear of
government retribution. A subsequent Supreme Court decision in 1936
amplified this broad view, crediting the First Amendment to the prior,
century-long struggle of the English people

to establish and preserve the right ...to full information in respect
of the doings or misdoings of their government,” and added,
“since informed public opinion is the most potent of all restraints
upon misgovernment, the suppression or abridgment of the pub-
licity afforded by a free press cannot be regarded otherwise than
with grave concern.15
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THE COLD WAR AND THE SECRECY SYSTEM

The modern system of national security secrecy in the United States
arose from three sources: theinitially voluntary restrictions created by
the Manhattan Project scientists on nuclear weapons information as
early as 1940, the total mobilization of U.S. society during World War
I, and the institutionalization of these procedures in peacetime by the
Cold War apparat, especially the National Security Act of 1947.
Extreme deference by the courts to executive branch authority in
national security matters enabled and buttressed the secrecy system,
with only a handful of countervailing court or Congressional decisions.
As summarized by the analyst Harold Relyea,

with the experience of World War Il and the onset of the Cold War
came another permutation — the rise of the national security state.
The National Security Act mandated its entrenchment.
Preservation and perpetuation of the nation by any and all means
have been its principle mission. Secrecy has been one of its pri-
mary characteristics.16

While the scientific method on its face seems the antithesis of official
secrecy (think of detailed footnotes, peer review, replicable results, and
race to publication), the new field of nuclear physics produced the first
modern official secrecy system at the beginning of World War I1. Led
by refugee scientists fearful that Hitler would enslave the atom as well
as Europe, physicists created a voluntary censorship program that by
1940 gained the imprimatur of the National Academy of Sciences and
covered hundreds of papers and the mgjor journalsin the field. Enrico
Fermi later commented,

...contrary to perhaps what is the most common belief about
secrecy, secrecy was not started by generals, was not started by
security officers, but was started by physicists. And the man who
is mostly responsible for this extremely novel idea for physicists
was [the Hungarian refugee Leo] Szilard.1?

Hiding the secret of the atom from Hitler was not the only motive for
official nuclear secrecy, however. The early and mostly voluntary
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secrecy by the physicists soon gave way to amammoth, formal, bureau-
cratic system of compartmented secrets — the hallmark of the Manhattan
Project that built the U.S. atomic bomb and set the standards for official
secrecy that persist even today. The Manhattan Project’s “indispensa
ble man,” U.S. Army Corps of Engineers officer Leslie R. Groves,
exacted unprecedented information controls not only for military and
civilian government employees but also those at universities and private
corporations as well. Years later, when General Groves was preparing
his memoir, Now It Can Be Told, he wrote to his son and co-author,
Richard Groves, that secrecy in the Manhattan Project had eight objec-
tives:

*To keep knowledge from the Germans and, to a lesser degree,
from the Japanese.

* To keep knowledge from the Russians.

* To keep as much knowledge as possible from all other nations,
so that the U.S. position after the war would be as strong as pos
sible.

* To keep knowledge from those who would interfere directly or
indirectly with the progress of the work, such as Congress and
various executive branch offices.

*To limit discussion of the use of the bomb to a small group of
officials.

* To achieve military surprise when the bomb was used and thus
gain the psychological effect.

*To operate the program on a need-to-know basis by the use of
compartmentalization.” 18

The fourth, fifth and eighth items on this list suggested the benefits to
Groves of the intense compartmentation and secrecy he implemented:
not only to protect national security, but also to protect his own power
and influence from people who might “interfere” — such as the elected
representatives of the American public. The reality of bureaucratic
interest in secrecy — recognized a century ago by the sociologist Max
Weber, who described secrecy and regulation as the core behaviors of
bureaucracies — should serve as a caution against accepting every gov-
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ernment claim of national interest. Yet the early Cold War set a pattern
of doing just that.

The Manhattan Project’s approach carried over into peacetime with the
Atomic Energy Act of 1946, later amended in 1954 to allow for con-
trolled involvement of private industry in the nuclear business, and for
the Atoms for Peace program spreading nuclear energy capability
around the world. These statutes established the principle that nuclear
information is “born classified” — defined as “Restricted Data” and
including controls “that went beyond those ever imposed by Congress,
before or after.”1® The Smyth Report, issued within a week of the
Hiroshima bomb, had explained the work of the Manhattan Project for
the historical record, and attempted to establish the boundaries of what
information could be released and what kept secret. Critics at the time
and since (as recently as the hysteria over Chinese nuclear spying in the
1990s) have alleged that the Smyth Report and other such declassifica-
tions gave away crucial secrets to our nation’s adversaries. The czar of
nuclear secrecy, General Groves, thought otherwise:

The big secret was really something that we could not keep quiet,
and that was the fact that the thing went off. That told more to the
world and to the physicists and the scientists of theworld than any
other thing that could be told to them. It was something that we
did not know until we had spent almost $2,000,000,000 and had
worked about three years. We did not know whether it would go
off or not, and that is the thing that really told them more than
anything else that could be told.20

Parallel to the institutionalization of the secret nuclear bureaucracy
came the formation of the rest of the national security state. The
National Security Act (NSC) of 1947 set up the National Security
Council to coordinate defense, foreign, and intelligence policies, and
the Central Intelligence Agency as the President’s permanent spy serv-
ice, with the primary mission of preventing another Pearl Harbor. The
open legidlative process that established these entities soon gave way to
covert processes. Among the earliest policy directives of the NSC were
secret orders for the CIA to intervene in the 1948 Italian elections, and
to wage clandestine anti-Soviet operations ranging from propaganda to
sabotage. The 1947 Act gave the CIA director open-ended authority to
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protect “sources and methods’ of intelligence, while a 1949 statute
cloaked the CIA’s budget; and the “black” agencies proliferated:
President Truman created the communications-intercept agency, the
National Security Agency, in 1952, and President Kennedy in 1961
added the National Reconnaissance Office, the very existence of which
was classified until 199221

Only after Watergate and Vietnam, when Congress finally investigated
the intelligence agencies, did the American public learn what secrecy of
“sources and methods” covered up. The Church Committee summed up
Cold War secrecy in 1976, with its questions:

What is a valid national secret? Assassination plots? The over-
throw of an elected democratic government? Drug testing on
unwitting American citizens? Obtaining millions of private
cables? Massive domestic spying by the CIA and the military?
Theillegal opening of mail? Attempts by the agency of agovern-
ment to blackmail a civil rights leader? These have occurred and
each has been withheld from scrutiny by the public and the
Congress by the label “secret intelligence.” 22

The secrecy attending intelligence matters also became the norm for
presidential directives on national security. Between 1961 and 1988,
only 247 out of 1,042 such directives issued through the NSC were also
publicly released. By the 1980s, members of Congress were complain-
ing about “secret law,” and pointing to specific examples of directives
that seemed designed to evade Congressional intent. Other examples
from directives that have since been declassified included statements
such as “The Middle East Peace Process, in which progress must be
achieved asrapidly asfeasible” —these words were classified Secret for
years—or “maintain high confidence that our second strike capahility is
sufficient to deter an all-out surprise attack on our strategic forces’ —
classified Top Secret even though obvious. To this day there exists no
formal mechanism for public notice of these directives; and the White
House refused to release the text of President George W. Bush’'s very
first such directive, on the reorganization of the NSC, until a copy
leaked and the press reported that the document was actually unclassi-
fied.23
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The security classification system found its charter in a different series
of directives, executive orders issued by presidents from Truman to
George W. Bush. The first executive order on classification, in 1951,
changed the words “national defense” to “nationa security.” (Around
the same time, the Invention Secrecy Act of 1952 authorized the gov-
ernment to classify private patents, an action from which there was no
recourse for the inventor.) The sequence of executive orders on secre-
cy featured an unlikely standout — President Nixon’s — which imposed
real limits on the bureaucracy including the first sunset terms for secre-
cy duration, the first prohibition on classification to conceal error or
embarrassment, and the first requirement to “portion mark” documents
so that unclassified portions could be released. Nixon’'s motivations
hardly centered on true openness, however; he saw the bureaucracy as
anest of holdover Democrats and spent hours (documented in the White
House tapes) musing about new forms of classification for the
President’s eyes only. In the same July 24, 1971 conversation with
staffers John Ehrlichman and Egil Krogh (later the head of the infamous
Watergate “plumbers’ who started out as pluggers of leaks) in which the
President referred to future Chief Justice William Rehnquist and his
Justice Department group working on the new executive order as
“Renchburg” and “that group of clowns,” Nixon led the following dis-
cussion:

President: And maybe another approach to it would be to set
up and remember | already mentioned to set up a
new classification.

Ehrlichman: Right.

President: Which we would call what? Let'sjust call it anew
classifica— Don't use TOP SECRET for me ever
again. | never want to see TOP SECRET in this
god damn office. | think we just solved — shall we
call it — uh, John, what would be a good name?
“President’s Secure” — or, uh, “Eyes Only” isa
silly thing, too. It doesn’t mean anything any
more. Uh —

Krogh: We used “Presidential Document” before with one
of the counsel we were working with, but that didn’t
—there's some —
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Ehrlichman: How about — uh, uh, looking forward to the court
case, | wonder if we could get the words “ National
Security” init.

President: Y eah.

Ehrlichman: So that “National” uh, just say “National Security
Classified” or “National Security —”

Krogh: [Unintelligible]

Ehrlichman: “Secret” or uh —

President: Well, uh, not the word “ Secret” should not be used.
Ehrlichman:  All right, uh, uh —

President: Because you see “Secret” has been now compro-
mised.

Ehrlichman: How about “Privilege’?

President: “Privilege” is, is not strong.

Ehrlichman:  Too soft, too soft.

President: “National Security” uh, “National Security” uh —
Ehrlichman: “Restricted.” “Restricted.”

President: Right. “National Security” and uh, | agree to
“National, Na—, National Security” —

Ehrlichman: “Restriction”?
President: “Priority.”
Ehrlichman: “Controlled”?

President: Or “National Security — Priority — Restricted —
Controlled.”

Ehrlichman: Oh, we'll —let us work on it.24

The low point of executive orders on secrecy was probably President
Reagan’s order, which turned the secrecy system into the land of the
midnight sun, leaving the duration of secrets up to the originating
agency and thus leaving to his successors a mountain range of unneces-
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sary secrets. Some of the Reagan era initiatives for increased secrecy
were blunted by the Congress, but the new role of the Office of
Management and Budget in constricting government publication of
information combined with a series of Justice Department initiatives
tightening the application of the Freedom of Information Act — in fact,
attempting to exempt whol e agencies from the reach of the law, and suc-
cessfully doing so for the “operational files’ of the CIA — dramatically
increased government secrecy in the 1980s. The best summary of these
developments gave the bottom line in its title: The American Library
Association’s award-winning chronology featured as its running title,
Less Accessto Less Information. 25

Enabling the government’s secrecy addiction was a deferential judici-
ary. Over the course of the Cold War, the U.S. government adopted and
the Supreme Court ratified any number of restrictions on openness in
the name of protecting national security. The only exceptions to the
general rule of court deference to executive national security claims
occurred when the underlying substance of the information in dispute
involved major scandal (the contents of the Nixon White House tapes,
for example) or a highly disputed government policy with sinking pub-
lic opinion ratings (the Vietham War history in the Pentagon Papers).
The latter case, which the Supreme Court decided 6-3 in 1971 with a
brief per curiam opinion against any prior restraint on publication, pro-
duced the only ringing endorsements of openness available from a
Supreme Court majority — undermined by the fact that each Justice
wrote a separate opinion because of the rushed schedule. For example,
Justice Potter Stewart pronounced:

In the absence of governmental checks and balances present in
other areas of our national life, the only effective restraint upon
executive policy and power in the areas of national defense and
international affairs may lie in an enlightened citizenry — in an
informed and critical public opinion which alone can here protect
the values of democratic government.

Unfortunately, before the decade of the 1970s was out, Justice Stewart
had forgotten those strong words and rejoined the tradition of judicial
support for executive secrecy. According to internal Supreme Court
documents later found in the Thurgood Marshall papers, Stewart and

45



Chief Justice Warren Burger were the first two members of the Court to
join Justice Lewis Powell’s ad hominem attack in November 1979 on
former CIA agent Frank Snepp, whose book Decent Interval had
exposed official dereliction during thefinal days of the Vietnam war. At
the CIA’s urging, the Justice Department had sued Snepp for not sub-
mitting the manuscript to the CIA for clearance before publication, and
won the case before a biased district court judge who did not allow
Snepp’ s lawyersto pursue the fact that Snepp had revealed no classified
information. When the case reached the Supreme Court, Justice Powell
persuaded his brethren to go beyond the Court of Appeals decision in
the case, and authored the unsigned per curiam opinion issued on
February 19, 1980. The Court shamefully imposed a constructive trust
on Snepp’ s earnings from the book, enjoined him from publishing with-
out clearance from the CIA, and effectively placed the legal status of an
employment contract above the First Amendment, without even consid-
ering theinteraction of the two and without any evidence that Snepp had
revealed classified information. The Court rendered the Shepp decision
without allowing written or oral argument, in a rush to judgment that
ignored the available record, apparently under the influence of hostility
to the concurrent publication of the Bob Woodward/Scott Armstrong
best-seller The Brethren, which revealed the Court’s inner workings
based on interviews with former clerks.2?

The government’s secrecy claims in the Pentagon Papers case did per-
suade three Justices to rule against the plain language of the First
Amendment, and thus provides a particularly instructive test of nation-
al security secrecy. The Solicitor General of the United States, Erwin
Griswold, believed that a general claim of classification was not
enough, given factual findings of the lower courtsinvolved that various
specific items in the Papers had previously been officially acknowl-
edged. And Griswold had no time to read the 47 volumes himself. So
he made security officialsidentify the “drop dead” secrets (they claimed
40 items, of which Griswold only agreed on eleven) for a formal brief
— itself classified — to the Supreme Court. Using the public record and
declassified (but still partially censored) versions of the government’s
secret brief, an item by item comparison by the scholar John Prados for
the National Security Archive on the 30th anniversary of the case
demonstrated that none of Griswold’s eleven “drop dead” secrets was
truly damaging to U.S. national security.28
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Interestingly, Griswold himself had already come to the same conclu
sion:

| have never seen any trace of a threat to the national security
from the publication. Indeed, | have never seen it even suggest
ed that there was such an actual threat....It quickly becomes
apparent to any person who has considerable experience with
classified material that there is massive overclassification and that
the principal concern of the classifiersis not with national securi-
ty, but rather with governmental embarrassment of one sort or
another. There may be some basis for short-term classification
while plans are being made, or negotiations are going on, but
apart from details of weapons systems, there is very rarely any
real risk to current national security from the publication of facts
relating to transactions in the past, even the fairly recent past.2®

At the time of the Supreme Court argument, however, Griswold made
the opposite case, and the three Supreme Court votes he won to restrain
publication of the Pentagon Papers were much more typical of the
Court’ s jurisprudence during the Cold War than was the actual outcome
of the Pentagon Papers case. The height of judicial deference probably
occurred in the 1953 case of United States v. Reynolds which set the
modern standard for the “state secrets’ privilege. In a civil action
brought by the widows and families of those killed in a 1948 crash of
an Air Force B-29 Superfortress, the Court refused to compel the gov-
ernment to turn over the crash reports, declined to review the documents
at issue, and deferred completely to affidavits from the Secretary of the
Air Force, Thomas K. Finletter, and the Air Force Judge Advocate
General, Mgjor General Reginald Harmon, who claimed under oath that
the crash investigation documentswould reveal national security secrets
about electronic equipment the plane was carrying — secrets so sensitive
that the courts could not see them. The Court set the standard this way:

[W]hen the formal claim of privilege was filed by the Secretary
of the Air Force, under circumstancesindicating a reasonable pos
sibility that military secrets were involved, there was certainly a
sufficient showing of privilege to cut off further demand for the
documents....
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Nearly 50 years later, the daughter of one of the plaintiffs discovered
through Internet research that the documents had been declassified, and
upon reading them, found no details of secret electronic equipment,
only repeated acts of negligence by the Air Force that had led to the air-
plan€e’ s engines catching fire. In other words, the Reynolds precedent —
cited in more than 600 subsequent cases and the basis for dismissal for
multiple whistleblower cases— rose directly from government fraud and
lies.30

Similarly, the single most egregious violation of American civil liberties

in modern times — the internment of 120,000 Japanese-Americans dur-

ing World War 1l — secured deference, indeed endorsement, from the
courts based in significant part on false claims of military necessity.

Professor Peter Irons of the University of Californiaat San Diego used
the Freedom of Information Act in 1982 to obtain Justice Department
documents on the key internment prosecution, Korematsu v. United
Sates, decided for the government by the Supreme Court in 1944,

Irons' documents encouraged Fred Korematsu to sue to vacate his con-

viction on grounds of government misconduct; and in fact, in 1984 a
federal district court did so, finding that

the government knowingly withheld information from the courts
when they were considering the critical question of military
necessity in this case.

Judge Marilyn Patel concluded with this warning about the Supreme
Court’s 1944 decision: “Korematsu remains on the pages of our legal
and political history. Asalegal precedent it is now recognized as hav-
ing very limited application. As historical precedent it stands as a con-
stant caution that in times of war or declared military necessity our insti-
tutions must be vigilant in protecting constitutional guarantees. It
stands as a caution that in times of distress the shield of military neces-
sity and national security must not be used to protect governmental
actions from close scrutiny and accountability. It stands as a caution
that in times of international hostility and antagonisms our institutions,
legislative, executive and judicial, must be prepared to exercise their
authority to protect al citizens from the petty fears and prejudices that
are so easily aroused.”31
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Griswold, Reynolds, and Korematsu to the contrary notwithstanding,
the current Chief Justice of the U.S. Supreme Court remains locked in
deference to, not skeptical scrutiny of, government secrecy claims. In
a 1998 magazine article and book (All the Laws But One: Civil Liberties
in Wartime), Justice William Rehnquist actually sought to justify the
military’ srole in the Japanese-American internments. Rehnquist wrote:

In defense of the military it should be pointed out that these offi-
cials were not entrusted with the protection of anyone's civil lib-
erty....

Actually, each military officer takes the same oath that Rehnquist
administers to Presidents, that they will “support and defend the
Constitution.” Rehnquist consigned to academics the question of

whether occasional presidential excesses and judicia restraint in
wartime are desirable or undesirable” and claimed “no reason to
think that future wartime Presidents will act differently from
Roosevelt or that future Justices of the Supreme Court will decide
guestions differently from their predecessors.32

Contrary to Rehnquist, there have been at least a dozen examples of
lower courts ruling against the executive on national security grounds.
Even though most were reversed on appeal, some were not, and there
are hundreds of examples of Freedom of Information Act (FOIA) cases
for national security data in which — although the ultimate judgment
went for the government — along the way the FOIA requester success-
fully obtained much of the information sought33 The FOIA did not
originally allow for regquesters to challenge national security secrecy
claims, since a Reynoldsstyle standard governed requests before
Congress adopted the 1974 FOIA amendments. These amendments
specifically reversed the one Supreme Court FOIA case on national
security, the 1973 decision in EPA v. Mink, in which members of
Congress sought nuclear testing records because of environmental con
cerns. The Court held that the FOIA provided no judicial review of
classification decisions. In a major victory for openness, the Congress
rejected this notion in 1974, as well as the Ford administration’s view
that court review should be limited only to determining whether there
was a “reasonable basis’ for the classification. It was no coincidence

49



that this high-water mark for openness coincided with the height of the
Watergate scandal and President Nixon’ sforced resignation from office.
The 1974 amendments still accorded “substantial weight” to agency
affidavits, but encouraged “in camera’ examination of the withheld
recordsin dispute. Despite the clear language of the legislative history,
some courts have employed language like “utmost deference” and,
unfortunately, the general tendency of federal judgesis to apply exact-
ly the “reasonable basis’ standard that was rejected by Congress.34

A more comprehensive treatment of national security secrecy than this
paper can muster would include discussion of various attempts by
Congress to open national security information in limited ways for spe-
cific public purposes during the Cold War. For example, the Arms
Export Control Act, first passed as the Foreign Military Sales Act in
1968 and strengthened significantly in 1972 after controversy over arms
shipments to Iran by the Nixon administration, compelled reporting to
Congress and to a certain extent, the public, on American sales of
weapons abroad. Responding to revelations about a series of spies who
were never prosecuted because to do so the government would have to
reveal secret “sources and methods,” the Congress in 1980 enacted the
Classified Information Procedures Act to create pretrial procedures such
as unclassified summaries of evidence that would allow trials to pro-
ceed and defendants to confront the evidence and their accusers, with-
out giving away the specifics of the underlying intelligence collection
method or other sensitive information.35

But the real story of national security secrecy during the Cold War was
the mountain range, the paper Himalayas, of secrets created by the clas-
sifiers. Inside experts charged with monitoring the system admitted
they could not precisely measure how many secrets the government
held. The 1997 Moynihan Commission estimated that some 1.5 billion
pages that were 25 years or older were still classified by the federal gov-
ernment as of 1997. Pursuant to a mandate from Congress, the Office
of Management and Budget did begin in the 1990s to collect informa-
tion on the costs of keeping al these secrets. One industry estimate in
1989 put the annual total just among government contractors as $13.8
billion — al of which was covered by taxpayer dollars, of course. A
more recent estimate reported that the costs related to protecting natior-
a security information in both industry and government amounted to
over $5.6 billion in 199536
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A wider spread of disagreement persisted on the point that Erwin
Griswold raised: the degree of overclassification. The internal watch-
dog agency, the Information Security Oversight Office, consistently
estimated during 1990s that only between one and ten per cent of clas-
sified records should not be classified. Yetin 1991 the career Navy offi-
cer and Executive Secretary of President Reagan’s National Security
Council, Rodney B. McDaniel, estimated that only 10 per cent of clas-
sification was for “legitimate protection of secrets.”37 The Moynihan
Commission report gave multiple examples, ranging from classifying
al the support functions related to classified weapons systems, to a
“family day” memo to agency staff that was classified because the sign
er was from the covert operations side of the agency, or briefing slides
that were classified but the briefers could only answer “I’m not sure”
and “Thisis just the way we prepare our materials’ when asked why.

THE “DECADE OF OPENNESS” AND THE BEGINNING
OF RETRENCHMENT

The end of the Cold War began the “ decade of openness,” as history will
describe those years between the collapse of the Soviet Union and the
collapse of the World Trade Center towers. There were many highlights
in U.S. national security information policy. Under President George
H.W. Bush in 1991, then-CIA director Robert Gates launched a “CIA
openness” project, a name he acknowledged as an oxymoron.
Unfortunately for his public relations, the task force report recommend-
ing the openness project was itself classified Secret, until a Freedom of
Information Act Request and public embarrassment forced its release.
The CIA’s motivations included refuting those critics who accused it of
missing the implosion of the Soviet Union, and improving its image
with Capitol Hill and the public (citing the Efrem Zimbalist J. TV
series on the FBI as an example to emulate). But the report’s bottom
line was “Preserve the mystique.”38 More substantive releases came
from President Clinton’s responsiveness to document requests from
truth commissions in El Salvador and Guatemala, and from human
rights advocates after the arrest of former Chilean dictator Augusto
Pinochet — White House staff overrode intelligence community objec-
tions and forced the declassification of documents that had been with-
held from FOIA releases.39
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Congress passed new laws mandating openness in the early 1990s, of
which two stand out for proving that secrecy is too important to be left
to the securocrats. A 1991 law established a formal committee of out-
side historians to ensure that the State Department’s documents publi-
cations on the history of U.S. foreign relations were accurate and com-
plete. A 1989 volume on U.S. relations with Iran in the 1950s had
somehow (at the behest of the CIA) managed to leave out any mention
of the CIA-organized coup against the M ossadegh government in 1953,
and the head of the previous, purely advisory historians' committee had
resigned in protest. With a new statute backing them up, the State
Department committee soon became key advocates for declassifying
covert operations documents and other icons of the secrecy system.40
Another new statute responded to the hit movie “ JFK,” which alleged a
grand conspiracy among the CIA and the military-industrial complex to
assassinate President Kennedy and gained what mainstream credibility
it had from the fact that so much remained secret from CIA and other
files about Lee Harvey Oswald and the assassination investigations.
The new law set up an independent panel, the Assassination Records
Review Board, headed by a state deputy attorney general (later afeder-
a judge) and included three historians and a librarian, who successful-
ly obtained the declassification of more than four million pages of pre-
vious secrets — usually over intelligence community objections.4!

Several of President Clinton’'s executive orders on secrecy set remark-
able new precedents. 1n 1994, the President ordered the rel ease of more
than 40 million pages of secret documents dating back to World War |
through the Vietnam War — documents that had languished in classified
files despite the improbability that they contained intelligence sources
and methods or weapons system designs. In a 1995 innovation,
President Clinton reversed the tendency toward ever-increasing secrecy,
by ordering sunsets and specific justifications on each secret, together
with a practice called automatic declassification, which allowed many
documents, based on their age and subject matter and a sampling
methodology, to be declassified with minimal and low-cost review. In
thefirst five years of the order, federal agencies declassified an extraor-
dinary, amost unimaginable 800 million pages of previously secret
government records, according to the federal Information Security
Oversight Office — more than all other U.S. Presidents combined had
ever ordered declassified. Another executive order started the declassi-
fication of more than 800,000 spy satellite images from the Cold War,
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with specific mention of their utility to environmental scientistslooking
at topics like global warming.4

Three dynamics slowed and ultimately stopped this cascade of openness
by the end of the 1990s. First, Republican partisans in control of the
Congress sought revenge for Clinton’s 1996 re-election victory by chas-
ing wisps of conspiracies involving Chinese political contributions and
nuclear secrets (aform of security hysteriathat reached its peak with the
botched espionage prosecution of Los Alamos scientist Wen Ho Lee).
Second, the CIA’s brief period of attempting greater openness ended
with the arrest of double agent Aldrich Ames, who had betrayed numer-
ous CIA assetsin Russia; and the CIA reverted to its normal hyper-secu-
rity. Finally, in 1998 President Clinton went on the defensive in the
Monica Lewinsky affair, and ultimately avoided impeachment by only
10 votes in the Senate.

By 1999, retrenchment was in full swing. Following reports that some
sensitive nuclear weapons information had been inadvertently released
in the declassification process, agencies requested and Congress
approved a special screening effort to prevent such releases. “Only
about ten percent of the files awaiting declassification potentially con-
tain[ed] misfiled nuclear secrets” and therefore warranted closer scruti-
ny, according to the head of the ISOO, career official Steve Garfinkel.
Nevertheless, with Congressional backing, many agencies insisted on
performing a detailed, page-by-page review of all of their records, dras-
tically slowing the declassification process while providing a form of
full employment for securocrats. At the same time, in one of the most
bizarre moves of retrenchment, the U.S. Space Command on March 1,
1999 stopped providing unclassified tracking information on military
satellites — information that had been public for many years — even on
the 24 Global Positioning System satellites whose very function is to
broadcast their locations to GPS users such as merchant ships and sur-
veyors.43

Under pressure from Freedom of Information litigation, the CIA had
disclosed for the first time in 1997 the size of the total U.S. intelligence
budget ($26.6 billion), and subsequently released the 1998 number as
well ($26.7 billion). President Clinton had informed Congress he
would not object to such a budget declassification since the release
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would not damage national security. But in late 1998, just as the House
of Representatives voted to impeach President Clinton, CIA director
George Tenet announced he would not disclose the 1999 budget total,
claiming that to do so would place the United States at risk. Since there
was nothing that Slobodan Milosevic or Saddam Hussein could have
done with such information, the CIA was actually reducing the risk of a
public debate here in the U.S. over the probable increases the 1999
number would have revealed. In a reversion to Cold War practice, a
federal court then upheld the CIA’s decision; and the litigation contin-
ued, with the CIA fighting a followup FOIA lawsuit seeking the 1947
budget number, just to prove the absurdity of the national security
claim.44

All of thisis not to say that the concerns over security that dominated
the public debate in the late 1990s were completely illegitimate. No
American citizen favors the release of sensitive information that could
facilitate the spread of nuclear or chemical weapons, for example, or
that could jeopardize U.S. pilots flying missions abroad — all of which
is appropriately classified secret. But the security frenzy of the late
1990s tellingly targeted public access to unclassified information and
the entire declassification program — not the occasional inadvertent dis-
closure —thus exposing the larger agenda of secrecy reform rollback. If
inadvertent disclosure of nuclear information were the real issue, the
securocrats would have produced a focused cost-effective plan for
reviewing just those records most likely to contain misfiled nuclear
weapons data. And the plan would have applied new post-Cold War
standards to the historical documents awaiting review, not simply repli-
cating the aggressive secrecy rubber-stamping of the past that so vastly
overclassified government information at such great cost to taxpayers.
The securocrats themselves admit, like General Groves, that no classi-
fication program can close off technological and scientific secrets for
more than a limited time. On nuclear weapons, for example, we now
know the Soviet Union was only two years away from a home-grown
atomic bomb when it exploded its 1949 bomb based on stolen American
designs.4 The point of nuclear secrecy, ever since the Manhattan
Project, had been simply to raise the costs to potential adversaries and
would-be proliferators. But in the case of the rollback at the end of the
Openness Decade, it was primarily the costs to the public that were
going up. And then the Bush administration arrived.
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THE IDEOLOGICAL ORIGINS OF BUSH ADMINIS-
TRATION SECRECY

The Bush administration’s obsession with secrecy began well before
September 11th, and it did not arise from the war on terrorism. Rather,
the ideological origins of the secrecy fetish for this White House lie in
the battles over presidential power that Presidents Nixon and Ford lost
in the 1970s. President Bush and Vice President Cheney do sincerely
believe that the American people have made the White House way too
open, way too accountable, over the past 30 years since Vietnam and
Watergate. One might say that this administration istrying to haul those
pesky open government laws off to the secure, undisclosed location
where they’ ve been keeping the Vice President. Perhaps the most illu-
minating single conversation on this subject occurred in January 2002,
on ABC News “This Week,” when ABC’s Cokie Roberts asked Vice
President Cheney about his energy policy task force, whose documents
and even the names of the members Cheney had refused to give
Congress, the General Accounting Office, or the public. Roberts
queried,

These things generally end up with people turning over the
papers. The Republicans are dying to have you turn over the
papers. Why not turn over the papers?... It looks like they’re hid-
ing something.

Cheney began by saying that withholding the information was where
“the lawyers decided” to draw the line, then he went on to give his core
belief:

But in 34 years, | have repeatedly seen an erosion of the powers
and the ability of the President of the United States to do his job
... We've seeniit in cases like this before, where it’ s demanded that
the president cough up and compromise on important principles...
unwise compromises that have been made over the last 30 or 35
years.”46

Some 35 years ago, of course, was the first version of the U.S. Freedom
of Information Act, passed by Congress in 1966 and signed, grudging-
ly, by President Johnson whose signing statement emphasized as much
the need for secrecy as for openness. The law only acquired teeth with
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the 1974 amendments, enacted in the wake of Watergate, or, again on
the Cheney time scale, amost 30 years ago. Those 1974 amendments
were a defining experience for the new White House deputy chief of
staff, a 34-year-old in his first realy big job in Washington — named
Richard Cheney. He reported to a more experienced Washington hand,
a former Congressman named Donald Rumsfeld, chief of staff to
President Ford; and their first big challenge was to keep President
Ford's veto of the 1974 amendments from being overridden by
Congress. The Ford objection was straightforward: the President,
Rumsfeld, Cheney and their lawyers believed that any law that could
force the President to release information he didn’t want to release was
unconstitutional, particularly on national security grounds.4” Ironicaly,
Rumsfeld had been the original Republican co-sponsor of the Freedom
of Information Act in 1966. He spoke ringing words at the time on the
floor of the House of Representatives:

[D]isclosure of government information is particularly important
today because government is becoming involved in more and
more aspects of every citizen's personal and business life, and so
access to information about how government is exercising its trust
becomes increasingly important.48

But at the time Rumsfeld spoke, the President was a Democrat. When
Democrats first drafted a freedom of information law, in the 1950s, the
President was a Republican and no Republican member of Congress
signed on. By 1966, the President was a Democrat, and al of a sudden
it was in the interest of Republicans to hold the executive accountable
— thus Rumsfeld’s support. In 1974, the tables were turned; one
Republican President had resigned in disgrace, his successor faced a
Congress controlled by the opposition; but all President Ford needed to
sustain his freedom of information veto was one third of the Senate.

Congressional advocates of FOIA had tried to avoid a veto, engaging in
a series of negotiations over the bill’s language with agencies like the
FBI. According to an FBI document later released under the Freedom

of Information Act, both the Nixon and Ford administrations had been
expecting to use aveto. A June 17, 1974 FBI memorandum conveyed
interna orders from the White House legislative affairs office that there
should be no more negotiations with Senate staff for compromise on the
FOIA amendments. The FBI memo said “they want no changes made
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in thislegiglation since they want it to remain as bad as possible to make
their case stronger for sustaining a certain veto.” 49

But Congress overrode the Ford veto, and the 1974 amendments are the
core of the U.S. Freedom of Information Act today.

That the open government laws of the 1970s were “as bad as possible”
isan attitude that permeates the Bush administration today. Many of the
current battlegrounds for openness center around statutes, like the
Presidential Records Act, that were offspring of the Watergate scandal.
And on the broader question of national security information, the Ford-
Rumsfeld-Cheney position lives on. President Bush is an absolutist,
repeatedly asserting unilateral power to withhold information even from
the Congress. For example, in the October 23, 2002 signing statement
for the fiscal year 2003 defense appropriations hill, President Bush
declared:

The U.S. Supreme Court has stated that the President’s authority
to classify and control access to information bearing on national
security flows from the Constitution and does not depend upon a
legislative grant of authority.50

This is, of course, not the whole story. As the 1997 Report of the
Commission on Protecting and Reducing Government Secrecy concluded,

the Necessary and Proper Clause in Article |, section 8, of the
Congtitution, which grants the Congress the authority to ‘make
Rules for the Government and Regulation of the land and naval
forces,” provides astrong basis for Congressional action in thisarea.
As an areain which the President and the Congress ‘may have con
current authority, or in which its distribution is uncertain,” the secu-
rity classification system may fall within the ‘zone of twilight' to
which Justice Robert H. Jackson referred in 1952 in his famous con-
curring opinion in Youngstown Sheet and Tubev. Sawyer (the ‘ steel
seizure’ case).”s1
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MAPPING THE BATTLEGROUNDS OF THE INFOR-
MATION WAR

Theology is not the whole story, of course. As General Groves let slip
in his 1958 list of reasons for nuclear secrecy, control of information
keeps people (like Congress, other bureaucrats, nosy reporters, or criti-

cal voters) from interfering with your program. The grave danger to
openness today in the United States comes from the combination of

secrecy theology at the highest levels and at all levels the bureaucratic
imperative. The primary battles in the current information war are rag-

ing exactly along these front lines of presidential authority and bureauw-

cratic control. Before September 11th, the Bush administration had
aready drawn the line on access to presidential and vice-presidential

records. Vice President Cheney not only withheld his energy task force
documents, but also persuaded afederal court to throw out alawsuit by
the General Accounting Office (GAQ) seeking those records, on the
grounds that GAO had not exhausted its Congressional options for get-

ting the documents. However, with the Congress now dominated by
Republicans, GAO actually had and has no such options. The case also

produced a small victory for the Freedom of Information Act, since a
separate legal action under the FOIA actually produced a number of the
task force documents in the files of the Department of Energy.52

The other prominent example of pre-September 11th secrecy targeted
the Presidential Records Act. A routine release of 68,000 pages of
Reagan-era records landed on the new White House Counsel’s desk in
January 2001, and instead of |etting the release go forward (as four mil-
lion pages of Reagan White House documents had already done), the
White House stalled. Ultimately, in November 2001, the White House
issued anew executive order that turned the Presidential Records Act on
its head — giving former Presidents and even their heirs the indefinite
ability to stall release of their records. Curiously, the first former Vice
President to receive executive privilege on his own was the incumbent
President’s father. A lawsuit by historians and public interest groups to
prevent the National Archives from implementing the order is pending
in federal district court.s3

One significant secrecy change actually bridged the period before and
after September 11th. Attorney General John Ashcroft issued a formal
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memorandum on October 12, 2001, which had been in the works for
months, reversing a Clinton administration policy of encouraging dis-
closure of information under the Freedom of Information Act. The
Clinton policy, articulated in formal memos to agencies from President
Clinton and from Attorney General Janet Reno in 1993, urged openness
even when the information involved might be technically covered by a
FOIA exemption, unless there was “identifiable harm” from the release
that outweighed public interests in openness. In contrast, the Ashcroft
memo told agenciesthat if they could find any “reasonable basis,” legal,
technical, or whatever, to withhold documents under the freedom of
information act, they should go right ahead and the Justice Department
would back them up. The Ashcroft memo barely mentioned national
security, but a subsequent audit of federal agencies showed the greatest
impact of the memo occurred at the Army, Navy and Air Force.54

The shock of the September 11th terrorist attacks precipitated a wide
range of actions designed to prevent information from reaching the pub-
lic. Rhetoric denouncing leaks and emphasizing secrecy even for
unclassified information emanated from President Bush, Vice President
Cheney, Secretary of Defense Rumsfeld, Deputy Secretary of Defense
Wolfowitz, and many other high officials. Some of the new secrecy
moves were old wishlist items of the bureaucracy, such as the expand-
ed surveillance authority included in the so-called USA Patriot Act.
Most dramatically, the federal government began a massive roundup of
Muslim Americans, totaling over 1300 secret arrests in all. Attorney
General Ashcroft refused to name the detainees, asserting not only that
to release the names would give Al Queda some kind of roadmap to the
investigation, but more speciously, that the Justice Department was pro-
tecting the detainees’ privacy. Y et on the few occasions when the gov-
ernment made arrests of people actually connected to Al Queda, not
only their names were trumpeted to the media, but cameras were invit-
ed along on the arrests. In the FOIA case brought to obtain the names
of the detainees, U.S. district judge Gladys Kessler ruled for the plain-
tiffsin August 2002, finding that “secret arrests are a concept odious to
a democratic society.” Plaintiffs in the case now believe that the most
likely reason for the continued secrecy on the secret arrests is to cover
up the readlity that few or none were actually connected to terrorism.
The roundup was a lashing-out by law enforcement officials led by
Attorney General John Ashcroft, who could not think of anything else
to do.55
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Ashcroft has become akind of poster child for the rollback of openness,
with his name firmly affixed both to the FOIA memo and more impor-
tantly, to the secret arrests. A particularly defining moment came in
early December 2001, during Congressional testimony by the Attorney
General, defined the debate as between terrorism fighters (like himself)
and terrorists, between hawks and doves, between more secrecy and
aiding and abetting the enemy. Ashcroft told the Senate Judiciary
Committee:

To those who scare peace loving people with phantoms of lost lib-
erty, my message is this: Your tactics only aid terrorists, for they
erode our national unity and diminish our resolve. They give
ammunition to America’'s enemies and pause to America’s
friends.%

This kind of thinking produced what Senator Patrick Leahy (D-Vt.)
described as the “most severe weakening of the Freedom of Information
Act in its 36-year history” — the “critical infrastructure information”
exemption in the 2002 Homeland Security Act. This provision, origi-
nally drafted by the Bush administration and enacted in a last-minute
midnight process in place of a bipartisan compromise, essentially gave
companies that voluntarily share information with the government
about their vulnerabilities not only the promise of confidentiality, but
also immunity from civil liability if the information revealed wrongdo-
ing. Senator Leahy accurately characterized the provision as “a big
business wish list gussied up in security garb.”s”

The most difficult case for openness advocates occurred as the result of
anewspaper article, but it illustrates both the vulnerahilities of an open
society and the use of openness to fix those vulnerabilities. On January
13, 2002, New York Times reporter William Broad published a front
page story titled “U.S. Selling Papers Showing How to Make Germ
Weapons.” Broad discovered that anyone could order a copy from the
government of bioweapon “cookbooks’ that had been declassified years
earlier. The story sparked a White House memorandum (signed by
chief of staff Andrew Card on March 19, 2002) that asked agencies to
review al their publicly available data for similar information that
would help terrorists acquire weapons of mass destruction. In the con-
text of an overall Bush administration push towards greater secrecy, the
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Card memo contributed to a knee-jerk response: After September 11th
and before the Card memo, government agencies had already pulled
more than 6,000 documents from Web sites, according to the Federation
of American Scientists, including some that had no national security
implications, such as the Pentagon’s evaluation reports on procurement
programs — not something aterrorist could use in any way.® Few real-
ized that the issue would never have been highlighted without the pub-
lic's access, through a newspaper reporter, to the vulnerability of the
information. 9

The problem in the Bush administration is their first instinct is to sup-
press the information about hazards, instead of addressing the hazards
directly. The Environmental Protection Agency has pulled data from
their web site about the locations of chemical plants and storage.
Indeed, no oneisin favor of giving terrorists atarget list. But then look
what happensinreal life. A Baltimore Sun reporter goes and digs up the
data from before the EPA site was censored, and finds out that right
down next to the harbor, in the middle of some poor neighborhoods
where thousands of people live, are tanks full of chlorine that in case of
fire would turn right into poisonous gas. Only after she writes her story
do the chemical companies change the mix in those tanks and disperse
the chlorine. So does pulling the information really protect us? Now
the Federal Aviation Administration is pulling all the public reports of
its airport fines for security violations. Sounds reasonable, except now
who’ s going to make sure the FAA does its job?60

THE NEW PARADIGM — OPENNESS IS SECURITY

A new paradigm is struggling to emerge from the ashes of the World
Trade Center. Originaly, this paradigm had nothing to do with terror-
ism but came directly from the scientific method — tested hypotheses,
complete citations, replicable results, peer review. The most articulate
exponents of openness — even and particularly in the new Cold War hot-
house of nuclear secrets — were precisely the scientists who had devel-
oped the Bomb, and they argued not so much on behalf of democratic
values, or civil rights and liberties, but on scientific efficiency, and
national security. Vannevar Bush, for example, President Roosevelt’s
key science adviser during World War 11, stated the following in 1945:
“Our ability to overcome future enemies depends upon scientific
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advances which will proceed more rapidly with diffusion of knowledge
than under a policy of continued restriction of knowledge now in our
possession.” 6L

The Tolman Committee appointed by General Grovesin 1945 to assess
any declassification of Manhattan Project information, stated its gener-
al philosophy as follows:

It is not the conviction of the Committee that the concealment of
scientific information can in the long-term contribute to the
national security of the United States. It is recognized that at the
present time it may be inevitable that the policy of the
Government will be to conceal certain information in the interest
of national security. Even within this limitation there are many
matters whose declassification would greatly help the progress of
science without violating that policy. If we are looking to the
national welfare or national security as they may be two decades
from now the Committee has no doubt that the greatest strength
in both fields would come from a completely free and open devel-
opment of science. Thus, the Committee is inclined to the view
that there are probably good reasons for keeping close control of
much scientific information if it is believed that there is a likeli-
hood of war within the next five or ten years. Itisalso their view,
however, that this would weaken us disastrously for the future —
perhaps twenty years hence. 2

A more modern iteration of the same analysis came from Dr. Edward
Teller, co-inventor of the hydrogen bomb and avatar of ballistic missile
defense. Teller wrote The New York Times in 1973:

| urge the United Statesto move...toward unilaterally abandoning
all forms of scientific and technical secrecy....l advocate this in
the enlightened self-interest of the United States... First [because]
in science there are very few real secrets.... Second [because of]
the long term [adverse] effects of secrecy on scientific progress,
especially in the United States.®3

The most current critique of secrecy in the United States rises directly
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from the lessons of the September 11th terrorist attacks. During the
Congressional hearings on what went wrong in law enforcement that
otherwise might have prevented the attacks, the Immigration and
Naturalization Service and the Federal Aviation Administration testified
that excessive secrecy was the problem. The intelligence agencies and
particularly the CIA had not shared with either the INS or the FAA the
urgency of searching for the two September 11th hijackers who were
living in the U.S. and booked their September 11th tickets under their
own names. “Had we had information that those two individuals pre-
sented a threat to aviation or posed a great danger, we would have put
them on the list and they should have been picked up in the reservation
process,” the Transporation Security Administration testified.64

One of the leaders of the 1990s retrenchment began singing a new tune.
Sen. Richard Shelby (R-Alabama), apparently saw no contradiction
between his role as chief sponsor of the proposed “official secrets act”
that was vetoed by President Clinton, and his minority report critique of
the CIA’sinformation “hoarding” as one of the underlying causes of the
intelligence failures leading to September 11th. According to one
Washington Post reporter who paid attention to Shelby’ s gripes, some of
the hoarding occurred because the intelligence agencies didn’t have the
technology to make sharing possible. Some took place because they
didn’t even know what they had in their own case files and on their
intercept tapes. And some came because they thought certain secrets
were too sensitive to share, either to protect sources and methods, or
preserve their own unique standing in the intelligence pecking order.
Shelby wrote:

Thisis particularly true in an Intelligence Community institution-
a culture in which knowledge literally is power — in which the
bureaucratic importance of an agency depends upon the suppos
edly ‘unique’ contributions to national security it can make by
monopolizing control of ‘its' data-stream.” &

The Congressional inquiry into September 11th exposed dozens of
examples of intelligence hoarding and excessive secrecy — a form of
bureaucratic competition not for better intelligence but for status and
power. The staff director of the September 11th inquiry summed up the
findings in her summary statement:
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Finally, the record suggeststhat, prior to September 11th, the U.S.

intelligence and law enforcement communities were fighting a
war against terrorism largely without the benefit of what some
would call their most potent weapon in that effort: an alert and

committed American public. One need look no further for proof

of the latter point than the heroics of the passengers on Flight 93
or the quick action of the flight attendant who identified shoe
bomber Richard Reid.66

This fundamental point is key to the future debate over national securi-
ty secrecy. The current climate is one of information phobia. But infor-
mation is security and openness is our best defense. Americans,
whether they want to or not, need to know when airport security is
lethally porous. They need to know if and when and where we are vul-
nerable to biological or nuclear attack. Only when the public is fully
informed about such vulnerabilities will there be sufficient pressure to
move our leaders to act.

The only way we will beat thoughtless restrictions on information is to
show how those restrictions actually stop us from fighting terrorism.
The mantra of the moment is an old familiar one from wartime, “loose
lips sink ships.” Perhaps the Enron scandal will come up with a new
aliteration, maybe along the lines of “off-the-books means off-the-
wall.” Because the first casualty of excessive secrecy is honest policy,
policy the American people will support, policy that will be effective.
Thinking back to the Iran-contra scandal, where secrecy hid a cabal of
zedlots like Oliver North doing the President’s bidding against the will
of Congress and his own Cabinet, maybe the rhyme would be “secret
Ollies make more follies.”

Only a few months before September 11th, a group of former CIA and
White House officials and Cuban exiles went back to the beach at the
Bay of Pigs, for a 40th anniversary autopsy on that debacle. We now
know the CIA didn’t even share the secret invasion plans with its own
Cuba analysts, who could have told the operators there was no chance
of an army uprising against Castro. Back in 1961, President Kennedy
called up the publisher of The New York Times to try to spike that
paper’s pre-invasion expose, and afterwards JFK said he wished the
Times had published everything — maybe then they’ d have called off the
invasion before it became “a perfect failure.” 67
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Secrecy is the enemy of efficiency, as well. Look at Enron, now the
poster child of a perfect failure, founded by a Ph.D. economist and
devoted to turning everything into a market, but hiding its own debts
and inflating its profits as if the rules of transparent information that
make all markets work somehow didn’t apply in Houston. Those same
rules also apply in the war against terrorism: Just listen to the testimo-
ny before Congress from the mayors and police chiefs, including New
Y ork City mayor Rudy Giuliani himself, complaining that the big prob-
lem is the federa government does not share information with the
locals.

Perhaps the single biggest success against domestic terrorism involved
amajor sharing of information, against the instincts of law enforcement
officers, but under athreat of violence unless the information went pub-
lic. Thiswas the case of the Unabomber, the terrorist Harvard-educat-
ed Luddite who blew up scientists with letter bombs, randomly. How
did the United States catch the Unabomber? After he threatened undif-
ferentiated violence unless major newspapers published his anti-mod-
ernism manifesto, finally the FBI and the Justice Department made that
recommendation to the major newspapers. The Washington Post print-
ed a specia section to contain the Unabomber’s 35,000-word screed,
and convinced The New York Times to swallow half the cost.
Newspapers across the country circulated his crank letter file, and told
the world everything we knew about him — and his brother recognized
the facts and turned him in. Openness empowers citizens.68

The biggest U.S. success against foreign terrorism in the last ten years
—that is, preventing terrorism before innocent people were killed, rather
than punishing terrorists with cruise missiles — took place in
Washington state, at Port Angeles, at the ferry dock from Victoria,
Canada. Again, openness rather than secrecy meant security. On
December 14, 1999, an aert Customs inspector named Diana Dean
stopped the last car off the ferry, alarge late-model Chrysler with abig
trunk. The man behind the wheel was sweating in the cold, and he had
driven an out-of-the-way route in order to take the ferry. So Diana Dean
asked the driver to get out and open the trunk. He bolted, and Dean’s
co-workers caught him hiding under a car six blocks away. In the trunk
were 130 pounds of fertilizer-style explosives and four homemade
timers — apparently destined for Los Angeles Airport or the Seattle
Space Needle for the millenium. No TOP SECRET CIA message had
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comein to Diana Dean that day, warning of Ahmeds smelling of ammo-
nia. But she had read, extensively, about the Oklahoma City bombing
and the 1993 attempt on the World Trade Center — al public informa-
tion based on public trials.®

Openness empowers citizens, weeds out the worst policy proposals,

ensures the most efficient flow of information to al levels of law
enforcement, makes a little more honest the despots who are our tempo-

rary allies against terrorism. Openness keeps our means more consis-

tent with our ends. But we need to drop the idea of balancing this fun-

damental value against national security. To admit the notion of balanc-

ing isto lose the debate over where to balance. The appropriate attitude
is the one articulated by Justice Brennan in 1980 (unfortunately, in a
dissent):

[T]he concept of military necessity is seductively broad, and has
a dangerous plasticity. Because they invariably have the visage
of overriding importance, there is always a temptation to invoke
security ‘necessities' to justify an encroachment upon civil liber-
ties. For that reason, the military-security argument must be
approached with a healthy skepticism...”0

The government has successfully framed the debate after 9/11 as terror-
ism fighters versus civil libertarians, as soldiers versus reporters, as
hawks versus doves. In wartime, the poundage of the former will
always outweigh the latter, and the Bush administration has guaranteed
wartime for the foreseeable future. So our task isto reframe the debate
and leave behind the balancing act. We need to place openness where
it belongs, not only at the center of our values, but also at the center of
our strategy for security.
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NATIONAL SECURITY AND
OPEN GOVERNMENT IN
THE UNITED KINGDOM
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INTRODUCTION

“Unnecessary secrecy in government |eads to arrogance in gover nance
and defective decision-making. The perception of excessive secrecy has
become a corrosive influence in the decline of public confidence in gov-
ernment. Moreover, the climate of public opinion has changed: people
expect much greater openness and accountability from gover nment than
they used to.”

Introduction to the White Paper on Freedom of Information,
December 11 1997.

“The traditional culture of secrecy will only be broken down by giving
people in the United Kingdom the legal right to know.”

Preface to the White Paper on Freedom of Information by the
Prime Minister, Tony Blair, December 11 1997.

Freedom of information is of fundamental importance in increasing the
democratic accountability of public bodies and the public’ sinvolvement
in the democratic process. The power of the executive vis-avis
Parliament in the United Kingdom is such that traditional safeguardsare
no longer enough to reign in the Government and prevent abuses of
power. Further, the expansion of government in recent decades and pro-
liferation of quangos has meant that the arm of government stretches
much further than it ever has before, often through unelected and unac-
countable organizations. The electorate cannot fully participate and prop-
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erly exercise their voting rights if they only have sketchy information
about what the present government has been doing in their name.
Transparency in government also leads to higher standards within admin-
istration: if a public authority has to give reasons for a decision, this
should ensure that the subject in question is given more than just cursory
consideration.

Governments now hold a great deal of information about their citizens,
particularly those who make a substantial use of public services. People
need to make sure that information held about them is correct, particular-
ly as thisinformation could affect their access to public services. People
also need aright of access to personal information held by public bodies
because it may have an impact on an individual’s life and their identity;
for example, where a person has been brought up in care and does not
know the circumstances of their early childhood.

Despite the bold statements quoted at the beginning of this article (which
were made within months of the election of the new Labour
Government), the UK Government’s commitment to open government
was soon substantialy diluted. The Freedom of Information Act 2000
was indeed passed, but its provisions are relatively feeble compared to
those proposed in the White Paper. The Government would have liked
the legidation to be watered down further, but consistent pressure from
parliamentary lobbyists ensured that this could not be done. Sincethe Act
was passed, the Prime Minister has made it clear that bringing the new
legidationinto forceisnot apriority; he has rejected timetablesfor imple-
mentation, and postponed the implementation of the most significant
right — that of access — until January 2005.1

As the Prime Minister has recognised, there is a culture of secrecy in the
Government of the United Kingdom which is unlike that in most other
democratic nations. It surpasses the level of discretion necessary to safe-
guard national security, or other vital interests, to become a default posi-
tion, an unthinking reliance on secrecy. Lustgarten and Leigh comment
that “Information about the government’s activities and the basis of its
decisions is thought to be, literally and metaphoricaly, the property of
government itself, to be distributed to the wider public as and when it
thinks proper or necessary.”2 These attitudes have begun to change, and
the Code of Practice on Access to Government Information and the new
Act have helped this development, but the lack of enthusiasm from above
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isunlikely to foster an environment where changes in embedded practices
and modes of thinking are properly embraced.

In addition, the government’s response to the events on September 11,
2001 has made freedom of information less of a priority and nationa
security significantly more important.

THE CURRENT FREEDOM OF INFORMATION
REGIME IN THE UNITED KINGDOM AND ITS
PROBLEMS

Background

Until the rights of access contained in the new Freedom of Information
Act arein force, there is no legal right to obtain any kind of information
or documents from central government. UK citizens are left to rely upon
a Code of Practice — which encourages openness in government but does
not guarantee it.

This state of affairsis blatantly inadequate, and fails to reflect the impor-
tance of freedom of information. The failures of the present system have
been demonstrated time and time again by the continuous stream of gov-
ernment scandals and cover-ups, and security and intelligence whistle-
blowers. Clive Ponting leaked Ministry of Defense documents concern
ing the sinking of the Belgrano by British forces during the Falkland War.

He reveadled that the Argentinean ship had posed no threat to British
forces when it was sunk, contrary to what the Government had said. He
was charged under the 1911 Official Secrets Act, but was acquitted by a
jury in 1985, to the great embarrassment of the Government. A few years
later, the Government got itself in more hot water by its absolute refusal

to alow former MI5 (the internal secret service) officer Peter Wright's
book, Spycatcher, to be published in the United Kingdom. The revela-

tions made in the book were not particularly damaging to the Government
of the day, as they concerned an MI5 plot to discredit Prime Minister
Macmillan in the 1960s. However, the Government continued to fight
publication even after the book had been published abroad and was avail-

able in the UK, and had been partially serialized in the national press.
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These examples show how the lack of accountability in public bodies,
particularly the security and intelligence services, can lead to cover-up on
agrand scale. They also show the degree of resistance in government to
allow secret information to be reveaed, even where disclosure is clearly
in the public interest, or the information in question has aready been
made widely available.

In the early 1990s, the directors of the engineering firm Matrix Churchill
were prosecuted for selling machine tools to Irag which could be used to
make weapons, supposedly in breach of the arms embargo. The
Government tried to use Public Interest Immunity certificates to prevent
the disclosure to the defendants and the court of the fact that the
Government had relaxed the embargo without informing Parliament, and
had known all about the Matrix Churchill transaction at the time.
However, the judge refused to accept the certificates and as a result, the
case collapsed, leading to a huge scandal and an independent inquiry into
the affair. More recently, the Phillips Inquiry into the BSE crisis (con
cerning “mad cows”) found that there had been a cover-up in the initial
stages of the crisis, and that openness would have led to a better handling
of the problem.

The new Freedom of Information Act would not necessarily have allowed
access to the documents and information at the heart of these scandals.
The class exemption for the security and intelligence services combined
with the blanket, life-long prohibition on disclosure in the Official Secrets
Act means that Peter Wright would be in the same position today despite
changesinthelaw. In other areas, the information may fall into the scope
of a qualified exemption, and disclosure would therefore depend on the
public body’ s assessment of where the public interest lay. This situation
does not inspire optimism, especialy in the light of the conclusions of the
Scott Report: “In circumstances where disclosure might be politically or
administratively inconvenient, the balance struck by government comes
down, time and time again, against full disclosure.”

Definition of National Security

National security has never been defined in any UK legislation.4 Nor
does the European Convention on Human Rights, which has been incor-
porated into UK domestic law by the Human Rights Act 1998, define

this term, which is used to permit exemptions to many of the rights in
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the Convention. The European Court of Human Rights has encouraged
the domestic courts to take a more rigorous approach when considering
government claims regarding national security, and not to be overly def-
erential to the executive in this area.> Following the adverse ruling in
The Chahal, the Government set up the Special Immigration Appeals
Commission (SIAC). Inthe case of Rehman€, SIAC decided that it does
have jurisdiction to decide the meaning of the phrase a “danger to
national security,” asit appliesinimmigration legislation. The Court of
Appeal upheld this decision,” but disagreed with SIAC’s definition of
national security, which it decided was too narrow. On appeal to the
House of Lords,8 it was decided that, contrary to SIAC’ sruling, the def-
inition of national security should be wide enough to include indirect
threats to the United Kingdom’s national security by threats to other
states and that the assessment of the threat to national security was
essentially a matter for the executive rather than the courts.

These cases concerned the process by which a non-British citizen could
be deported because their presence was “not conducive to the public
good” for reasons of national security.® In fact the new “internment”
(detention without trial) provisions have been grafted onto this
process. 10

Current Provisions Covering Access
Public records

The Public Records Act 1958 usually gives access to records 30 years
after the last entry on the file was made, though some files are now
opened earlier. The following section summarizes existing methods of
gaining access to information before the period of 30 years has passed.
There are various rights to specific types of information held by public
bodies, or information that is available in specific circumstances.

The Data Protection Act

The Data Protection Act 1998 gives people aright of accessto their own
personal datathat is held by public authorities and public bodies. It also
gives aright to access to personal data from private bodies and corpo-
rations. The original Data Protection Act™! only applied to computer
based information and was introduced as a result of the Council of
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Europe’s Data Protection Convention.12 The 1998 Act was required by
the European Union’s Data Protection Directive.13 Both the Convention
and the Directive included national security exemptions.

Not surprisingly, the right to subject access under the current 1998 Act is
subject to national security exemptions.14 The Act gives the minister the
power to certify that the exemption applies (making it difficult, if not
impossible, to challenge the factual basis of this decision in the courts).
Liberty has successfully challenged the blanket ban imposed by the gov-
ernment preventing access by individualsto the files held on them by the
Security Service.’> Unfortunately, the government subsequently
imposed a new certificate and our client Norman Baker MP was still
refused sight of hisfile. In fact the Security Service will not even con
firm or deny that he has onel16

Other Provisions on Access

Some rights to information are very specific. For example, partiesto lit-
igation have aright to demand disclosure of information relevant to their
case. Public Interest Immunity certificates can be used to prevent infor-
mation relating to national security being disclosed through this avenue.
Also, the Environmental Information Regulations 1992 confersaright to
access to information concerning the environment. Regulation 4 pro-
vides that information affecting international relations, national defence
or public security is confidential and is therefore exempt from the right
of access.

Accessto local government information is better than that to central gov-
ernment information. The Local Government (Access to Information)
Act 1985 provides that the public may generally attend and receive
papers for the meetings of local authorities. The Local Government Act
2000 places duties on local authorities to give notice of meetings and
prior access to reports and imposes an obligation to make key decisions
in open meetings. One of the most significant freedom of information
rightsis the rule which holds that prior to alocal authority’s audit by the
Audit Commission, all relevant books, contracts and receipts must be
available to the public for 15 days.

Reports of the National Audit Office (which audits al government
departments and agencies) and the Public Accounts Committee investi-
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gations into government departments and agencies must be presented to
Parliament, and the government must then issue a response. The
Government can also establish a public inquiry to deal with important
and controversial issues, such as the handling of the BSE crisis or the
investigation into the death of Stephen Lawrence. However, the creation
of public inquiries is entirely dependent on political pressure, as is the
Government’ s response to their suggestions.

Another route to gaining information is through Parliament.
Constituents can lobby their MPs to persuade them to ask a
Parliamentary question on a particular issue. However questions touch-
ing on national security will not be put down by the Parliamentary
authorities and government spokespeople will refuse to answer questions
even when they dlip through. Select Committees also play an important
part in making government accountable. They can investigate a specif-
ic subject, or aBill or White Paper, gather evidence and question minis-
tersand civil servants. However the Home Affairs Select Committee has
asked the Director Genera of the Security Service several times to give
evidence to them but ministers have repeatedly prevented this. Lastly,
the Parliamentary Ombudsmen has a duty to investigate complaints con
cerning government departments made by the public.

Some information leaks out through whistle-blowers. Thisis clearly an
unreliable method for the public to gain access to information, particu-
larly as the penalties for those who disclose secret information can be
severe. Thereisastatute, the Public Interest Disclosure Act 1998, which
gives protection for whistle-blowers raising genuine concerns of abuse,
malpractice or cover-ups. However, this Act does not apply to employ-
ees of the security and intelligence agencies, even if the whistle-blower
isexposing an illegal activity.

Freedom of Information Code

The most important route to information or documents held by central
government is not a legal route, but the ‘Open Government’ initiatives.
For example, accessto official information has vastly improved in recent
years through the provision of information on the government’ s website.
The most significant initiative, however, has been the 1993 Code of
Practice on Access to Government Information. This sets up a series of
good practice guidelines that government departments should try to
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comply with, although there is obviously no legal requirement to follow
these procedures.

The Code encourages government departments to:

esupply facts and analysis with major policy decisions;

*open up internal guidelines about departments’ dealings with the
public;

esupply reasons for administrative decisions;

eprovide information under the Citizens Charter about public serv-
ices, what they cost, targets, performance, complaints and redress;
and

erespond to requests for information.

The fina requirement clearly corresponds most closely to a right of
access to information. The commitment to respond to requests for infor-
mation contains exemptions for national security, law enforcement,
internal discussion, policy advice and nationality and immigration but
the Code maintains that even these types of information can be disclosed
if the benefits of disclosure outweigh the harm to the public interest.
Requests for information should be answered within 20 days. If the
reguest is refused, the applicant herself can appeal to the relevant depart-
ment in the first instance. If this is unsatisfactory, the Parliamentary
Ombudsman has power to enforce the Code, but can only investigate a
complaint after it has been referred to him by the an MP. The obvious
weakness in this arrangement isthat thereisno legal force to lend weight
to the Ombudsman’s recommendations; however, Wadham, Griffiths
and Rigby write that the majority of government departments do actual-
ly comply with the Ombudsman’ s suggestions.1?

THE FREEDOM OF INFORMATION ACT 2000

General Provisions

The Freedom of Information Act 2000 (FOIA) is the most significant
changeto this area of thelaw for many years, and finally catches Britain
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up, at least partially, with Canada, New Zealand, Australia, the United
States and most Western European nations which already have freedom
of information legislation in place. The implementation of the FOIA
has been staggered. Some of it isaready in force and all public bodies
will be included in the publication scheme by June 2004. The right of
access to information, however, will not come into force until January
2005.

The FOIA attempts to provide cheap and easy access to information
held by public bodies, without any inquiry into why someone wishes to
have access to particular information. However, the FOIA contains
numerous exemptions, which substantially curtail its usefulness. The
Information Commissioner has responsibility for enforcing the right of
access and, in most cases, can overrule the decision of a public author-
ity not to disclose. Appeals from the decision of the Information
Commissioner can be made to Information Tribunal.

The FOIA introduces a rule that, prima facie, all material held by spec-
ified public authorities will be accessible. The FOIA also introduces a
right of access and appeal on public records. The right of access will
apply retrospectively, so that hundreds of documents from the last thir-
ty years will immediately become available. Public bodies aretrying to
pre-empt the flood of requests that are expected regarding documents
relating to controversial events, and will be making many documents
available themselves.18

It should be noted however that the FOIA does not provide a route for
access to personal information. Access to personal files is made avail-
able only by way of the Data Protection Act (see above). The FOIA pro-
vides access to other materials, primarily decisions, policy papers and
background research. The FOIA regime applies only to public authori-
tiesand only to those public authorities listed in the Act or in subsequent
orders made by ministers.

Section 1 imposes two distinct duties on public bodies. These are:

«the duty to confirm or deny; and

«the duty to disclose information.
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This is fairly simple; unfortunately, the exemptions to these duties are
rather more complicated. There are three sets of exemptions in the
FOIA. Firstly, only those organisations listed in the Act or subsequent-
ly added by ministers are subject to the duties set out in the Act. The
Security Service (MI15), the Secret Intelligence Service (MI6) and the
Government’ s Communication Headquarters (GCHQ) are not listed and
therefore are not subject to the Act at al.

Secondly, there are class-based exemptions, where all information
falling into a particular class is exempt. One of these exemptions is
information from, or relating to, certain security bodies (section 23).
The bodies listed in section 23 include MI5 (which gathers intelligence
on threats to national security within the United Kingdom), MI16 (which
gathers intelligence on overseas threats), GCHQ (which listens in on
communications) and the Special Forces (parts of the military such as
the Special Air Service and the Special Boat Service).

Thirdly, there are prejudice-based exemptions. Under a prejudice-based
exemption, information is only exempt where disclosure is likely to
have the specified prejudicia effect (the prejudicia effect must be
‘actual, real or of substance’, not just speculative). National security is
one of the prejudice-based exemptions. Thisthird exemption relating to
national security is designed to ensure that even if information from one
of the security bodiesisin the hands of another body, such asthe police,
itisdtill exempt from s.1.

So national security is protected in three ways:
therelevant bodies are not listed as public authoritiesin Schedule
1 of the FOIA;

«the class-based exemption (Section 23); and
«the prejudice-based exemption (Section 24).

The FOIA exemptions are al so sub-divided in another way. Some of the
exemptions are absolute, and the rest can be described as qualified.1®
Absolute exemptions totally relieve the public body from the duty to
communicate information, and from the duty to confirm or deny. The
class-based exemption applying to certain security bodies is an absolute
exemption. Qualified exemptions give an exemption on disclosure relat-
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ed to specific subjects but only where the public interest in non-disclo-
sure outweighs the public interest in disclosure. Qualified exemptions
may exclude the public body from the duty to communicate but will only
exclude the duty to confirm or deny if, in al the circumstances of the
case, the public interest in non-disclosure of even this information, out-
weighs that of disclosure. The prejudice-based exemption relating to
national security isaqualified exemption. Therefore, for this exemption
to apply, the public body must first consider whether non-disclosure is
required for the purpose of safeguarding national security, and secondly,
decide where the public interest lies.

If the request for information is refused on public interest grounds (a
qualified exemption), there is an appea procedure to the Information
Commissioner. The Commissioner can decide whether the information
fallsinto the exemption and can also review the public interest question.
Generally the FOIA exemptions are not mandatory; a public body can
volunteer information despite an exemption if it chooses to do so.

However, the Intelligence Services Act 1994 impose dutieson M5, M16
and GCHQ not to disclose. Sections 2(2)(a) of the Intelligence Services
Act provides that the Intelligence Service has a duty to ensure that no
information is disclosed except so far as is necessary for the proper dis-
charge of its functions, in the interests of national security, to prevent or
detect crime or for the purpose of any criminal proceedings. Section
4(2)(a) of the same Act states that the Director of GCHQ has a duty to
ensure that no information is disclosed except so far as is necessary for
the proper discharge of its functions or for the purposes of any criminal
proceedings.

Section 17 of the FOIA places a duty on public authorities to give rea-
sons for non-disclosure of information, except where such a statement
would itself involve disclosure of exempt information. Thisisan impor-
tant safeguard, as it not only tries to ensure that public authorities have
to consider the issue properly before refusing to give information, but
also attempts to change the culture within government, so that the nor-
mal response is openness and not secrecy. It is very likely that reasons
will rarely be given where national security exemptions are claimed.

Enforcement of the FOIA comes under the responsibility of the
Information Commissioner: anyone who is unhappy with the way that a
public authority has responded to their application can complain to the
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Commissioner. If the Commissioner finds that the public body is in
breach of the provisions, he can issue a notice ordering the appropriate
action. If the noticeis not complied with it isto be treated as if it were
acontempt of court. Appeals against the Commissioner’s decisions are
possible in certain circumstances and can be brought in the Information
Tribunal.

National Security Exemptions

The blanket exemption for certain bodies in the FOIA cannot be justi-

fied. Even if ninety-nine per cent of the information relating to those

bodies would be exempt on national security grounds, it goes against

the principle of transparency and open government to maintain a class-

based exemption. The number of class-based exemptions is also a
cause for concern. The problems are more acute where the class-based

exemptions are also absolute exemptions (such as national security), as

many of them are, as this excludes any consideration of the public inter-

est.

As stated above, information or documents from the United Kingdom’s
security agenciesis excluded from complying with s.1 in three different
ways. Firstly, security agencies such as M15 and M16 are not listed in
Schedule 1 and so the FOIA does not apply to them. Secondly, infor-
mation directly or indirectly supplied by, or related to, bodies with secu-
rity functions is exempt from the duty to communicate information and
the duty to confirm or deny under the Act — the absolute, class-based
exemption. The bodies are listed in Section 23 and include the MI5,
MI16, GCHQ, the Specia Forces and all the relevant tribunals. Finally,
there is the qualified, prejudice-based exemption in favour of national
security.

Although the bodies listed in Section 23 have no positive duties under
the FOIA, the exemption is designed to exclude al information which
may have been passed on from one of these organisation to a public
authority. Under Section 23(2), aMinister of the Crown can issue acer-
tificate that certain information falls into the Section 23 exemption and
this certificate is to be taken as “conclusive evidence of that fact”,
unless the case goes to the Information Tribunal, which is entitled to
takeitsown view. A Minister of the Crown is either a Cabinet Minister,
the Attorney General, the Advocate General for Scotland or the
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Attorney General for Northern Ireland (Section 25(3)).

The underlying assumption is that it would not be in the public interest
for any information from or relating to such bodies to be disclosed. This
is a very sweeping assumption to make, and contradicts the attitude of
increased, if limited, openness that has been displayed in the past few
years. The fact that information relating to informants, or suspects, or
possible threats and the response to such threats needs to be kept secret
in order for such bodies to do an effective job of safeguarding the secu-
rity of the nation is uncontentious. But it is no small leap for al such
information, down to the day-to-day trivialities, to be kept secret.

Of course, mundane information may be of little use to anyone, but
there are types of information that it would be in the public interest to
make available. For example, particularly after September 11th, some
information about the scale of the terrorist threat and how it is being
handled would help the public to feel more secure and more vigilant in
guarding against a particular type of threat, and would therefore assist,
not harm national security. Some general information about how oper-
ations are carried out, and the role of security bodies would aso help
increase public trust in such bodies, increase confidence that they are
performing their functions properly and that public funds are not being
squandered on unnecessary bureaucracy.

At present this information is only disclosed when and if politicians
choose to do so. It is used to promote the government’s position and
decisions to disclose are made on a political basis, not as aresult of the
right of citizensto that information.

The qualified, prejudice-based exemption protecting national security is
contained in Section 24 of the Act. As with Section 23, a Minister of
the Crown can issue a certificate which designates particular informa-
tion as exempt under the section. This certificate can be challenged in
the Information Tribunal, but the test that the tribunal must apply isthe
impossibly high standard of “Wednesbury” unreasonableness (Section
60) — that the decision to issue the certificate was so unreasonabl e that
no reasonable Minister could have made it. This test, also called irra-
tionality, derives from the law of judicial review? and has been much
criticised in that context as the standard that must be proved by the
applicant is so high that it is very rarely reached and serves to provide
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decision-makers with immunity against review of their decisions by the
courts. The application of this test therefore, does not provide much
hope that the Tribunal will have significant leeway to overturn certifi-
cates; the issuing of such a certificate may operate as an ailmost com-
plete bar to access to such information, even where it is unclear why the
information comes under the national security exemption.

As Section 24 is a qualified exemption and not an absolute one, an
applicant can ask the Information Commissioner to review whether the
public body was right to maintain that the public interest in non-disclo-
sure outweighs that in disclosure, and so apply the exemption.

THE OFFICIAL SECRETS ACT 1989

The Official Secrets Act 1989 (the OSA) wasintended to be aliberalis-
ing measure. To some extent, it has improved on the previous legisla-
tion. However, many aspects of the OSA are still needlessly heavy-
handed in their approach and fail to pay even lip-service to the value of
openness and accountability in such an important area of government as
the Security Services. The Spycatcher case discredited section 2 of
1911 Official Secrets Act and led to the passing of the Official Secrets
Act 1989, which contains more specific prohibitions on disclosure than
existed in the 1911 Act. The 1911 Act continues to make it a criminal
offence to disclose secrets to the enemy. The new OSA identifies class-
es of information where there is a particular interest in confidentiality.
These include security and intelligence services, defence, international
relations and criminal investigations.

Section 1 of the OSA prevents all disclosures by M15, M16 and GCHQ
officers. Thisisablanket rule with no publicinterest defence. Itisalso
unnecessary for the prosecution to show that any harm has resulted
from the disclosure. A person who is or has been a member of the secu
rity or intelligence service, or has been notified by the Minister that he
is subject to its provisions, is guilty of an offence if without lawful
authority he discloses any information, document or other article relat-
ing to security or intelligence which is or has been in his possession by
virtue of his position or in the course of hiswork while the notification
wasin force. Thereis adefence if the person can show that he did not
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know, and had no reason to believe that the information related to secu-
rity and intelligence services but that is unlikely to provide much of a
defence in most situations.

Section 1 fails to find the appropriate equilibrium between national
security and open government. It has been widely criticised for its dra-
conian approach. It goes against the values of a liberal democracy to
criminalize freedom of expression when disclosure causes no signifi-
cant damage to national security, or where disclosure is justified by a
legitimate democratic interest in securing the accountability of public
authorities. Aswe have stated above there is no requirement in section
1 for the prosecution to prove damage — and even proving that no dam-
age resulted from the disclosure is no defence. The blanket nature of
the rule is further apparent from the fact that disclosure is prohibited
even where the material disclosed is already in the public domain!

Section 2 creates an offence where any Crown servant or government
contractor makes a damaging disclosure about defence matters, without
lawful authority, if he received the information in the course of his
work. Section 3 creates a parallel offence where a damaging disclosure
is made relating to national security or of confidential information
obtained from another state or international organisation. Section 4
relates to disclosure of material about criminal intelligence or investiga-
tions, but only if the information falls in one of the two following cate-
gories. The first covers information likely to result in the commission
of an offence, facilitate a detainee’ s escape from custody, prejudice the
safety of those in custody or hamper the prevention or detection of
crime or the apprehension suspects. The second category is that of
information gathered from or relating to an interception of communica-
tions.

The OSA contains a general defence where the person making the dis-
closure proves that at the time of the offence he believed he had lawful
authority to make the disclosure, and had no reasonabl e cause to believe
otherwise. Lawful authority is also tightly defined to avoid any public
interest argument.

The absence of a public interest defence to section 1 could be sufficient
to violate Article 10 the European Convention (the right to freedom of
expression) in certain cases. There is a public interest defence in civil
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proceedings, which meansthat criminal liability can beimposed in asit-
uation where it would not have been possible to get an injunction to pre-
vent publication. Convicting peoplewho act in the public interest could
violate Article 10 because the exceptions to that right must be justified
in terms of being necessary in a democratic society. Using the criminal
law against those who perform avital function in keeping a democracy
healthy is clearly unnecessary.

However, the situation is not as clear-cut as it first seems, as in the
United Kingdom, the House of Lords has held that section 1 is compat-
ible with the Convention. The case of Rv Shayler21 concerned aformer
MI5 officer who had disclosed information and documents regarding
illegality, drunkenness, incompetence and bureaucracy within the
Security Serviceto the press. He claimed that he had been acting in the
public interest, and that none of his disclosures had been damaging.
Nonetheless, he was prosecuted under Section 1 and 4 of the OSA.
Shayler argued that s.1 was incompatible with Article 10, unless a pub-
licinterest defence wasread into the OSA. Alternatively, he argued that
he could use the defence of necessity as his actions were designed to
prevent the needless death of civilians which would otherwise occur
through the incompetence of MI5. The Court of Appea found that
necessity was a defence to Section 1, but that there had to be an identi-
fiable act posing an imminent threat to an identifiable person, not mere-
ly ageneral risk to life as Shayler contended. The Court also found that
the restriction on free speech was justifiable due to the potential dam-
age that could be caused by any disclosure made by aofficial from M15,
and therefore there had been no breach of Article 10.

The House of Lords did not comment on necessity, but agreed with the
Court of Appeal that the interference with freedom of expression was
necessary and proportionate in the circumstances. They found that
Section 1 did not contain an absolute ban on disclosure, as disclosure
could be made to other public authorities, including police officersin
the course of their duties (Section 7(3)(a)) and permission could also be
sought for official authorization to make a disclosure. If this was
refused, it was possible to seek judicial review of the refusal. These
safeguards ensured that s.1 did not impose a disproportionate restriction
of free speech, despite the fact that, prior to this case, no one had been
aware that it was possible to make such disclosures, or to seek judicial
review of arefusal to give official authorization. The caseisstill pend-
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ing in the European Court of Human Rights, so it will be interesting to
see what view they take of these issues, particularly considering that the
law as the House of Lords saw it was clearly not accessible to anyone —
accessibility being one of the requirements of Article 10.

Section 5 covers disclosure by third parties, but is plainly aimed at dis-
closures by journalists. The OSA ismore libera in its approach to third
parties, who only commit an offence if they make a disclosure which is
damaging and they have reasonable cause to believe that the disclosure
would be damaging.

TERRORISM ACT 2000 (TA) AND THE ANTI-TERRORISM
CRIME AND SECURITY ACT 2001 (ATCSA)

The UK has had draconian terrorism measures since before Liberty was
set up in 1934. These measures stem from the violent conduct in
Northern Ireland. The Prevention of Terrorism (Temporary Provisions)
Act 1989 (the “PTA”) was the latest Act in a series of similar Acts
adopted by Parliament with the aim of limiting or preventing terrorism22
in relation to Northern Ireland.2 When, in 1974, the first such Act was
introduced as a Bill to Parliament, the Secretary of State commented in
relation to the powers contained in the Bill: “The powers...are dracor-
ian. In combination they are unprecedented in peacetime.” 4 When the
Act was re-enacted in 1984 certain of its provisions were extended so
that suspects of “international terrorism”2 would be subject to its pro-
visions.

Liberty’s concerns about terrorism measures are reflected in the fact
that of the more than 7,000 people detained in Britain under the
Prevention of Terrorism Act up to 1994, the vast mgjority have been
released without charge and only atiny fraction have ever been charged
with anything remotely resembling terrorism. Almost without excep-
tion these people could have been arrested under the ordinary criminal
law. To take an example, in 1992, when the activities of the IRA and
others were still at their height, 160 people were arrested under the Act
in Britain. Of these eight were charged with murder, conspiracy or pos
session of explosives, three were deported or excluded, twelve were
charged with theft or fraud and eight with other minor offences. There
is no evidence to suggest that the people charged could not have been
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arrested under the ordinary criminal law. However all the others arrest
ed, none of whom were convicted of any crime, were subjected to
unnecessary arrest and detention.

Following areview a new Act, the Terrorism Act 2000 came into force
in February 2001. This Act wasahighly developed and recently revised
body of counter-terrorism law and probably the most comprehensive
and most draconian anti-terrorist legislation in Europe. Thissitsalong-
side an expansive body of criminal law (including offences over which
our courts enjoy extra-territorial jurisdictionZ26).

However after September 11th there was more. The anti-terrorism bill
-the Anti-Terrorism Crime and Security Act 2001 (ACTSA) - was pub-
lished on November 12, obtained Royal Assent at 12.30 midnight on
Thursday, December 13, and by December 19, eight people had been
detained under its “internment” provisions.Z

Liberty’s concerns obviously included many of the “terrorism” meas-
ures in the Act but of equal concern to Liberty was the fact that there
were a number of measures “smuggled” into this Bill which appeared
either to have nothing to do with terrorism or the events of September
11, or were very much more wide-ranging in their remit.

This article cannot do “justice” to that Act’'s 129 sections and eight
schedules or its predecessor with 131 sections and 16 schedules but
instead picks out a couple of issues which relate to disclosure.

Section 39 of the Terrorism Act 2000 creates two offences intended to
discourage and penalise disclosures which may damage the effective-
ness of ongoing terrorist investigations. These are slightly reworded
versions of the offences contained in Section 17(2) of the Prevention of
Terrorism (Temporary Provisions) Act 1989. These offences may
potentialy violate Article 10 because they could stifle investigations
into police actions against terrorism.

Section 39(2) appliesif a person who knows or has reasonabl e cause to
suspect that a constable is conducting or proposes to conduct aterrorist
investigation, discloses to another anything which is likely to prejudice
the investigation, or interferes with material which is likely to be rele-
vant to the investigation. Section 39(4) creates an offence when a per-
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son who knows or has reasonable cause to suspect that a disclosure has
been or will be made to the authorities (Sections 19-21 or Section 38B
of the Terrorism Act, inserted by Section 117 of the ACTSA), discloses
anything which is likely to prejudice an investigation into the official
disclosure or interferes with material which islikely to be relevant to an
investigation of the official disclosure.

These offences apply to everyone, not just those conducting the inves-
tigation. Thereisan exemption for those giving legal advice. There are
also two general defences. If the defendant did not know and had no
reasonabl e cause to suspect that his disclosure or interference was like-
ly to affect a terrorist investigation, then he has not committed an
offence. Alternatively, it isalso adefenceif the defendant had a reasorn+
able excuse for making the disclosure or otherwise interfering with the
investigation. There is an evidential burden on the defendant to raise
the defence, but the onus then shifts to the prosecution to prove beyond
reasonable doubt that the defence has not been satisfied.

Journalists and others commit offences by not disclosing to the author-
ities information about fundraising and money laundering connected to
terrorism which comes to their attention as a result of their trade, pro-
fession, business or employment.2

Finally, anyone is guilty of an offence is they do not disclose informa-
tion to the police “which he knows or believes might be of material
assistance: (a) in preventing the commission by another person of an act
of terrorism, or (b) in securing the apprehension, prosecution or corn-
viction of another person...”29

All of these provisions have a significant chilling effect on the possibil-
ities of obtaining and retaining information relating to national security.

THE LACK OF TRANSPARENCY IN THE
SURVEILLANCE PROCESS : THE REGULATION OF
INVESTIGATORY POWERS ACT 2000 (RIPA)

In the United Kingdom, surveillance is always kept secret after it has
taken place, even if there are no longer any national security concerns
relating to that particular operation. In effect, this makes it impossible
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for people to protect their human rights because they do not know that an
interception has taken place. The Human Rights Act 1998 incorporated
the European Convention on Human Rights into domestic law, and one of
the rights guaranteed is the right to respect for a person’s private and fam-
ily life, his home and his correspondence (Article 8). Article 8 isnot an
absolute right; invasions of privacy by a public authority in accordance
with the law are permitted for the purposes of protecting national securi-
ty, preventing crime and disorder, protecting the rights and freedoms of
others or protecting the economic well being of the country. However, the
interference must be necessary and proportionate — the degree of interfer-
ence with privacy must be as minimal as possible, and must be justified
in terms of the severity of the specific purpose of the surveillance.

If a person does not know that surveillance has taken place, they cannot
know whether or not an abuse of their rights has taken place, and cannot
seek aremedy for any potential breach. David Feldman®® argues that this
state of affairsitself puts the United Kingdom in breach of Article 8 and
Article 13 (the right to an effective remedy31).

However, the approach that the European Court of Human Rights (the
European Court) will take to this issue is not entirely clear. On the one
hand, the Court has given its approval to the German law that establishes
a disclosure principle — a principle which determines that disclosure
should generally take place, except where national security concerns
operate to prevent disclosure.32 But in the case of Halford v. United
Kingdon®3, the European Court’ s approach to disclosure was feeble. The
applicant suspected interceptions had taken place but could not find out
conclusively if her phone had been tapped and the authorities refused to
tell her. She went to the Interceptions of Communications Tribunal but
the Tribunal merely stated there had been no unlawful interception with-
out specifying whether this was because a warrant had been obtained for
the interception, or because no interception had taken place. The
European Court found no violation in regard to the tapping of her home
phone because there was not enough evidence that an interception had
taken place.

Lack of transparency is till an issue in relation to the new Regulation of
Investigatory Powers Tribunal, set up under RIPA in order to provide a
remedy for the abuse of investigatory powers. Authorisation for surveil-
lance under RIPA in many cases can be decided by the police or public
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authorities themselves — a decision of a court is not necessary. |In tele-
phone tapping cases, authorization is required but authorisation is given
by ministers not courts.

Section 68(4) of RIPA provides that any decision given to the com
plainant shall be confined to stating whether or not the determination has
been made in his favour or not; reasons for the decision are not given.
Section 69(4) and section 69(2) give the Secretary of State power to make
ruleswhich enable or require the Tribunal to consider the complaint with-
out the complainant being given full particulars of the reasonsfor the corn+
duct in question and to exercise their powers in the absence of the com
plainant.

The system to deal with surveillance was first put in place asaresult of a
case in the European Court of Human Rights.34 That system has been in
place since 1985 and has never upheld a single case of unlawful surveil-

lance. Infact, the tribunals that deal with complaints virtually never held
hearings and never in public — even for anodyne legal argument.

However, recently in another Liberty case, the Investigatory Powers
Tribunal held for the first time that RIPA and the Human Rights Act con

fer additional civil rights on persons affected by an arguable unlawful

exercise of those powers. This means that, in the context of surveillance,

the right to privacy isa‘civil right' within Article 6 of the ECHR and as

aresult the determination of such claims are subject to the panoply of fair

trial rights. The key right for these purposes is the right to open justice
and the Tribunal sat for the first time in public on January 23rd 200335

Clearly, there is a need for covert surveillance to be covert in order to be
effective. However, despite the Liberty case, the current system in the
United Kingdom completely fails to recognise and balance the goals of
national security and openness, and consequently leaves citizens open to
abuse of their rights. It also significantly reduces the accountability of
those agencies conducting covert surveillance, which ailmost inevitably
leads to a culture where unwarranted invasions of privacy are more like-
ly to take place.

CONCLUSION

To summarize, there is presently no right to freedom of information in

95



the United Kingdom, despite the numerous scandals and cover-ups
regarding deception or dishonesty by Government, or illegal activities
conducted by the security and intelligence services. The perception of
those in Government and the civil service that secrecy is vital to the
interests of the country, particularly in any matter concerning national
security, has not diminished despite Open Government initiatives and
the passing of the Freedom of Information Act 2000. The term nation-
a security remains undefined by statute and the the courts have recent-
ly given the executive awide discretion on how it is to be assessed.

The existing provisions in the United Kingdom are comprised of the
Public Records Act 1958, which only allows publication of documents
after 30 years, the Data Protection Act 1998 and the Environmental
Information Regulations 1992. All these statutes and regulations con-
tain exemptions on the grounds of national security. Access to local
government is better than that to central government. Some informa-
tion is also accessible through parliament, litigation and audit reports.
There is a Code of Practice on Access to Government Information, and
this has been extremely useful in encouraging government departments
to disclose information and change the culture of secrecy, but it does not
give alega right to information.

The Freedom of Information Act 2000, which is not yet fully in force,
imposes two duties on the public authoritieslisted in the Act. These are
the duty to confirm and deny and the duty to disclose information.
However, the Act contains so many exemptions that it may prove to be
something of a damp squib. Information relating to national security is
exempted in three different ways, and there is no attempt to strike a bal-
ance between national security concerns and the demands of open gov-
ernment.

The Official Secrets Act 1989 prevents all disclosures by officers, or
former officers, of M15, M16 and GCHQ, regardless of whether the dis-
closure damages national security, is in the public interest or whether
the information is already publicly known. The draconian use of this
blanket provision is unjustifiable, yet the Government showed no reluc-
tance to make use of this provision last year against former MI15 officer
David Shayler. The Shayler case raised the issue of whether Section 1
of the Official Secrets Act 1989 is compatible with Article 10 of the
European Convention on Human Rights. The national courts have
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decided that it is, but the case is set to go to the European Court in
Strasbourg.

The extensive and continually expanding anti-terrorism provisions that
exist in the United Kingdom raise humerous human rights issues. In
relation to open government, reverse disclosure laws create a significant
chill effect on journalists investigating allegations of terrorism.

The Regulation of Investigatory Powers Act 2000 does not allow a per-
son to know whether they have been subjected to surveillance, even if
disclosure of that information would cause no possible threat to nation
a security. This may violate Articles 8 and 13 of the European
Convention. The Tribunal set up under the Act is still shrouded in
secrecy, despite arecent challenge by Liberty.

It is clear therefore that there is a long way to go before freedom of
information becomes a reality in the United Kingdom. Unfortunately,
the claim of national security remains a trump card in the hands of the
executive, a card that is not subjected to any real independent assess-
ment and little control by the courts.
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DIGITAL GOVERNMENT IN
THE EUROPEAN UNION:

FREEDOM OF INFORMATION
TRUMPED BY “INTERNAL SECURITY?”

Deirdre Curtin, Professor of International and
European Governance, Utrecht School of Gover nance,

University of Utrecht

Globalization is an ambiguous process but one that cannot be
rolled back...[W]e need to combine economic integration with
cosmopolitan politics...Globalisation must become accountable
and itsfruits must be distributed morefairly.... The danger is how-
ever that exactly the opposite will happen. There is a risk that
trans-national cooperation will become a means of creating
fortresses, states in which both the freedom of democracy and the
freedom of markets are sacrificed on the altar of private security.

Ulrich Beck, “Globalization’s Chernobyl,”
Financial Times, November 6, 2001

INTRODUCTION

Counter-terrorism strategies pursued after September 11, 2001 have at
times undermined efforts to enhance respect for human rights. Not only
have measures been taken in several parts of the world that suppress or
restrict individual rights, but as highlighted by then UN High
Commissioner on Human Rights, Mary Robinson, there “is increasing
evidence that particular groups such as human rights defenders,
migrants, asylum-seekers and refugees, religious and ethnic minorities,
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political activists and the media are being specifically targeted.”! This
is true also in the context of the European Union (EU), and the effects
may be exacerbated by measures taken by the EU Council of Ministers
behind closed doors. The focus of this paper is limited to attacks on
freedom of information in the aftermath of September 11, and in partic-
ular the effects of the counter-terrorism strategy followed by the
European Union in that regard. This specific issue should however be
placed and understood in its broader context of the effects of the count-
er-terrorism efforts on human rights in general and on certain groupsin
particular.

The US government, followed by other governments around the world,
has striven to increase “internal security” by inter alia embarking on a
path of secrecy unprecedented in recent years. In particular, freedom of
information laws have come under attack and have been reduced or
even suspended in the quest for more control over the sources of knowl-
edge. In Canada for example, the Anti-Terrorism Act contains a (much-
criticised) clause enabling the Minister of Justice to suspend the effect
of Access to Information provisions.2 In the UK, despite 25 years of
campaigning for a Freedom of Information Act, Prime Minister Tony
Blair suspended its enactment for a period of four years.3

In the United States, Attorney General John Ashcroft issued adirective
to the heads of agencies to encourage those agencies to deny access
more often to public recordsif aclaim of invasion of privacy or aclaim
of breach of national security could be alleged# The release of presi
dential records was moreover halted indefinitely by the assertion of
executive privilege.® US State legislatures on the whole followed suit
attacking open records and meetings laws® Secrecy is in demand: it
gives those in government exclusive control over certain areas of
knowledge and thereby increases their power, making it more difficult
for even a free press to check that power. The culture of secrecy is
sometimes referred to as avirus, spreading from one part of government
to another, and also transnationally, invading concerns where national
internal security plays no role at all. The stakes are high: freedom of
information as a fundamental (constitutional) value of democracy is
sacrificed on the altar of internal security, as opportunistically interpret-
ed.
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At the level of international organizations, the Member State govern
ments of the European Union have inter alia used the tragic events of
September 11, as a means of adopting legislation in a highly secretive
fashion which gives far-reaching powers to law enforcement agencies
in the various Member States: and at the European Union level, to issue
aEuropean Arrest Warrant, freeze assets, include demonstratorsin data-
bases designed for terrorists,” and most recently to exchange informa-
tion on individuals with the United Statess

At the same time the newly adopted access to information law in the
EU?9 is being implemented in arestrictive fashion with wide derogations
that are used to give priority to internal security concerns. It can be
noted that prior to September 11, 2001 the EU, as aresult of its fledg
ling Common Foreign and Security Policy, was already responding in a
restrictive manner to the issue of classified information in this area and
in particular sought to prune back the possible remit of the new (draft)
freedom of information legislation as it applied to EU institutions and
the public’s right of access in that regard. The direct cause of this new
“security” consciousness of the Council, of the EU in particular, was its
evolving close relationship with NATO and the demands imposed by
the latter with regard to providing the EU with access to NATO class-
fied information. As aresult, the EU limited the scope of its own access
to information legislation.10

Further problems emerged as aresult of the speed and the content of the
EU’ s reaction to the terrorist offensive post September 11. These prob-
lems relate both to process (the secretive manner in which highly sensi-
tive and far-reaching decisions are taken) and to substance (in particu-
lar the encroachment on civil liberties such as the freedom of expres-
sion, the freedom of movement, the freedom of assembly and the right
to privacy).

Should a sophisticated international organization such asthe EU, which
is replacing (by means of supranational law) constitutional and legisla-
tive provisions on all kinds of fundamental issues at the national level
(from constitutional rights of access to information to the laws on extra-
dition between Member states to the laws on terrorism et cetera), adopt
the lowest common denominator or a high standard of protection, given
the more difficult legitimacy crisis faced by the EU than by any
Member Nation State? Moreover, given the fact that the
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Europeanization of a very wide range of policy areas takes place at a
distance to individual citizens, and that these citizens have difficulty in
understanding the incredibly complex decision-making processes and
structures at the EU level, does that not make it even more necessary

that information is made accessible by digital means in a very timely,

user friendly and exhaustive fashion? The answers to these questions
has everything to do with our vision of the nature of the democracy that
we wish to construct at the European level and how it will interact with
the national level.

THE DIGITAL DIMENSION OF EU GOVERNANCE:
THE EVOLUTION OF A CITIZENS’ RIGHT TO ACCESS
EU INFORMATION

The first question is whether in the context of EU activity, citizens
enjoy in terms of civil and political rights a right of access to informa-
tion, including the right to receive that information digitally. The back-
ground to the question is the way in which access to information has
taken shape within the EU over the course of the past eight years or so.
The aftermath of the Danish “no” to the Maastricht Treaty prompted the
first serious attempts to institutionalize a system of public access to EU
documents which was made operational by the three main decision-
making institutions in a joint Code of Conduct on the matter. X The
institutions then made this non-binding Code operational in principlein
their own specific institutional context by adopting decisions respec-
tively based on their own internal Rules of Procedure.

At the time, this approach was said to highlight the committment of the
three institutions to transparency. The issue of public access to their
documents was something that they had voluntarily assumed in their
internal rules but that they were under no legal obligation to do so in the
absence of any explicit Treaty rules on the subject. In due course, other
institutions and bodies - among them the European Parliment and the
European Central Bank - have adopted similar rulesto those of the three
political institutions, mostly pursuant to recommendationsissued by the
Ombudsman in the context of inquiries into the existence of rules on
public access to documents.12 Despite a number of important limita-
tions, the most critical ones being the exclusion of documents drawn up
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by third parties and a number of widely drawn exceptions,13 the Code
of Conduct seemed to work quite well in practice.1 In the event a
request for access had been refused, citizens could either bring a caseto
the Court of Justice or complain to the European Ombudsman.

The role that the European Court of Justice has played, teasing out the
implications of the rules adopted by the various institutions and laying
down the broad parameters of their action, has been a significant one. It
can very generally be said that whereas the Court adopted arole of fair-
ly marginal scrutiny of the actions of the institutions in practice it nev-
ertheless, in awhole series of cases tested the exact limits, successfully
kept pressure on the institutions to make incremental steps in changing
their culture of secrecy. Some of these pressures include a requirement
to balance interests; scrutinize the documents on a case by case basis;
and grant access to parts of documents. The court also applied the inter-
nal rules broadly, applying them to the Commissions “comitology”
committees, and also to decision-making in the two supposedly inter-
governmental fields, Common Foreign and Security Policy (CFSP) and
Justice and Home Affairs (CJHA).15

It was only with the Treaty of Amsterdam in 1999 that access to docu-
ments was given treaty status and a provision made that the three insti-
tutions would adopt alegal instrument by co-decision (that is, jointly by
The European Council and the European Parliament). This instrument
set out the limits and exceptions to the principle by May 1, 2001. With
minor delay and through a highly problematic and secretive procedure,
a draft regulation was indeed adopted. It entered into force on
December 3, 2001. To some extent it reflected the status quo and in cer-
tain respects it is more restrictive.16 |n particular, this is the case with
regard to the issue of internal preparatory documents, sensitive/classi-
fied documents and the fact that it basically overrides more liberal
national laws on the subject.”

THE EVOLVING DIGITAL PRACTICE OF THE EU
INSTITUTIONS

The reaction of the institutions to the case-law of the Court in particu-
lar and to advances in information and computing technologies (ICT)
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has been to introduce a more structured and pro-active approach to
access to their infomation than was their initial inclination or practice.
Part of the reaction was to establish a hyper-link (the Europa server) and
to make a host of information available through the medium of the inter-
net. As time went on, the approach of various institutions and bodies
became more sophisticated in this new digital context. Thus, the Council
in 1999 set up a digital register of its documents in a relatively accessi-
ble and user-friendly fashion. This has gradually been expanded and
refined.

Both the Council and the Commission now include information on the
new policy making fields of CFSP and CJHA on their internet sites and
in the Register of Council documents. Article 11 of the new Regulation
on Public Access to Documents states that each institution shall provide
a public register, in which “references to documents shall be recorded
without delay.” The registers must be operational by June 3, 2002.

However, the Commission’s Rules of Procedure are very half-hearted in
their approach and if followed will almost certainly breach the obligation
imposed by Article 11 of the new Regulation. It states that:

the coverage of the register provided for by Article 11 of
Regulation (EC) No 1049/2001 shall be extended gradually.

The European Parliament’s formally adopted “Register of references’
make no such limitations. However, its internal discussions indicate that
there are at |east four categories of documents which will never be made
accessible to the public.18

One of the main ways that the Access to Documents Regul ation adopted
by the EU is surprising however is precisely the fact that it contains few
explicit digital provisions other than to provide that access to the regis-
ters which will be set up by the Commission and the European
Parliament (the Council already has one) will be provided electronically
(Article 11, paragraph 1). In the United States, the Freedom of
Information Act (FOIA) originally adopted in 1946 was adapted a few
years ago to the new digital reality in an e-FOIA that is quite far-reach-
ing in the scope of obligations placed on the public administration in
terms of making their information available digitally and providing
access in that way.19 In particular it introduced an “electronic reading
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room” facility.

The issue of the digital information provision is also at the leading edge
in countries such as the Netherlands that has known an Act to Promote
Open Government (WOB) since 1978 (amended in 1993). This legisla-
tion deals with public access to information about the administration laid
down in documents. An e-WOB is currently before the Dutch Parliament
with the purpose of providing greater access to information on-line.

Of course, the concerns are very different and much more basic in a
sense in Member States at the other end of the spectrum. The UK has

just announced a four year delay on the implementation of its FOI Act,

which was the subject of atwenty year campaign to get it on the statute
books, and Germany which still has no federal law on access to informa-

tion, although a draft is currently being debated.20

REFINING THE DIGITAL PRACTICE: THE ISSUE OF
ACCESS TO CLASSIFIED INFORMATION RAISES THE
STAKES

The Council and EP Regulation on Access to Documents in Article 9
makes special provision for awhole category of so-called “sensitive doc-
uments” which basically constitute classified documents (top secret,
secret and confidential) originating from the institutions or the agencies
established by them, from Member States, third countries or internatiorn-
a organizations. The scope of the documents covered by these special
rules includes public security documents, and documents relating to jus-
tice and home affairs. It even appears that documents within the scope of
the “financial, monetary or economic policy” exception could conceiv-
ably be considered “sensitive documents’ under the new rules. The
effect of a classification as a “sensitive document” is that only certain
persons can process the application for access to those documents and
that reference to them can only be recorded in the register or released
with the consent of the originator. This gives tremendous power to the
originator of a document, who controls downgrading, and it also
assumes that even the document number of a document included in a
register will somehow threaten public security!
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Given that originators have full control over classification, registration
and release, there is no access whatsoever to such documents when
authored by the Council or by third parties. This is a real problem in
practice, with countries such as the United States, international organiza-
tions such as NATO, and even the Member States themselves effectively
being given a veto over access to information in the EU context.2!
However, if the recent Court of Justice's judgment in the Hautala case is
applied to the category of sensitive documents then the originator of a
sensitive document could only veto access to the truly sensitive parts of
the document. Access under the general EU access rules would have to
be granted to the non-“ sensitive” parts of a document. 22

According to the new legislative system, the three institutions concerned
(Council, Commission and European Parliament) had to adopt detailed
internal rules on security rules and classifications (in their rules of proce-
dure) which they did before Christmas 2001.23 The most elaborate is that
of the Commission which in effect clearly indicates an agenda of setting
up a EU wide network of freely exchangeable “classified information”
among the ingtitutions, bodies, offices and agencies of the EU viaintranet
or other digital means. Moreover third states, international organizations
and other bodies may also be included in this digital network and down-
load such information provided that they operate equivalent security rules
themselves. The only glint of light from the outside is the fact that refer-
encesto classified information “may” beincluded in the digital register of
its documents.

The EU has also adopted new IT information security (IT-INFOSEC)
rules that entered into force on December 3, 2001. Their am isto:

safeguard EU information handled in communications and infor-
mation systems and networks against threats to its confidentiality,
integrity and availability.

This seems to be an important statement of purpose as far as digital gov-
ernance by the European Commission is concerned. The rules apply to
“al communications and information systems and networks’ handling
information classified as EU “confidential.” This gives the rules broad
scope the Commission has defined EU classified information as:

any information and materials, the unauthorised disclosure of
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which could cause varying degrees of prejudice to EU interests, or
to one or more of its Member States, irrespective of itsorigin.

THE ADOPTION OF SECRET LEGISLATION AND
ACCESS TO INFORMATION: A CASE STUDY AFTER
SEPTEMBER 11

The example of the Framework Decision on the European Arrest
Warrantsis a good illustration in terms of substance of just how far the
Europeanization process has gone within the context of the EU. It
amounts to a rewriting of national laws on extradition and removes
some of the safeguards (procedural and substantive) that have tradition
aly applied in various national contexts. It leaves little to no discretion
to Member States once adopted, although it will formally have to be
implemented into national law. But this can involve virtually no parlia-
mentary input even at that stage. According to the provisions of the
Anti-Terrorism, Crime and Security Act?4 adopted by the UK
Parliament, it can be implemented by Ministerial order and would not,
even at the stage of national implementation, necessarily have to go
before national parliament. The situation may of course be different in
other Member States. Be that asit may, the provisions of the Framework
Directive once adopted may well be relied upon by the law enforcement
arms of the respective Member States in due course.%

Theonly legal quality the provisions of the Framework Decision will in
any event not enjoy is “direct effect,” and the only reason is that the
framers of the Treaty of Amsterdam specifically stated this in the rele-
vant legal article (Article 34(2)(b) of the Treaty on European Union. In
other words, citizens in the various Member States will not be able to
rely directly onits provisions and to enforce them in precedence to other
national rules before a national court. The Court of Justice will have
jurisdiction to entertain preliminary questions from national courts on
questions of interpretation and validity of its provisions (Article 35(1)
of the Treaty on European Union ).

My focusis on the process of its adoption and the information available
viainternet and other sources at the time of its adoption by the Council
(early December 2001). | traced through the information available via
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internet on the Europa server26 (Council2?” and CommissionZ home
pages) on the draft Framework Decision on European Arrest Warrants?®
just prior to its adoption by the Council (that is September to November
2001). | then compared the information put before the two parliaments
| was in a position to study: the Dutch parliament and the UK parlia-
ment. Finally | looked at the documents available on the Internet site of
an organization of civil society, Statewatch.30

On September 19, 2001, the Commission put forward a draft proposal
that can be found on internet via a link with Eurolex3! under “legisla-
tion in preparation.”32 To find it one needs to know more or less the
number one is looking for. A more accessible source is to be found
under the link on its home page “justice and home affairs’ and then onto
the newly established site “Terrorism — the EU on the move” 33 where
under the heading “documents’ one will find the Commission’s draft
(COM (2001) 521).34

As an introduction to its new “terrorism” section, the European
Commission explained that it had put forward “ proposals aimed at elim-
inating legal loopholes in the EU that may help radicals suspected of
violence escape justice.” These proposals were examined by the EU
Council of Ministers of Justice and Home Affairs on September 20,
200135 and the extraordinary European Council meeting on September
21, 2001.% The specia Article 36 Committee of senior officials subse-
quently continued examination of the draft and came up with various
reworked drafts during the course of the ensuing months. No reference
to Council negotiations or even alink with the web page of the Council
is provided under this specialy constructed terrorism site of the
Commission.

If one then went to the Council’ sweb page, one found accessto certain ear-
lier drafts on the European Arrest Warrant. For example, under the activi-
ties headed “justice and home affairs,”37 one could not track anything
down, asit fell neither under the heading “future proposals for action” nor
“lists of decisions adopted under JHA”. Oneg, in fact, had to know that one
must go separately to the topic of “transparency” and then to the heading
“access to documents / register”38 in order to try and literaly track down
possible Council texts. A search in the register with the words “European
Arrest Warrant” produced (at that time) alist of eight entries. This contained
the Commission proposal, a Council document transferring the
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Commission proposal to all delegations and six sets of draft Council texts/
amendments (dating in time from September 24- October 10, October 31-
November 14, and November 19 - December 4). Only the text from the
Article 36 Committee to COREPER / Council of October 10, 2001 could
be downloaded viatheinternet and it was avery initia text asking for some
political guidance on some very specific issues of principle. The four sub-
stantive Council texts indicating where the Council’ s consideration of the
Commissions proposal are indicated as “not available’ on the Internet.

| then turned to the heading “ agendas and timetabl es to meetings,”3° explor-
ing whether further substantive information could be gleaned as to the con
tent of the Council’s work on this particular subject. From the “timetables
of mesetings,” it could be learned that a meeting of JHA Council was
planned on December 6 and 7. Under “agendas’ of mestings of the
Council, on December 6, the day the scheduled meeting on JHA isto com-
mence, the latest agenda for meetings refers to those that took place aweek
or more previously!

Asanext step, one may turn to the heading “ Article 36 Committee” to see
if anything could be reconstructed from what is available there, after al this
is the preparatory instance of the Council’s draft decision. But the latest
agendas for this important committee date back to the meeting it held on
November 12 and 13, some severa weeks previously . Out of curiosity one
looks to see whether one might at least find the draft Council decision of
October 31, but discovers only the provisional agenda and a document
number, which on re-checking the Council register turns out to be the draft
of October 31. So on November 12 and 13, the Article 36 committee was
discussing the draft of October 31, and since then three further draft texts
have been produced and distributed.

The amount of information that was available in two Member States
was also limited. One discovered that on November 12, the Select
Committee on the EU of the House of Lords made a Report inter alia
on the European Arrest Warrant proposal in order to inform an early
debate in the House on some of the proposed EU legislation concerned
with terrorism 40 During the course of drawing up the report, they took
evidence from the relevant Government Minister and published it asis
customary with evidence. The report itself and the debate in the House
of Lords, reproduced in Hansard, are available on the internet4! The
state of the negotiations are those reflected in the Belgian presidency
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document of October 31, the only document available at the time that
evidence was taken, and futhermre, it was provided only in French.

The Dutch Parliament is consulted as a matter of national constitution-
a law. On November 19, it received from the government what is
known as an annotated agenda of the meeting to take place in Brussels
on December 6 and 7. That agenda is also published on the Internet as
an official document of the Dutch Parliament (in Dutch).42 It included
the draft arrest warrant, but referred to the version of October 31, which
was supplied in Dutch and to the two later texts, one available in
English and the most recent version only in French. The explicit rider
was added to the annotated agenda, to the effect that in any event “it was
the subject of on-going negotiations, and that the government would
provide further information when it became available”.

On December 5, only one day before the start of the relevant Council
meeting, the Dutch Minister of Justice appeared before the relevant
scrutiny committee of the Dutch parliament. At that meeting, parliament
was given ora information as to the state of play in negotiations, but
was not given the latest draft (December 4), as it was stated that it was-
not available at that time. The Dutch Parliament asked to agree to the
substance of atext that was not made available to it. This despite the
text of the Dutch constitutional provisions stating that it would receive
such documents fifteen days in advance. In the event the Dutch parlia-
ment, along with the UK and Sweden, imposed parliamentary scrutiny
reserves on the text as agreed in Council. Such reserves cannot alter the
content of the Decision agreed upon in Council but must be lifted before
it can enter into force.

By contrast, information was more readily available from a non-govern-
mental organization, Statewatch. Statewatch maintained a very exten
sive and very easily accessible web site plus a special Observatory on
the anti-terrorism measures under discussion after September 11.43
Statewatch describes itself as “a non-profit making voluntary group
founded in 1991 and comprised of lawyers, academics, journalists,
researchers and community activists. Its European network of contribu-
torsisdrawn from twelve countries. Statewatch encourages the publica-
tion of investigative journalism and critical research in the fields of the
state, civil liberties and openness.”# It proved easy to retrieve a text of
the Proposed Framework Decision on the European Arrest Warrant 45

112

background material, and detailed commentary on the provisions of the
available draft .

REFLECTIONS ON EU INFORMATION AND
COMMUNICATIONS POLICY

It is not uncommon to come across statements to the effect that the tech-
nology behind ICT has occasioned a very fundamental shift in the role
of government and governance.46ICT is responsible for avast increase
in the amount of information that is available, both in a quantitative
sense and in the manner in which it rendersinformation accessible. ICT,
in principle, increases the transparency of processes and structures by
generating information about the underlying productive and administra-
tive processes through which public administration accomplishes its
tasks. The Commission, in itsWhite Paper on Governance, is content to
adopt a congratulatory and superficial approach to its information poli-
cy (including the controversial new regulation on public access to doc-
uments) and some meagre thoughts in a separate communication on
developing its communications policy.47

Indeed, further examination of the Report of the Working Group 2a
(internal) - Consultation and Participation of Civil Society - as well as
that of Working Group la Broadening and Enriching the Public
Debate on European Matters - reveals that the general attitude dis-
played within the Commission to the significance of ICT is a highly
ambivalent one, confined largely to viewing it in purely instrumental
terms. In other words, it tends to focus on the introduction of more on-
lineinformation (for example, databases providing information on civil
society organizations that are active at European level or listing all con-
sultative bodies involved in EU policy-making) rather than on reflect-
ing on the institutional potential and dynamics of the technology in a
broader (citizenship) framework 48

The obligation on institutions to make information available to the gen-
eral public on request at the same time entails, the obligation to make
known the information they havein their possession. Interested citizens
must be able to know what public information the institutions possess
and where and how it can be found. It is the task of the institutional
actors, in the formal political process, to proactively make this informa-
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tion available and in principle freely available.4® This includes the
establishment of a public register where, as arule, documents that have
been received and drawn up by a public authority (including al its
preparatory instances) must be registered.

Thiswould include documents that the public authority in question esti-
mates initially to be “secret” or “classified” (i.e. not falling within the
rules on access to documents but under one of the specific exceptionsto
the general rule of openness). Only in this way can public activities be
opened up to the citizens (and their representatives) in such a way that
they can choose the information they wish to obtain, without having to
rely on public information services (the information that public author-
ities choose to give about their work). In June 2002, the Commission,
the Council, and the European Parliament had separately instituted such
registers as part of their obligations under the newly adopted regulation
on access to their documents, which in large part they have done,
although those of the Commission and the European Parliament have
been subject to some criticism.s0

Electronic media makes it possible to make such information widely
available. 51 More and moreit is considered an obligation on the part of
al executive, administrative, legislative, and even judicia authorities
within the EU to put on the internet extensive information about their
tasks, their organization structure, their activities, the agendas for their
meetings, as well as, information on the most important documents
under discussion in that context52 If the documents are not directly
made accessible via internet, then information should be included as to
where those documents can be obtained. Initialy, it could be said that
the information placed on the web pages of the various institutions
relating to documents, could aready be considered as within the public
domain.

THE ROLE OF THE NON-GOVERNMENTAL SECTOR

The decision by the Commission not to deal with the key issues of
access to information and the linked question of the communication
policies of the institutions is a major defect in the White Paper on
Governance53 The decision pre-determined a fairly marginal role for
“active” civil society representatives in its development of the gover-
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nance agenda in the EU. But it is a rather futile exercise to attempt to
pigeonhole as part of an exclusively vertical pyramid of accountability
the role of the citizen and their civil society representatives in the man-
ner that the Commission attempts to do in its White Paper on
Governance Rather, are-imagined role for the civil society sector could
invigorate considerably not only the institutions of representative
democracy but also offset to some extent at least the reality of excessive
bureaucratic domination. What is crucial however, to this perspective of
introducing more spaces for deliberative democracy isthat accessto the
debate is open and transparent and that there is no (or reduced) monop-
olization of influence behind closed doors. Information is often not
sought by interested citizens because they are unaware of its existence.

Providing a greatly improved system of information is only to be con-
sidered afirst step of a much larger project. It would serve as the basis
for a system that allows widespread participation in policy-making
processes through the mechanisms of interactive dialogue between the
Union institutions and interested private actors. It would allow individ-
uals to access the deliberative process as active participants rather than
as mere passive receivers of messages. Moreover, it might well prove to
be a unique opportunity for deliberations of citizens and interest groups
beyond the traditional frontiers of the nation-state, without the burden
of high entry costs for either individual citizens or public interest
groups54 The danger of resulting information “overload” is clearly
present. Already today citizens, groups, and national parliaments all
experience difficulty in sifting through the information they receive and
evaluating it to know what is and what is not important, and when pre-
cisely action and at what level, is required.

In this context, the role for the more specialized issue-oriented NGOs
emerges as a kind of well informed “early-warning” mechanism help-
ing to stimulate and focus public deliberations on related areas. Such
“active” citizens can also have a pivotal role to play in ensuring the
more widespread dissemination and filtering of information with the
aim of assuring more concrete possibilities for political participation in
the deliberative process itself. 55

What could in 1996 still be termed the “quiet revolution” of NGO par-
ticipation in international organizations took a different turn after
Seattle in 1999. Since then, the European Council summits have rouw-
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tinely been accompanied by demonstrations and protests. Over time, it
has become a clearer focus for anti-globalization protests, the EU being
perceived as a globalizierungsverstarker and the links between anti-EU
protests and anti-globalization protests have strengthened.% Such spec-
tacular demonstrations and protests led not only to dismissive comment
by a segment of the political elite (such as the statement by Tony Blair
after Gothenburg, condemning “the travelling circus of anarchists’), but
also amongst others. This led to greater realization of the need to take
on board the sentiments of dissatisfaction being expressed bottom-up
(also evidenced in referenda, such as the Irish vote on Nice) in the fur-
ther construction of the EU.

Nevertheless, the temptation is to react in an overly authoritarian man-
ner to certain post-national threats from “uncivil” society with the risk
of unnecessarily radicalizing “civil” society. Thus, the normative
response at the EU level to September 11, has been to equate protestors
at summit meetings with terrorists, rather than ensuring that a “voice”
is also given to those who seek change from the political process. What
isinteresting about this latter example is that it was civil society organ-
izations themselves that successfully made an issue for debate in the
(European) public sphere of the attempt to introduce a new and sweep-
ing definition of terrorism.

The combination of immediate digital access to the relevant documents
(provided by civil society itself and not by the responsible decision-
makers) coupled with sophisticated analysis and an engagement with
the formal political actors at the national level (national parliamentsin
particular) and at the European level (the Council and the European
Parliament in particular; the European Economic and Social Committee
(ESC) played no role at all) was a formula that resulted in real change
to the normative provisions in question.s”

As aresult of engaged, albeit non-traditional political activity, citizens
not only have much greater motivation to seek out information asto the
performance of public administrators and formal decision-makers
(either by themselves or through an association or interest group to
which they belong): they are also better placed than ever to scrutinise
the manner in which public administration tasks are carried out.
Moreover, it follows that citizens no longer need or wish to have pas-
sive relations with the public authorities, but instead wish to play avig-

116

orous part in defining these contacts as they seefit.8 In other words, cit-
izens are themselves developing their role, using the opportunities
offered to them by ICT both in terms of acquiring information and
maintaining virtual and horizontal relations with no traditional time and
space constraints,>® and are more willing to engage actively in issues
now than in times where a more heroic view of politics prevailed.s0
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54 Seetoo, Weiler et al. (1996).

55 See further, D. Curtin, “Non-Governmental Representation v. Civil Society
Deliberation: A Contemporary Governance Dilemma’, paper presented to
ARENA Annual Conference, Oslo, 2-3 March 2002.
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56 See too, Wolf (2001) 113.

57 See for details the Observatory on Terrorism and the Protection of Civil
Liberties on the Statewatch home-page, www.statewatch.org.

58 |CT and Government Committee, Citizen and Government in the
Information Society. The Need for Institutional Innovation. (Den Haag,
September 2001) http://www.minbzk.nl/international/documents/pub3092.htm.

59 See further, Scientific Council for Government Policy, Governments Losing
Ground. An Exploration of Administrative Consequences of ICT (Den Haag
1998).

60 See, on the role of ICT in strengthening the possibilities for civil society
organizations to participate in the process, Internet and Public Administration
(Internet en Openbaar Bestuur), De Schaduw Democratie (2001),
http://www.internetenopenbaarbestuur.nl/.
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NATIONAL SECURITY
AND THE RIGHT TO
INFORMATION IN
BULGARIA

Alexander Kashumov
Coordinator of Legal Projects
Access to Information Programme Foundation

In 1989, political changesin Bulgaria guaranteed the freedom of infor-
mation.! The right to access government-held information is enshrined
in Article 41 of the Constitution, in the chapter devoted to human rights.
This right was born out of public concern about environmental pollution
problems, as well as former state security services files.2 In addition,
political debates that were a natural result of the revived system of plu-
ralism raised the public's interest in the work and behavior of public
officials and politicians. The media began investigating public figures
and provided a forum for debate.3 Non-governmental organizations
also started to be active information seekers, especially in the field of
environmental protection; the Environment Protection Act (EPA) con
tained a chapter on access to information. Between 1997 and 1999, the
Bulgarian media's interest in getting more information from govern
ment agencies gradually increased. After the Access to Public
Information Act (APIA) was adopted, the media, NGOs, and citizens
felt encouraged to seek information from the state and did so more often
each year.4

At the same time, the country continues a serious practice of secrecy.
Internal regulations on secrecy, unknown to the public, remained sus
pended, but not repelled; far from public eye, but not thrown away.
Although the National Assembly in 1990 adopted alist of categories of
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information that constitute state secrets that relate to national security,
the government continued to hold pieces of information in secret under
the old regulations.>

So-called “official secrets’ are another type of secrets. Traditionally,

their scopeis defined less precisely; this category has not been précised
much even now. The usually protected interests are not expressly iden

tified in the laws and secondary legislation that govern official secrets.

This exemption from the right to access information appears to be a
very serious obstacle to transparency, sinceit is never foreseeable which
of the pieces of information handled every day could be considered an
“official secret.”

The new regulations on both Freedom of Information (FOI) and secre-
cy matters apparently follow atrend for agovernment that is more open
and accountable to citizens, which necessarily involves reconsidering
what is protected information. This is the first time a statute has regu-
lated national security exemptions. Despite this positive approach, some
problems have surfaced on the legislative level. The quality of the 2000
FOI law is deficient, because its drafters lacked the knowledge or polit-
ical will to meet high standards of openness. Similar problems
appeared in the Protection of Classified Information Act (PCIA), adopt-
ed in 1998, because the scope of secrets was not defined with sufficient
precision.b Its drafters’ enthusiasm stemmed from their ambition to ful-
fill NATO requirements, rather than from a will to stick to openness
standards.”

The lack of harmonization of the two laws is problematic on a practical
level. Insufficient training, financial support, and administrative prepa-
ration impede the implementation of the FOI law,8 while the newly
established PCIA Commission is reportedly pushing agencies to com-
ply with its classification requirements.®

The energy with which laws on the protection of classified information
are being implemented is explained partly by the fact that there exists a
body responsible for implementing them, and partly by Bulgaria's
application for NATO membership. Regarding implementation of the
APIA, on the other hand, the government relies on the fact that the law
ispassed already. The European Commission does not address the issue
as an important one in its regular reports10
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Therole of NATO requirements, and their relation to the ways in which
classification laws in Bulgaria and Romania may undermine earlier
openness legislation, is not clear enough.ll Some of the new legal stan
dards, such as time limits on document classification, probably reflect
NATO requirements. Similarly, the harm test was first introduced in
Bulgaria with the law on protection of classified information.2 It is
beyond doubt, however, that governments in Bulgaria and Romania 13
used the opportunity to achieve illegitimate goals as well 14

FREEDOM OF INFORMATION REGULATION IN
BULGARIA

Constitutional Guarantee

The 1990 Constitution guaranteed, among other rights, the citizens' right
to access government-held information.t> The provision evidently was
passed with the purpose of meeting public demand for more information
from government authorities about their current and past activities.
However, the Socialist Party that dominated Parliament, and which suc-
ceeded the Communist party that had ruled during the socialist regime,
was not keen to grant much liberty in that right, as it would expose the
party’ s past to the public. That reluctance is evident in the wording of the
Constitutional provision (Art. 41, Par. 2), which reads as follows:

Citizens shall have the right to information from state organs and
establishments on questions of |egitimate interest to them, when it
is not a state or other secret prescribed by law or does not affect
the rights of others.

This legal provision has three problems. First, it establishes a right that
is dependent on aperson’ s specific legal interest, which violates the stan
dard of Principle 11l of Recommendation (81)19 of the Committee of
Ministers of the Council of Europe — the statement of European stan-
dards on openness at the time. Principle 111 holds that access to informa-
tion cannot be refused because the person requesting the information
does not have a specific interest in the matter. Second, the constitutional
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right is granted to citizens, not to everyone. Third, protected interests are
not explicitly listed, which creates the possihility that their number will
grow.

In 1996, the President asked the Constitutional Court to deliver its bind-
ing interpretation of the provisions of Articles 39 through 41 of the
Constitution, which are related to freedom of expression and informa-
tion and media freedoms. In its judgment,16 the Constitutional Court
stated that al of the rights contained in these provisions should be
viewed and interpreted as awhole. It also held that the rights enshrined
in these provisions should be considered as principles, from which the
restrictions on these rights are exceptions. According to the
Consgtitutional Court, it follows from this premise that the restrictions
should be understood narrowly and applied only to protect a conflicting
right or legal interest, as the constitutional provision of Article 41,
Paragraph 1 explicitly prescribes:

Everyone shall have the right to seek, receive and impart informa-
tion. Thisright shall not be exercised to the detriment of therights
and reputation of others, or to the detriment of national security,
public order, public health and morality.

The Constitutional Court held that state authorities are obliged to guar-
antee everyone the right to seek information as enshrined in this provi-
sion by both active disclosure and provision of access to information
sources. The state’s obligations should be determined by law.
Conseguently, the Constitutional Court found in Article 41, Paragraph 1
of the Constitution the legal ground of the right to access government-
held information. The provision’s wording is similar to that of Article
19 of the International Covenant on Civil and Political Rights.

This Constitutional Court’s approach was of essential importance,
because it interpreted the right to access information broadly, avoiding
potential problems with |legitimate interest as a precondition to exercise
the right, the scope of people entitled to the right, and the potentially
broad range of interests protected by exceptions.

Laws before FOIA

The constitutional guarantee turned out to be insufficient to ensure
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effective enforcement of the right to access information. Courts took the
position that without a law, they have no capacity to consider disputes
over alleged violations of the constitutional right.17 From 1997 to 2000,
the Access to Information Programme (AIP) used different pieces of
legislation, mainly parts of administrative laws, to argue before author-
ities that citizens and the media have aright to information. A general
obligation to provide information (although not clearly specified) was
derived from the law on recommendations, warnings, complaints, and
requests (1980). Another regulation, a state council decree!8 on admin-
istrative and legal service for the population (1985), outlined some obli-
gations to provide information to people showing a legitimate interest.
Other pieces of law in different spheres also were used, such as the law
on protection of the environment (1991);19the law on local self-goverrn
ment and local administration (1991); and the law on securities, stock
exchanges, and investment companies (1998).

Law on Freedom of Information

Freedom of information law in Bulgaria was passed as part of a broad-
er program of administrative reform, as in other countries in transition
in the region.20 Beyond the FOIA, administrative reform included the
Law on State Administration (1998), the Law on Government Servants
(1999), the Law on Public Procurements (1998), and the Law on
Normative Acts (which has not been passed). The government intro-
duced these pieces of legislation in response to the need for effective-
ness and transparency in the public sector. However, while preparing
the FOI draft law, it became clear that the government was unaware of
the standards underlying the people’s right to access public informa-
tion.21

The administrative reform came after the huge economic and financial
crisisin late 1999 and early 1997. Instability and corruption, which lead
to that crisis, were accompanied by the Cabinet’s refusal to service
loans from outside financial institutions. When the right-wing party
Union of Democratic Forces (UDF) took the majority in Parliament and
appointed its government in April 1997, there was a serious expectation
for openness from both the public and the two international financial
institutions — the International Monetary Fund and World Bank — that
signed new agreements with the government in 1997. In addition, the
electorate expected that state security services files would finally be
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opened, as this was the first time the UDF controlled a majority of the
Parliament.22

Alongside these events, the Access to Information Programme (AIP)
started its active work in the spring of 1997.2 After several months of
consultation on FOI cases,?* it became clear that an FOI law was need-
ed. The AlIP's campaign to adopt such alaw started at the same time as
the government’ swork on the FOI draft. The AIP became aleader of the
campaign for better legislation on access to public information. The
campaign started in 1998 and continued until the law was adopted in the
summer of 2000, producing a number of papers and comments by dif-
ferent organizations and groups® that were presented in several semi-
nars and conferences, some of them including international participants.

While analyzing the proposed Bulgarian legislation, AIP lawyers
noticed that traditionally, secrets are not related to the protection of a
specific interest, but only to categories of information, which often are
broadly defined. Subsequently, when the administration decides
whether to grant an information request, it does not undertake steps to
identify the protected interest or to balance interests. This explains why
in most FOI cases, the Bulgarian state administration finds it is suffi-
cient only to identify the relevant legal provision and to refer to it as a
basis for denial. It does not apply the “three-part test,” which requires
that information relate to a legitimate aim listed in the law; that disclo-
sure must threaten to cause substantial harm to that aim; and that the
harm of the aim be greater than the public interest in rel easing the infor-
mation.

Parliament adopted the Access to Public Information Act (APIA) in
June 200026 after a public debate in which the AIP played a key role.
The AP submitted a number of comments and recommendations on the
different stages of the decision-making process. Representatives of the
organization were present at all debates in the Parliamentary Legal
Committee. Many of their recommendations were not taken into
account, and others were accepted.2?

The APIA does not meet some standards and also lacks enough clarity
about how public officials should implement it. Public information is
defined as information that enables citizens to form opinions about the
activities of the agencies governed by the law.28 Archival information is
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excluded from the scope of the act. Theright is directed to information
rather than to documents.2 Whether to review or to obtain copies of
documents is the requester’s preference, except in narrowly described
cases. Everyone has the right to access public information, regardless of
their citizenship or residence. The obligation to disclose information
actively or by request is imposed on all the three branches of govern
ment.30 Other obligated entities are those that receive state money and
the so-called public law entities.3t

The law prescribes restrictions on the right to access public informa-
tion.32 However, it does not make a clear linkage between itsrestrictions
and the protected interests the Constitution lists.33 The law mentions
four exemptions:

(1) state secrets;
(2) office secrets;

(3) protection of third-party interest, which embraces personal
data protection and business secrets; and

(4) pre-decisional opinions and recommendations.34

Until the Classified Information Act came in force in May 2002, there
was no time limit for the exemptions.3> Fees for providing information
may not exceed the printing expense or other similar costs. Refusals to
provide information are subject to administrative court review, which
has two stages. No ombudsman or information commissioner was pro-
vided under the law, which appears to be a serious deficiency.

The main critical comments of AlP, the Bulgarian Helsinki Committee,
and the non-governmental organization ARTICLE 19 when the hill was
introduced in Parliament concentrated on the following points:

*The definition of public information is complicated and could be
interpreted in arestrictive way.

*The media should not be counted among the units obliged under
the law, whereas companies providing public utilities should be
included.

«Exemptions from the right should be regulated precisely by pro-
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viding an exhaustive list of protected interests and by setting forth
the “three-part test” applicable to restrictions.

AIP paid much attention to the problem of regulating exemptions. It
suggested new provisions for regulation, but the UDF Member of
Parliament who introduced them in the Parliament withdrew the sug-
gestions.36 The next attempt in the legal committee to improve the
draft also met strong opposition and failed.3?

Today, nearly three years after these events, concern about the defi-
nition of exemptions has been proven to be realistic and warranted.
The lack of strict standards for all exemptions led to an administra-
tive practice of denying access to information simply by referring to
the corresponding legal provision, without any efforts to identify the
protected interest, conduct a harm test, and consider interests served
by disclosure. Also, the fact that exemptions are listed in the law as
“secrets” — and not as means to protect specific interests — fits com-
fortably with the old model of secrecy. Typica for that model is to
cover a broad scope of matters with darkness without giving any key
to answer the question of why access to that information is restricted.

Lack of Good Administrative Practices

Bulgarian administration needs to take some steps toward the prac-
tice of good service to citizens. Civil servants have not changed
enough from being officers who only fulfill orders “from superiors’
to being servants of the people. Despite the changes in legislation
regulating public administration, some old schemes still exist. For
example, theterm in use is “governmental” instead of “civil” servant.
Citizens are not guaranteed protection against abuse by public admin-
istration, because the very important Law on Administrative
Procedures (1979) has not been changed much. As a result, appeals
against administrative actions or omissions are not effective. There
are no effective instruments other than political pressure to push pub-
lic administration to act when it does not like to, because of slow
court procedures and a very complicated system of compensation.38

All of these problems are reflected in the administration’s reaction to
the implementation of FOI law. The AIP’'s 2002 sociological survey
on that issue3 shows that the government has not undertaken neces-
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sary steps to ensure implementation of the law. In many units within
the executive branch, there are no servants appointed to deal with
information requests (33.7 percent of those surveyed) or places
where information requests can be registered (nearly 25 percent). At
the same time, AlP interviewers met negative attitudes in anumber of
institutions and heard expressions such as, “I do not care about
YOUR law! Leave me alone!” 40

Public administration’s negligence also is evident in the cases the
AIP has recorded. The number of cases in which thereis no response
to information requests (so-called tacit denials) continues to be large.
Soon after APIA was adopted, courts refused to admit their compe-
tence to judge on such casesA! After vigorous arguments, in two
cases in 2001 five member panels of the Supreme administrative
court decided that judicial review extends to tacit denials and estab-
lished court practice on that.42 Subsequently, cases moved to the
issue of declaring tacit denials always unlawful .43

These problems with public administration reflect on the effective
implementation of FOI law and hence on the public’s ability to exer-
cise its right to access public information. They also are an obstacle
to concentrating on how to apply FOI exemptions. If the ideal is that
openness is a behavior, not a decision taking process, the problem in
Bulgaria (and perhaps in other countries with the same background)
is that still it is not even a decision taking process.

THE REGULATION OF SECRECY IN BULGARIA

Regulation of secrecy took different forms across three different time
periodsin Bulgaria. Thefirst isthe period of socialist times, the sec-
ond is the period between late 1989 and 2002, and the third is after
the Protection of Classified Information Act was passed in 2002. The
first period was considered to be one of ideological war against ene-
mies of communist regimes44 During the second period, the political
system changed, and the principles of rule of law and human rights
protection were established. Legal regulations also changed some-
what, and public attitudes viewed secrecy as a relic of the past. The
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third period could be described as atime that set forth both more pre-
cise regulation on secrecy and some revival of the government’'s
endeavor to resort to secrecy.

The Regulation of Secrecy before 1990

What documents could be classified as state secrets before 1990, as
well as who could classify them and how, is not known even now, thir-
teen years after the changes. There was no legal instrument apart from
internal rules to regulate these matters. The only legal provision that
sheds some light on thisis Article 104 of the Penal Code (1968), relat-
ed to the crime of espionage. According to paragraph 3 of that article,
“state secret” is defined as:

facts, information and matters of military, political, economic or
other character, the disclosure of which to a foreign government
could harm the interests of the state and especialy its safety.45

The Cabinet approved alist of “facts, information, and matters,” but the
list was not published46 According to Bulgaria' s Supreme Court (1980),
only the categories of data in the list which the Cabinet had approved
were state secrets. The Court also held that information published in the
press could not be considered a state secret anymore. Court practice in
that time was far from democratic; in a 1978 case, the Court decided that
the question of harm (related to national economy) was not a question
to be investigated, because criminal responsibility was justified by
the communication of information that was listed as a state secret.47

The Penal Code provides penalties for disclosure of an official secret
(Article 284), an economic secret (Article 224), or other secrets
(Article 360). It is notable that official and economic secrets are not
defined anywhere in the law or other legislation. Communication of
an economic secret is penalized if it would cause substantial harm to
the economy, and communication of an official secret is subject to
sanction if it would cause harm to the state or to afirm, organization,
or private individual. “Secrets” under Article 360 differs from the
former categories since it encompasses information of military, eco-
nomic, or other character about which communication is forbidden
by law, order, or another administrative document. It is important to
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emphasize that all of these provisions still exist, though they are not
applied. This is a threat that should not be underestimated when
assessing reasons for the poor application of FOI law.48

The List of State Secrets

In 1990 the Parliament adopted alist of facts, information, and matters
that constitute state secrets. It included three groups of data, related to
defense (sixteen categories), foreign relations and internal security (five
categories), and the economy (six categories, one of which was abol-
ished in 1999). In 2000, a fourth group of data, related to aircraft safe-
ty, was added.

Not withstanding the clear scope the list set forth, executive-branch
institutions continued to apply their own “standards’ without minding
the inconsistency. For example, on Feb. 24, 1994, the Ministry of
Foreign Affairs approved alist of “facts, information, and matters’ that
constitute state secrets for the Ministry, and it defers considerably from
those contained in the Parliament’s list.

There were three levels of classification at that time, according to areg-
ulation passed by the government: top secret of particular importance,
top secret, and secret. However, there was no considerable difference
between them as there was no limit on the duration of classification fol-
lowing socialist times. Declassification was not regulated at all.

Documents were practically declassified by order of the relevant minis-
ter or the Cabinet a few times between 1997 and 2001. The Parliament
also decided in October 1994 that information about the organization,
methods, and means for the performance of special assignments by the
former state security services, as well as the information from agents
collected by them before Oct. 13, 1991, are not state secrets under the
list adopted by Parliament.

The List of Strategic Entities (State Organs and Organizations) of
Significance to National Security
A government regulation from 19944 regulated the functions of the
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National Security Service (NSS), a department in the Ministry of inte-
rior, in relation to the protection of strategic objectsS0 and activities of
significance to national security and of state secrets. According to that
regulation, the protection had two aspects: physical protection and
informational protection.

There was no definition in the regulation or elsewhere in the legislation
of a strategic object of significance to national security, but the regula-
tion provisioned that the Cabinet (that is, the Council of Ministers)
should determine these objects under a request of the correspondent
minister. It is seen in the regulation that the term “object” is closely
related to the term “ strategic state organs and organizations” (strategic
entities). 51 Article 4, Par.1 of the regulation provided that the Cabinet
approves and amends the list of strategic state organs and organizations.

The cabinet has never made the list public. A number of companies,
even private, were registered in the list alongside state authorities52 The
list was published briefly in the State Gazette in early 1994, 33 but in
December, the newly elected socialist party government cocooned it in
silence again.5* The AIP debated the issue5> and then published the
list.56 Despite the AIP's action, no government published the list.

At thetime, Bulgarian legislation did not define the term “ national secu
rity” or “strategic places and activities.” The government would decide
on a case-by-case basis, without taking legal requirements into consid-
eration, whether it was necessary to put a given state agency or organi-
zation on the list. Formerly state-owned businesses, registered in the
early 1990s as commercial companies with the government being the
sole shareholder, evidently continued to receive special care after the
Cold War.

The Cabinet’s decision to list a new entity could not be challenged in
the courts, because according to the Constitution, the courts are entitled
to review government acts only with respect to their legality, but there
was not any legal criteria for enlisting an entity as strategic.
Futhermore, even if judicial review was admissible it would be impos
sible to find anybody with a legitimate interest to sue, since there was
no FOIA in 1997 and in addition the constituitional right of everyoneto
access government held information was not yet enforced by the
courts.57
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The classification and safeguarding of documents was entrusted to a
unit established in each authority or entity on the list. An officer from

the National Security Service (NSS) worked in each unit, and the NSS

exercised overall control of classification procedures.

An example of how the list worked is the inclusion of the National
Electric Company (NEC) in May 1997. At that time, the Bulgarian
press reported that NEC was listed among the “ state organs and organ-
izations” within which units were established to protect the facts, infor-
mation, and objects that were state secrets.® That is how AIP was
informed of the existence of the list and undertook setps to obtain a
copy of it.

Bulgaria had just surpassed a huge economic crisis and hyperinflation
in January 1997, followed by the resignation of the Socialist party gov-
ernment on February 4 and elections in April, in which the right-wing
party, the Union of Democratic Forces, took the magjority in the
Parliament and appointed a new government. There also was serious
tension about who would control the gas-flow pipes in Bulgaria.5®

NEC was listed upon its request addressed to the Council of Ministers.
In the letter, the company director said that the listing was needed as a
step toward:

solving particular issues of production security and the security of
energy distribution aswell asissues of limiting access to the ener-
gy-production units, energy supplies, information of cases of bad
management, property damages, thefts and misuse of materials
and finally securing the secrecy of classified documents.

The Protection of Classified Information Act

The 2002 Protection of Classified Information Act (PCIA) was the first
statute in Bulgaria regulating all matters related to state and official
secrets. It was drafted in 200060 and passed in April 2002. The govern
ments referred to the necessity to draft this law as a “strategic priori-
ty.”61 |t was justified by the lack of overall and statutory legislation on
the matter, together with the large discretion to classify documents.
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The AIP received an official invitation to participate in the discussion
on the law after the NGO filed arequest for access to the draft version.
The draft was discussed with a working group, which was led by the
National Security Service and included representatives from the
Ministry of Defense, the Ministry of Interior, the Ministry of Foreign
Affairs, the Ministry of Transport and Communications, and others. In
April 2001, the AIP delivered its comments. It noted that a register of
the classified documents should be created and made public, because
citizens have no other means of watching the terms for classification,
and also suggested that the definition of “state secret” should meet the
“three-part test.” In its comments and statements in October 2001 and
March 2002, the AIP also criticized the regulation of official secretsand
the lack of provisions on classification of segregable portions of docu
ments and on deletion of documents. Accent was put on the fact that
under the draft law, information falling under the definitions of state and
official secretsis considered classified itself, without implementation of
any procedural rules and marking. Clear classification authority was also
missing.

The AIP's position was announced publicly in a discussion in the
National Assembly and through the media. Two drafts with similar pro-
visions were introduced by the UDF parliamentary group and the gov-
ernment. Soon before voting on the bill, the Cabinet amended it with a
provision abolishing the law on access to former state security services
files. After an intensive parliamentary debate, during which the UDF
proposed its amendments and consulted with the AIP, the Parliament
adopted the government bill in April 2002.

The next month, a group of Members of Parliament addressed the
Constitutional Court with a claim that some provisions of the newly
adopted law are contrary to the Constitution. They claimed that the lack
of publicity for the register62 of classified documents and the abolition of
the law on access to former state security files were unconstitutional.
However, they did not dispute the requirement to classify files or vol-
umes of documents when they contain an individual document subject to
classification.83 In Decision No. 11 of 2002, the Constitutional Court
held that the challenged provisions are not unconstitutional. As a conse-
guence, the regulation, which the government passed for the application
of the law, stated that the register of classified documents is classified
itself 64
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The PCIA was published on April 30, 2002. Thusthe legislature fulfilled
its constitutional obligation under Article 41, paragraph 1 of the
Constitution, as interpreted by the Constitutional Court in its Decision
No. 7 of 1996 on Constitutional Case No. 1 of 1996.65 At the sametime,
however, the act was adopted as a necessary step in the application
process for NATO membership, which led to some concerns — namely,
that this circumstance could be used as an opportunity to restrict citizens
rights to access information. These concerns proved to be justified.

Positive aspects

Some of the act’s significant achievements should be emphasized.
“ State secret” was defined as information that falls within the categories
listed in an annex to the act, which if disclosed would harm or threaten
to harm the interests of national security, defense, foreign policy, or the
protection of the constitutionally established order.6¢

“Official secret” was defined in a similar way, athough the protected
interests are less clear. The categories of such information should be
listed in alaw and defined by secondary legislation. The regquirement
that protection should be limited to information that would be harmful
if disclosed is applied to official secrets as well; however, the interests
that may be considered when determining likely harm are not precisely
determined.

The law also specifies the length of time information in each category
remains classified. There are three levels of state secrets: top secret (30
years), secret (15 years), and confidential (five years). The duration of
classification of an official secret istwo years.

While the only authorities that previously exercised control over class-
fication and related matters were security services, the newly estab-
lished commission appears a step ahead.

Negative aspects

The definition of “state secret” encompasses the following protected
interests. national security, defense, foreign affairs, and protection of
the constitutional order. Whilethelast interest isunclear and stemsfrom
the old system, in which the “enemy” was sought within the society, the
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fact that the first three are mentioned separately also is of concern. What
are considered national security issues, besides national defense and
foreign affairs?7

The definition of national security is too broad and unclear. According
to the supplementary provisions of PCIA Para.l, Item 13, “national
security” means:

a state of society and country where the fundamental human and
citizens' rights and freedoms, territorial integrity, independence
and sovereignty are protected and democratic functioning of the
state and civic institutions is guaranteed, which results the nation
saving and enlarging the wealth and in the development of the
nation.

It turns out that almost everything is related to national security and
therefore is subject to special treatment.®

Some information categories listed in the act’s annex are not related to
the protected interests. For example, the group of economic data usual-
ly is not linked to national security or constitutional order. In addition,
the interests the “official secret” exemption protects are very broad: that
is, interests of the state, and any other interest protected by law.

Thelaw also failsto grant clear classification authority. Classificationis
entrusted to everyone who is authorized to sign the relevant document,
which increases the potential number of classified documents.® People
may classify information more often, either because they fear they will
be sanctioned if they fail to do so, or to allow the taking of a decision
far from “unauthorized” eyes. Promises that security serviceswill prac-
tically control that process do not seem persuasive.”0

According to the law, when a classified document is kept in afile (that
is, a volume of documents), the entire file should be classified. If there
is more than one classified document in the file, the classification level
applied to the file will be that of the document in the highest classifica-
tion level. Evidently, these provisions violate the principle that informa-
tion may be classified only when its disclosure could harm protected
interests.

Changes of the duration of classification of a document are not subject
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to a serious check. Generally, authority to change the level of classifi-
cation of a document is entrusted to the officers who first classified the
respective document, which is clearly inappropriate. Separately, the
commission for security of information may extend the duration of clas-
sification for a period not to exceed the duration of the origina period.
The grounds of such a decision are broadly determined: “when the
national interests require that.”

The procedure for deleting classified information also does not guaran
tee theright to information. The register of classified documentsis not
public. Neither do declassified documents become public automatical-
ly. Consequently documents can be destroyed without citizens being
aware that they had been destroyed. Once the information becomes
declassified, which happens automatically when the duration of classi
fication expires and is not prolonged, it must still be kept within the
authority for one year. During this year a commission within the
authority decides whether to destroy the information or keep it, and asks
the commission for security of information to approve the decision.
Neither the declassification nor the decision to destroy documents is
subject to public announcement, and therefore it is very difficult for a
person outside the authority to foresee when documents could be
destroyed. Thisalso jeopardizes the exercise of the proclaimed right to
appeal such decisionsin court.

The AIP also protested against the abolition of the law on accessto for-
mer state security files, which evidently is a step back. The promise that
internal regulations would provide citizens with access to such data
proved to be a lie. The regulation was not published and is poorly
applied. Individuals seeking protection of their rights now address the
AlP for help.

Circumstances in which State Secrets Are Called Upon

The AIP's experience in former years has been that state secrets often
are not encountered as grounds for the refusal of information.’!
However, the question about state secrets occurred in 1999 during the
war in Kosovo, when journalists in the country reportedly were denied
information about the number and location of bomb-proof shelters by a
reference to the list of classified information.”2
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This problem reappeared in early 2003 after the debate about a possible
war with Iraq and the Bulgarian government’s decision to support the
United States position in the United Nations Security Council. State
secrets also were an issue in late 2002, when the Ministry of Defense
undertook actions to destroy some military rockets, and environmental
pollution concerns were raised publicly. 1n 2002, the AIP appealed the
Cabinet’s denial to disclose the rules on handling state secret informa-
tion in the era of socialism, passed in 1980.73

The Courts

There are afew court cases of interest on thistopic. The judgment in the
most recent case was delivered on Feb. 5, 2003, when the Supreme
Administrative Court (SAC) held, inter alia, that former state security
services files do not constitute classified information.”4 The Court
found no reason to believe the opposite, since Parliament’s 1994 deci-
sion declassified that information, and it also is not listed in the annex
to PCIA.

The SAC referred to the PCIA in May 2002 when it declared the
Cabinet’s decision to deny access to the minutes of its first meeting

unlawful.”s> The Court stated that if an authority that is governed by the
Accessto Public Information Act (APIA) invokes Article 13, paragraph

2, item 1 of the APIA (the preparatory documents exemption) as a
ground for refusal, the information should satisfy the requirements of

the PCIA regarding information that may be classified as an official

secret. In this respect, the Cabinet should present a list of precisely

determined categories of information as required by Article 26 of the
PCIA.

In another case, the SAC held that state financial auditors may not
refuse access to information (a financial audit) on the grounds that,
“during their job, servants doing audits should keep as official secrets
al the information, which they know from their work.” The Court found
that such a provision is related to the time during which the work is
undertaken, and does not justify refusing citizens access to information
once the audit isfinished. Therefore, “official secret” grounds cannot be
used.”6
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CONCLUSION

The main challenge for acountry like Bulgariain relation with the con-
flict for FOI and national security law and practicesisto practically pro-
mote the principle that FOI takes precedence. Like other Central and
East European states, Bulgaria has a serious background of uncontrolled
secrecy and only a slight law and practice of FOI.

The interests of politicians and former security officers may motivate
both to turn back to practices of secrecy. What contributes to this is
some lack of understanding about, and practice of, FOI standards and
attempts to replace them with other aims such as security. It is easy to
do that in Bulgaria, given the country’s history and environment, in
which people feel insecure for several reasons, such as adjustment to a
market economy, unemployment, and low pensions.

Old ways of thinking are also problematic. The understanding that
information is “secret” (that is, exempted from public scrutiny by its
nature) prevails, rather than the view that “classification” must occur as
aresult of human action in which some rules, based on the principle of
harm, are applied.

Foreign policies also contribute to the problem. In cases of war, emer-
gency, or instability, people usually feel insecure and instinctively seek
protection. They pay too much, however, when the protection they seek
is linked with secrecy that resultsin alack of accountability.
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NOTES

1 |n socialist times, the state formally recognized the right of everyone to seek,
receive, and impart information; it ratified the International Covenant on Civil
and Political Rights. However, the state undertook no other steps on the domes-
tic level, where the legislation was radically different and the practices of prop-
aganda and censorship were devel oped.

2 |ts main stimulus was the pollution in Rousse and Chernobil, where the lives
and health of many people were affected. See more in Jouleva, Gergana. 2002.
“Bulgaria— The Access to Information Programme: Fighting for Transparency
during the Democratic Transition.” Available at http://mww.freedominfo.org.

3 The press in Bulgaria has not been under regulation, and not even 1 percent
isowned by the state, while there always has been intense debate about the inde-
pendence of national broadcasters.

4 Seethe AIP annual reports for 2000, 2001, and 2002 at www.aip-bg.org.

5 In 2002, the Cabinet denied the AIP access to the 1980 regulation on state
secrets, athough it was not supposed to be in force. The Cabinet claimed that
the regulation was classified as state secret.

6 Romania faced a similar situation. See Goldberg, David. 2002. Promoting
Practical Accessto Democracy: A Survey of Freedom of Information in Central
and Eastern Europe. London: Article 19; 21-22.

7 This could be easily identified in the “reasons’ (white paper) of the govern-
ment.

8 See the conclusions of The Year of the Rational Ignorance (Results from a
Sociological Survey) by the AIPin 2002.

9 The AIP received information from different units, including courts and com-
panies, that the PCIA Commission established under the law on protection of
classified information required it to implement the rules for keeping state
Secrets.

10 Executives in Bulgaria and probably in Romania respect mostly standards
and requirements of the EU and NATO.

11 One reason is that document C-M (2002) 49 (and before that C-M (55) 15,
which was the basic requirement when the laws in Bulgaria and Romania were
drafted) is not disclosed. See Toby Mendel’s Chapter in this volumne, pp. 18-
19. | feel that some words could be added here. The twofold role of NATO
requirements should be pointed out. Bulgarian and Romanian legisation did not
regul ate the scope and procedures of classifying documents entirely before they
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started to tackle the NATO requirements. Also, they did not define atime limit
for classified documents initially. The requirements most obvious positive
aspect was that the legislature passed relatively complete and detailed regula-
tion on secrets with some standards in it. The negative side is that governments
used the opportunity to broaden the scope of secret information too much.
Together, these two factors contributed to this: new legislation was adopted, and
the governments are not completely familiar with the NATO guidelines. Some
lack of activeness on the part of Parliamentary opposition in Bulgaria aso is
noteworthy here.

12 Art. 25 of PCIA states that “ State secret is the information determined under
the list attached to the act, the unauthorized access to which would endanger or
harm the interests of the Republic of Bulgaria related to national security,
defense, foreign politics or the protection of the constitutionality established
order.”

13 See the 2002 Report of the Romanian Helsinki Committee at
http: //imvww.apador .or g/ranual e.htm.

14 |n Bulgaria, the PCIA repealed the law on access to former state security
files. In both Bulgaria and Romania, all of the classified information was put
under the same regime, although its scope is far broader than NATO informa-
tion.

15 Chapter 2 of the Constitution is devoted to the fundamental human rights.
16 |n its judgementNo. 7 of 1996 on the first constitutional case of 1996.

17 For details see “Freedom of Information Litigation,” ed. AIP, Sofia 2002,
p.11-12. Published also on http://mww.aip-bg.or g/pdf/court_eng.pdf.

18 An authority existing before 1990 and encompassing functions of legislative
and executive, and even some of the judiciary.

19 The law (currently not in force) had a chapter on access to environmental
information and provided for both active and passive obligations to disclose
information.

20 See more in “Bulgaria. The Access to Information Programme. Fighting for
transparency during the democratic transition,? by Gergana Jouleva, 2002, pub-
lished on http://mmw.freedominfo.org.

21 At the end of 1998 and the beginning of 1999, the draft law was announced
through the media as alaw on state secrets. Later, it was referred to asalaw on
information.

22 See also Kashamov, Alexander. 2002. Access to Information Litigation
Campaign in Bulgaria” In The Right to Know, the Right to Live: Access to
Information and Socio-Economic Justice edited by R. Calland and A. Tilley;
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87.

23 More information of the AIP work these years can be found in Jouleva, 2002,
available at http://mwww.freedominfo.org.

24 During itsfirst year, the Al P established a network of local coordinatorsin 18
cities/district centers who collected cases (primarily from journalists) and sent
them to the AIP. AIP lawyers prepared written legal advice on the cases and
returned them to the coordinators, who re-sent them to the affected people and
to other interested journalists, NGOs, and officials. Gradually, the network
enlarged and now consists of 26 local coordinators, covering al districtsin the
country except two.

25 The groups included: the AIP, Bulgarian Helsinki Committee, Article 19, the
International Press Institute, the Bulgarian Association of Licensed
Broadcasters, the Union of Bulgarian Immigrants in Sweden, and statements
from participants in three seminars in the country (local administration, media,
and NGOs).

26 published in State Gazette No. 55 (July 7, 2002).

27 Some moments of the AIP advocacy campaign were very tentative. An MP
from the ruling party at that time, who proposed amendmentsin the draft law pre-
pared by the AIP, took back the proposal without explanation later on. Another
proposal for amendments in the draft, prepared by the AlIP and a deputy chair of
the Parliamentary Legal Committee from the ruling codition, was given to the
committee members for discussion. Before the next committee hearing, it was
revoked slently.

28 At that time, the AIP thought the definition is rather vague and makes it diffi -
cult to determine exactly which information is public. Later, the courts empha-
sized that problem, but until now, they have not declared any piece of requested
information as not within the scope of the APIA.

29 Pieces of documents could be requested.

30 There is not a list of authorities that are excluded from the scope of the law.
Nevertheless, some authorities have attempted to argue that the APIA does not
apply to them (eg., Bulgarian Helsinki Committee v. Military Prosecutor of
Siven).

31 Thisterm is not defined in the laws. It still is not clear in the doctrine, but it is
under interpretation by the courtsin some cases involving refusals of the National
Health Insurance Fund and the National Electora Commission.

32 Under the Congtitutional Court interpretation in Decision No. 7 from 1996 on
Constitutional Case No. 1 during 1996, “law” means an act of the legidative
branch.
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33 This linkage is made in the above-mentioned Constitutional Court Decision. It
saysthat arestriction on the right to information is regarded as an exception from
the principle and should pass the following test: (1) to be provided by law, (2) for
the protection of the interests precisely enlisted in the Congtitution, (3) only to the
extent necessary to satisfy that protection (proportionality). The harm test was
introduced much later with the Classified Information Act, in May 2002.

34 This exemption would extend to some period after the fina decision is made.
The law reads that it cannot be applied after two years from the creation of the
document expire (before May 2002 the period was 20 years).

35 The only time limit was the above-mentioned 20-year period for pre-decision-
al documents.

36 The party’s parliamentary group probably found that it was unacceptable to
have “internal criticism” when the other parties in the Parliament had none.

37 The Cabinet’s legal department representative protested when the work group,
which consulted the AIP, introduced its amendments in the Parliamentary Lega
Committee. As a result, the committee meeting was postponed and the work
group’ s amendments were repealed slently.

38 The law on the government’s responsibility for harm to citizens (1988) provi -
sions that the administrative courts (two-level system) should declare an adminis-
trative act unlawful and only after that oneis entitled to compensation, determined
by civil courts (three-level system). On average, it takes six to seven yearsto close
acivil case and about two years for an administrative case.

39 AIP, ed. 2002. The Year of Rational Ignorance Ignorance (Results from a
Sociological Survey). Available at www.aip-bg.org.

40 |bid., p. 3.

41 This happened because there was not a specific provision in APIA saying that
tacit denials are also subject oto legal review. Possible problem of that kind in
Romania was avoided by the provision of Art. 21 Par.1, where tacit denials are
referred expresdy.

42 See“ Access to Information Litigation in Bulgaria,” 18-19. Questioning courts
competence to judge such cases could seem ridiculous from outside, but it stems
from the old system of appeding only administrative acts. Omissions are
appealed only if the specific law provides so. Court practice on tacit refusals under
FOI law was a positive step on the issue as awhole.

43 The “old fashioned” practiceisthat courts should consider whether the denial
would be in conformity with law if it would be delivered. In such cases, courts
previoudly declared the denias lawful. Two judgments in late 2002 determined
that tacit denials under the FOIA serioudly infringe the legal requirement for writ-
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ten form of the denials as a guarantee to the congtitutiond right to information.
Both are under appeal.

44 Practically the subject of possible threat was not just nationally, but widely
understood. Possible dangers to the USSR as a leader of the socialist camp were
practically also under care.

45 The provision reflects almost explicitly that of Article 83 of the repealed Penal
Code (1956). The pendty for imparting state secrets was death or 10 years in
prison.

46 The law required the list to be published, however. The first time it was pub-
lished was in 1990.

47 The law was worded otherwise.

48 |n 2001, the Military Prosecution Office started proceedings to investigate a
“committed crime” under Article 360 of the Penal Code. A police directorate
spokesperson told media that a well-known person was detained and would
undergo medical expertise. Luckily, the proceedings were closed soon after that
without consequences.

49 Adopted with a Decree No. 324 from 1994 of the Cabinet, Officid Gazette No
5/1995. Repeded by the Regulation on Application of the Law on the Ministry of
Interior, adopted with a Decree No 212 from 24/09/1998, Officia Gazette No
113/1998.

50 From the context of the regulation it followsthat by “objects” it is meant places,
constructions and premises belonging to entities (organs and organi zations).

51 Formally two different provisions stated that the Cabinet should determine the
objects (Art.2) and separately the strategic entitites (Art. 4, Par. 1). However, there
is no of the existence of a separate list of strategic objects. There is a possibility
that the terms “ strategic object” and “strategic entity” practically coincided.

52 They were enclosed on the ground of Art. 6 of the regulation, which empowered
NSS to assist and exercise control on non-government organizations to create,
organize and ensure functioning of units of security, to protect stete secrets and to
ensure issuing of clearances for work in strategic and life saving objects.

53 Published as an appendix to the Cabinet’s Decree No. 210 of 1994, in Official
GazetteNo. 84, 1994.

54 |n fact, one of the first steps of the new government was to abolish the legal
requirement to publish the list. Decree No. 210 was suspended with a decree on
Dec. 28, 1994, published in Official Gazette No. 5, 1995.

55 See “The NEC Case,” available at http:/www.aip-bg.org.
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56 See “Access to Information: Norms and Practices.” 1998. Sofia. Available at
http://Awww.ai p-bg.org.

57 See “Freedom of Information Litigation,” ed. AIP Sofia, 2002 (cf. note 18
above).

58 With Decision No 457 of May 2, 1997, of the Council of Ministers.

59 The problem related to the presence of the Russian Company Gasprom on
Bulgarian market.

60 The preparatory work started in 1999 and the inter-agency work group was
appointed on Sept. 20, 2000 (see government reasons [white paper] to the draft).

61 Cabinet Kostov (1997-2001) and Cabinet Koburgotski (2001-present). The gov-
ernment decided to apply for NATO membership under No. 192 on Feb. 17, 1997.
The Nationa Program for Preparation and Association to the Pact was established
asaresult.

62 They did this despite the fact that only one MP voted for the publicity of the reg-
ister before that in Parliament. Probably they liked to have good image before pub-
lic after AIP strongly criticized the vote on the publicity of the register.

63 AIP had presented amonth ago to UDF MPsiits remarks on the law’ s constitu-
tionality. Its opinion stated that classifying volumesthat contain documents that do
not need to be classified violates the congtitutional right to access information.

64 Article 25, paragraph 2 of the regulation.
65 | bid.
66 Article 25 of the Protection of Classified Information Act.

67 See the Executive Order 12958 of 517 April, 1995 on classified nationa securi-
ty information, which states that national security is nothing more than the combi-
nation of defense and foreign relations (Section 1.1.a8).

68 The recent changesin privatization law removed judicia review on privatization
desls related to national security. The broad definition allows every possible inter-
est to be claimed as such of “national security.”

69 |n the supplementary provisions, unitsthat have authorization to work with clas-
sified information (consequently, to classify) also could be firms.

70 Evidently, people without training can classify documents, even judges. The AIP
was addressed by a woman, who told the group that the court file of her property
rights dispute was classified.

71 See the AIP annual report, “Access to Information Situation in Bulgaria in
2001,” available athttp://www.aip-bg.org.
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72 The AIP receives amonthly report of FOI cases from its coordinators in 26 dis-
trict towns in the country. The reporters are local journalists, an NGO activist, and
AlPloca coordinators. For more information about the AIP network, see Jouleva,
2002, and AlP annual reports at http://www.aip-bg.org.

73 The caseis pending before the Supreme Administrative Court, Fifth Division.

74 Decison No. 974 of 2003 on Case No. 11111 of 2002. This was a dispute
between the commission under Article 4 of the repealed law on access to former
state security services files and the commission under PCIA on the question of the
possession of the archive of the documents, possessed by the first commission.

75 Decision No. 4694 of 2002 on Case No. 7189 of 2001.

76 The decision is not as good as awhole, since it suggests a ground of a refusal
on another ground, but that is out of the scope of the current text.
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NATO’S SECURITY OF
INFORMATION POLICY
AND THE RIGHT TO
INFORMATION

Alasdair Robertst
Director, Campbell Public Affairs Institute
The Maxwell School of Syracuse University

In December 2001, the international movement for open government
marked asmall victory: Romania’ s new right-to-information statute, the
Law Regarding Free Access To Information of Public Interest, came
into force. Unfortunately, the victory was soon qualified. In April
2002, Romania adopted a new state secrets law that creates a broad
authority to withhold information that has been classified as sensitive
by government officials.

Non-governmental organizations complained about the haste with
which the state secrets law was adopted, aswell asitsdrafting. Thefirst
version of the law was struck down on procedural grounds by
Romania's Constitutional Court in April 2001. A second version,
although revised in response to criticisms, still proved objectionable.
The International Helsinki Federation said that the law “failed to strike
a proper balance” between secrecy and the public’s right to know.
ARTICLE 19, a freedom of expression advocacy group, said that
“incredibly broad” restrictions in the law could “substantially under-
mine” the new right-to-information statute.?2

Romaniais not an unusual case. Ten countries in Central and Eastern
Europe have adopted right-to-information laws in the last decade — but
€eleven have adopted laws to restrict access to information that has been
classified as sensitive (Table One). Complaints about undue haste and
poor drafting have arisen in several of these countries. The Hungarian
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Helsinki Committee complained that Hungary’s state secrets law, first
adopted in 1995, became problematic after the addition of “extremely
vague wording” about classification of information in December 1999.
In Slovakia, protests from non-governmental organizations compelled
the Cabinet to withdraw a proposed secrecy law in February 20013 A
law was eventually adopted in May 2001.

ARTICLE 19 also complained about “absurdly broad” restrictions in
the proposed Bulgarian secrecy law. Other critics suggested that the
law, eventually adopted in April 2002, might weaken the accountability
of the state security service. In May 2002, across-party coalition of leg-
islators launched a court challenge, claiming that the law conflicted
with Bulgaria' s constitutional guarantee of aright to information4

The spread of state secrets laws has also led to strict policies on securi-
ty clearances. In 1999, Poland’s ombudsman questioned the constitu-
tionality of rules in the country’s new Classified Information Act that
determined which public officials would receive access to sensitive
information. Polish judges complained about intrusive investigationsto
determine whether their lifestyles could make them “susceptibleto . . .
pressure.” Slovakia sthe new security agency will review political and
religious affiliations, and lifestyles — including extramarital affairs —
that are thought to create a danger of blackmail. The Associated Press
reported that Romania intends to deny clearances to security staff with
“anti-western attitudes.”s

There is a simple explanation for this wave of legidlative activity. In
1999, the North Atlantic Treaty Organization (NATO) said that coun
tries that wanted to join the alliance would need to establish “sufficient
safeguards and procedures to ensure the security of the most sensitive
information as laid down in NATO security policy.” Central and
Eastern European countries rushed to get legislation in place before
NATO’s meeting in Prague in November 2002, where decisions on
expansion were expected to be made. The sense of urgency was con
veyed in a Romanian news report on the legislative debate in April
2002:

[On April 3] acertain Colonel Constantin Raicu [of the Romanian
Intelligence Service], who is in charge of the protection of state

secrets, came down like a storm on the members of the Senate
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TABLE ONE

RIGHT-TO-INFORMATION LAWS AND STATE SECRETS

LAWSIN CENTRAL AND EASTERN EUROPES

NATO RIGHT TO INFORMATION |STATE SECRETS LAW
COUNTRY STATUSt LAW
Law on the Right to .
Albania Candidate | Information for Official (L:f“’v ‘_’fr.’ejrfaf“’” ::_‘d Ciggg' of
Documents, 1999 assitl nrormation,
Bulgaria Candidate Access to Public Information Classified Information
g Act, 2000 Protection Act, 2002
Protection of Classified
Czech Law on Free Access to -
Republic 1999 Information, 1999 Information Act, 1998
Estonia Candidate | Public Information Act, 2000 | \€ Secrets Act, 1999; amend-
ed, 2001
Act on the Protection of -
Hungary 1999 Personal Data and Disclosure of gecé ZP SS;;‘”: Offldcgl 1999
Data of Public Interest, 1992 Tets, 19550 Amen
Latvia Candidate Law on Freedom of Law on State Secrets, 1997
Information, 1998
Lithuania Candidate Law on Provision of Law on State Secrets, 1995
Information to the Public, 2000 ’
Macedonia Candidate None Not available
Act on Access to Information, | Classified Information
Poland 1999 2001 Protection Act, 1999
Law Regarding Free Access to . .
. . . K Law on Protecting Classified
Romania Candidate Information of Public Interest, Information, 2002
2001
Act on Free A ¢ Law on Protection of Classified
Slovakia Candidate cton ree ceess o Information, 2001
Information, 2000
Classified Information Act,
Slovenia Candidate None 2001
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Juridical Commission, telling them: “This morning we have
received signals from Brussels indicating that if the bill on classi-
fied information is not passed before 16 April, they cannot
exclude adopting a critical attitude regarding Romania. We
agree with any form — the colonel added — but please, passit as
soon as possible, or we will be facing huge problems.” The sen+
ators. . . grasped the situation very quickly, and they approved the
draft bill in the form passed by the Chamber of Deputies.”

WHAT IS NATO’S POLICY?

Governments throughout Central and Eastern Europe have said that
their legidation is tailored to suit NATO requirements.8 However,
observers have asked whether governments in the region are using the
process of NATO expansion as a pretext for adopting unnecessarily
broad laws — or whether NATO’ s requirements are themselves unduly
tilted against transparency. These are reasonable questions, but NATO
has done little to provide answers. Its security of information (SOI) pol-
icy is not publicly accessible. However, available evidence does sug
gest that the policy —crafted in the early years of the Cold War — is
unduly tilted toward secrecy.

For most of NATO’s history, its SOI policy was contained in a docu
ment known as C-M(55)15(Final), Security within the North Atlantic
Treaty Organization. This document had three components. The first
and oldest component was a Security Agreement adopted by parties to
the North Atlantic Treaty in January 1950. This became Enclosure “A”
of C-M(55)15(Final). A second component, first adopted in 1950 but
substantially revised over the next five years, outlined detailed security
procedures for the protection of NATO classified information. This
became Enclosure “C” of C-M(55)15(Final). A third component,
adopted for the first time in 1955, had a broader reach. It outlined
“basic principles and minimum standards’ that were to govern the over-
all design of national security systems. This affected the handling of all
sensitive information, whether provided by NATO or not. This became
Enclosure “B” of C-M(55)15(Final) (See Table 2).

The strictness of NATO’s SOI policy may beillustrated by its treatment
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of the policy itself. Although C-M(55)15(Final) was an unclassified
document, NATO refused for decades to make it publicly available. A
narrow glimpse of NATO policy may have been provided in 1998, when
a revised version of the Security Agreement — which apparently till
constitutes Enclosure A of the policy — was made publicly available by
NATO member states® Versions of C-M(55)15(Final) adopted before
1964 have aso been made available in the NATO Archives.

Nevertheless, the complete and current version of C-M(55)15(Final)
remained inaccessible. In February 2002, NATO's Security Office
refused access to the document, explaining that “NATO unclassified
information . . . can only be used for official purposes. Only individu-
als, bodies or organizations that require it for official NATO purposes

TABLE TWO
COMPONENTS OF NATO’'S
SECURITY WITHIN THE NORTH ATLANTIC TREATY ORGANIZATION

C-M(55)15(Final)t C-M(2002)49 (June 2002)
Enclosure “A” Security Agreement Security Agreement
wn Basic Principles and Minimum | Basic Principles
Enclosure *B Standards of Security
Security Procedures for
Enclosure “C” Protection of NATO classified | Personal Security
information
Enclosure “D” Industrial Security Physical Security
_— Protection Measures against Security of Information
Enclosure *E Terrorist Threatstt
Enclosure * F” INFOSECttt

T Titles for Enclosures “A” to “D” are based on the version of C-M(55)15(Final) issued in July
1964.

Tt Thistitle is based on information in Canadian government documents released in response to an
Access to Information Act request. Apparently revised in March 2002.

11 INFOSEC relates to the identification and application of security measures to protect informa-
tion processed, stored or transmitted in communication, information and other electronic systems.
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may have access to it.”10 NATO also instructed member countries to
withhold their copies of C-M(55)15(Final). Asaresult, requests for the
policy made under several national right-to-information laws have been
refused.

NATO began an overhaul of C-M(55)15(Final) in the late 1990s. The
review, guided by an Ad-Hoc Working Group for the Fundamental
Review for NATO Security Policy, was completed in early 2002. A
revised security policy, now known as C-M(2002)49, was adopted by
NATO on June 17, 2002. The Working Group completed its work in
secrecy, and the new policy remains inaccessible to the publicly,
although its outlines can be reconstructed from other sources (Table 2).

NATO’s reticence means that an assessment of its SOI policy must be
largely speculative. Neverthelessit is possible, from archival and other
sources, to describe the policy in broad terms. It hasfive basic features,
each designed to ensure a high level of security for information.

Breadth. The first of these elements might be called the principle of
breadth, although this term is not used in NATO documents. It implies
that the policies that a member state adopts regarding security of infor-
mation should govern all kinds of sensitive information, in all parts of
government. It eschews narrower approaches, perhaps limited to infor-
mation received through NATO, or information held within military or
intelligence institutions. The principleis expressed in the 1964 edition
of C-M(55)15(Final), which articulates standards for information secu-
rity that apply to all sectors of government, on the grounds that member
states must be assured that each country gives “a common standard of
protection . . . to the secrets in which all have a common interest.”12

Depth. The next principle underpinning NATO policy is that of depth
of coverage, although again the principleis not expressed in thisway in
NATO documents. The policy errs on the side of caution when deter-
mining what information should be covered by SOI rules. Thisis evi-
dent in the NATO classification policy, whose lowest category —
RESTRICTED — applies to information whose relevance to security is
negligible. The next highest category — CONFIDENTIAL — relates
to information “the unauthorized disclosure of which would be prejudi-
cia to the interests of NATO”; RESTRICTED information does not
need to meet even this test.13 (Several CEEC countries have adopted
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equally broad classifications for the whole of government. Under
Czech law, for example, information is classified as RESTRICTED if
disclosure would be unfavorable to the Republicl4; in Slovenia, infor-
mation is RESTRICTED if disclosure could harm the activity or per-
formance of tasks of an agency. 15)

Centralization. A third principle of NATO policy isthat of centraliza-
tion. Thishas anational and intergovernmental aspect. At the national
level, centralization of responsibility and strong coordination are
regarded as “the foundations of sound nationa security”. Member
states are expected to establish a“national security organization” (NSO)
that is responsible for the security of NATO information and screening
of personnel; for “the collection and recording of intelligence regarding
espionage, sabotage and subversion”; and for advice to government on
threats to security and appropriate responses. The NSO must also have
the authority needed to conduct inspections of security arrangementsfor
the protection of NATO information within other departments and agen-
cies, and to investigate and respond to breaches of security.16

This structure is roughly replicated at the intergovernmental level. In
1955 the North Atlantic Council gave its Security Bureau the responsi-
bility for “overall coordination” of security in NATO. The Security
Office, asit is now known, advises national authorities on the applica-
tion of principles and standards, and carries out surveillance of nation
a systems to ensure that NATO information is adequately protected.
National authorities have an obligation to report possible breaches of
security to the NATO office.l”

Controlled distribution. The NATO security policy also invokes two
rules that are intended to strictly control the distribution of information.

Thefirst of theseis “the NEED TO KNOW principle”: that individuals

should have access to classified information only when they need the
information for their work, not “merely because a person occupies a
particular position, however senior.” Thisis regarded as a “fundamen

tal principle” of security. Judgments about whether an individual has a
“need to know” are made by the originator of the document, or by one
of the addressees identified by the originator. 18

The second rule that restricts the distribution of information may be
called the principle of originator control. The principle acknowledges
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the right of member states, and NATO itself, to set firm limits on the
distribution of information that is circulated among member states.
Such information may not have its classification reduced, or be declas-
sified, without the consent of the government from which the informa-
tion originated.1® As a consequence, the principle of originator control
trumps the “need-to-know” principle, since originators may impose a
high level of classification that restricts the number of individuals to
whom the document might be referred by an addressee.

The principle is even stricter with regard to distribution of documents
outside the community of NATO governments. In thiscase, distribution
is absolutely prohibited without consent, even if the information is
unclassified. Inthese circumstances, theinformation isregarded as“the
property of the originator,” which retains absolute control over its dis-
tribution.20

Personnel controls. The fifth and final element of the NATO security
policy comprises strict rules regarding the selection of individuals who
are entitled to view classified information. The precise requirements for
personnel screening are not easy to discern. Some of the exact criteria
adopted during the Cold War are probably no longer applicable; and
some of the criteria used in NATO’s early years continue to be with
held.2

The policy relies on a system of “positive vetting,” in which individu
aswho handle sensitive information are subjected to active background
investigation before receiving clearance. NATO’s early policy made
clear that decisions could be based on assessments of character and
lifestyle, and that the evidentiary burden for denying clearances was
low. Individuals were expected to demonstrate “unquestioned loyalty
[and] such character, habits, associates and discretion as to cast no
doubt upon their trustworthiness.”2

Other controls are imposed to control personnel after a clearance has
been provided. C-M(55)15(Final) stipulated that supervisors should
have a duty “of recording and reporting any incidents, associations or
habits likely to have a bearing on security.” Evidence that created a
“reasonable doubt” about loyalty or trustworthiness required the
removal of a security clearance. Thereis also an expectation that “dis-
ciplinary action” will be taken against individuals who are responsible
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for the unauthorized disclosure of information, and that there will be
clear criminal penalties for unauthorized disclosure.23

CONSTRAINTS ON NATIONAL POLICIES

Of course, it is not surprising that NATO — as an organization whose
mission is the promotion of collective security — should seek to estab-
lish strict rules on the handling of sensitive information within the gov-
ernments of its member states. But there are also special historical rea
sons that may explain the strictness of NATO's SOI policy.

The policy was codified between 1953 and 1955, in the early and hard-
est years of the Cold War. Military planners played the leading role in
defining the policy, sometimes overriding civilian policymakers in
other governments who considered that military SOI standards were
excessive. 2

The policy was also shaped by domestic politics within the United
States. The anti-communist crusade reached its zenith in 1954, with
Senator Joseph McCarthy’s hearings into alleged Communist subver-
sionin the U.S. Army, and the hearings that led to the revocation of the
security clearance of J. Robert Oppenheimer, former director of the
Manhattan Project, because of “fundamental defectsin his‘character’.”
The Eisenhower Administration was determined to avoid the criticism
over internal security that had undermined President Truman's 1952
election campaign, and had boasted in January 1954 that new loyalty
rules had already resulted in the dismissal of over two thousand federal
employees. This preoccupation with internal security was reflected in
the American government’s approach to the adoption of NATO policy

in 1954-55.25

The difficulties created by the export of demanding SOI rules were evi-
dent to other NATO governments. For several years after the establish-
ment of NATO in 1948, the British government resisted American pres-
sure to adopt positive vetting procedures like those contained in the
domestic “loyalty program” introduced by the Truman administration in
1947. Many British policymakers found American methods severe and
distasteful, and doubted their effectiveness. They preferred aless com-
prehensive system — “negative vetting” — combined with stricter
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criminal sanctions for unauthorized disclosure of information. The dis-
agreement meant that rules on positive vetting were not included in
early versions of NATO's SOI policy.

However, the British government capitulated in 1952. Its position had
been undermined by the Burgess and McLean defections, and the
American government had made clear that positive vetting was essen
tial if the British government expected to receive information on the
development and deployment of nuclear weapons. The British govern
ment affirmed its commitment to a screening process that searched for
evidence of character defects or “loose living” that might make individ-
uals susceptible to pressure. It conceded that the new policy was “alien
to our traditional practices,” but argued that individual rights had to be
subordinated to the need for state security. %

NATO’sarchival records show that other concerns were expressed as C-
M (55)15(Final) was prepared for adoption. The Canadian government
feared that the new policy might give the NATO Security Bureau an
inappropriate role in shaping national security policies. The Danish
government expressed its concern about the breadth of the new policy,
suggesting it overreached by attempting to set rules on the handling of
non-NATO information. The Italian government suggested that the
breadth of policy might create “difficulties of a constitutional nature.”
Nevertheless, the scope of the policy was not changed. 2

Similarly, complaints about the depth of the new policy were aired but
defeated. In January 1955, the Norwegian government proposed that
the classification system should be simplified by eliminating the lowest
security grading for information, RESTRICTED. It argued that the def-
inition of the RESTRICTED category and rules governing the use of
RESTRICTED information “were so vague that they might lead to con-
fusion instead of contributing to overall NATO security.” A majority of
other nations disagreed, and “for the sake of unity” Norway withdrew
its proposal 28 In October 1957, the Danish government once again pro-
posed a simplification of the grading system, which it said encouraged
over-classification2® Again, a majority of other countries vetoed the
proposal. The record of the July 1958 meeting of the Security
Committee at which the Danish proposal was rejected is still withheld
by NATO.30
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Because of NATO’s unwillingness to release internal documents pro-
duced after 1964, it isimpossible to know how the debate over SOI pol-
icy continued in later years. But it seems certain that there must have
been further contention over the policy. One reason would be the dif-
fusion of right-to-information laws among NATO member states.
Before 1966, no NATO state had a right-to-information law; by 2001,
sixteen of the nineteen states had adopted such statutes.3 These laws
are typically founded on principles that are completely at odds with the
restrictive rules on dissemination of information contained within
NATO policy.

The tension between international obligations and domestic expecta-
tions is sometimes evident in debates over national right-to-information
laws. For example, the British government was careful to accommo-
date the principle of originator control, a basic feature of NATO SOI
policy, within its proposed Freedom of Information Act of 199932 The
non-governmental Campaign for Freedom of Information criticized this
as one of several “indiscriminate” exemptions that would allow the
withholding of “harmless information”, but the government opposed
attempts to remove the provision.3 Similar complaints were made
against the comparable provision in the proposed Scottish freedom of
information bill; however, the Scottish Executive was also explicitly
constrained — by the agreement governing the delegation of power to
Scotland from the United Kingdom — to respect the terms of C-
M (55)15(Final), and the provision remained intact. 3

The Canadian government has also resisted efforts to weaken the origi-
nator control rule contained in its 1982 Access to Information Act. In
2002, it argued that any weakening of this provision would “set Canada
apart from its key allies.”35 |n fact, the government recently amended
the 1982 law so that it would be allowed to eliminate a right of appeal
against its decisions to withhold information received from allies.36
Internal memoranda suggest that the highly contentious amendment
was the product of bureaucratic frustration with requests for informa-
tion that were governed by rules such asthosein NATO’s SOI policy.37

Similarly, NATO policy has had a controversial impact on the access to
information policy of the European Union. The EU adopted its first
code on access to documents in December 1993. However, the code
was substantially revised in August 2000. A large number of classified
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documents were wholly excluded from the code on access of docu-
ments, and the Council’ s discretion to withhold other documents relat-
ing to security matters was broadened. At the same time, the Council
hardened its policy on control of classified information.3

Many observers were shocked by these changes, protesting that the
Council had executed a “summertime coup” against transparency.
However, the Council’ s decisions proved to be prerequisites for a coop-
eration agreement with NATO signed in July 2000, in which the
Council agreed to comply with the requirements of C-M(55)15(Final).3°

The spirit of the August 2000 amendments was carried forward into a
new regulation governing access to information held by EU institutions
adopted in May 2001. Under the new regulation, national governments
and institutions such as NATO retain the right to veto disclosure of clas-
sified information relating to public security or defense which they have
provided to the EU. The classification policy of the authoring institu-
tion, rather than that of the EU, will determine whether documents are
subject to the rule of originator control 40 These arrangements were
unpopular among advocates of transparency but clearly consistent with
NATO requirements.

The impact of EU-NATO cooperation expanded in March 2001, when
new security regulations governing EU classified information were
approved by the Council. The regulations replicate NATO SOI rules.
The span of these regulations is not limited to EU institutions: member
states also have an obligation to adopt “appropriate national measures’
to ensure that the Council’ s rules on the handling of classified informa-
tion are respected within their governments.4! This imposes another
constraint on the transparency policies of the fifteen EU member states
— and on the policies of those Central and Eastern European states that
hope to join the European Union at its December 2002 summit.42

WEB OF SECRETS

It can now be seen that the controversies over new state secrets lawsin
Central and Eastern Europe are not unusual. Rather, they may be part
of a decades-long process through which the national policies of NATO
member states, and allied institutions such as the European Union, have
been reshaped to conform to NATO’s SOI requirements.
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This process of policy rationalization is deeply problematic. In some
respects, NATO's SOI policy does hot appear to strike a reasonabl e bal-
ance between security concerns and other critical considerations, such
as the need to ensure accountability through aright of access to govern-
ment documents.®® Rather, NATO policy appears to perpetuate an
approach forged in the hardest years of the Cold War, when citizens had
more modest expectations regarding governmental transparency. Of
course, this may be amistaken view of NATO' s current policy. Itisdif-
ficult to be sure when the policy itself is inaccessible.

Two conclusions should be drawn from this discussion. The first is the
need to be chary of claims about advances in government transparency
over the last decade. It is true that the number of right-to-information
laws has increased substantially over the last decade.4+ Slow but signif-
icant reforms at major international institutions*> might seem to suggest
that intergovernmental organizations are also recognizing an obligation
to conform to standards of transparency comparable to those imposed
on national governments. These are important advances, however, we
must weigh against them the impact of processes of defense and intelli-
gence integration. The drive to promote collective security has pro-
duced a thickening web of intergovernmental commitments on the har+
dling of sensitive information, that entrench normsthat are hostileto the
principle of governmental transparency.

The experience of CEE countries with NATO policy aso reminds us of
alarger point: the need to ensure an appropriate balance between secu-
rity concerns and democratic accountability. No one can dispute that
the preservation of secrets is sometimes essential to national security.
But at the same time, such secrecy compromises the capacity of citizens
to monitor and control the actions of their governments. The best
response to this dilemma, Dennis Thompson has argued, is to ensure
that there is proper public discussion of the rules that determine when
secrets shall be kept. “Secrecy isjustifiable,” Thompson says, “only if
it is actualy justified in a process that itself is not secret. First-order
secrecy (in a process or about a policy) requires second-order publicity
(about the decision to make the process or policy secret).”46

NATO’'s SOI policy flouts this basic principle of accountability. The
rights of citizensin NATO member states are clearly affected by NATO
rules. NATO requirements constrain their right to government docu-
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ments, and their ability to obtain security clearances and government
employment. Nevertheless the policy — even though unclassified —
remains inaccessible to citizens. Nor are citizens able to participate in,
or observe the processes by which the content of this policy is deter-
mined. Indeed, they are not even informed when the policy is subject
to revision, as it was during the last few years. Thisis an indefensible
level of secretiveness. The habit of secrecy which has driven NATO's
conduct should be broken, and the key elements of its SOI policy should
be laid open for public review.
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INFORMATION AND
NATIONAL SECURITY IN
CHILE
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BACKGROUND AND CONTEXT

As in most Latin American countries, in Chile the issue of national

security was the main focus of the public agenda for several decades.

The issue expanded mainly as a result of the dissemination of the so-

called “national security doctring” throughout the region. First con

ceived by the U.S. Armed Forces, this concept was disseminated on a
large scale by the School of the Americas, at which several generations
of top-ranked military officers from Latin American countries were
indoctrinated. The national security doctrine was envisioned as a cen

tral tool in the context of the Cold War, when the Cuban Revolution was

considered a major threat to the United States' influence in the region,

and it focused the discussion, regulations, and actions in such context.

Therefore, according to this doctrine, even threats to national security
that came from primarily internal sources (e.g., guerrilla groups or rev-

olutionary parties) werein fact part of abroader, international scenario.

Human rights were not seen as part of the national security concept, but
instead as a propaganda tool for those who pursued the revolution.

The national security doctrine found a fertile ground in Latin America
because, in addition to the Cold War context, the region had some fea-
tures that connected well with old authoritarian trends, which came
from the time when the countries there were Spanish colonies. Most
countries had, in fact, enacted harsh regulations on state security well
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before the development of the national security doctrine, which severe-
ly restricted human rights, including freedom of expression. This was
reflected both in the legislation for “normal” situations and in the regu-
lations for States of Exception. Thus, in away, the national security doc-
trine strengthened old Latin American features and took them to
extremes.

Access to information barely existed as an explicitly recognized right in
the constitutions of Latin American countries until a few years ago. It
was first necessary for the states of Latin Americato ratify treaties such
as the International Covenant on Civil and Political Rights and the
American Convention on Human Rights, which do recognize that right,
before domestic legislation began regulating it.

Chile was no exception. Although Chile has ratified both of the above-
mentioned treaties, thereis still no explicit mention of the right to infor-
mation in its Constitution. Thisis consistent with the traditional features
of the country’ s political system, which historically has embodied alack
of significant transparency and accountability of the state's authorities
and by hierarchical conceptions and institutions, whereby those who
govern the state enjoy a higher status than the rest of the population.

Over the last few years, during the ongoing transition to a fully demo-
cratic system, some devel opments have taken place in Chile concerning
the right of access to information. For instance, despite the lack of
express recognition in the Constitution, this right has been pointed out as
implicit in that legal text in a series of judicial decisions, the most rele-
vant of which was made by the Constitutional Tribunal in 1995.
According to that decision, “ Thisright isimplicit in the freedom of opin-
ion and of information, because these freedoms would be worthless if
they lacked actual beneficiaries.”2 Additionally, a 1999 law established
a procedure for obtaining access to public information. While this leg-
islation has insufficiencies and flaws, it is still an improvement from the
prior situation. Nevertheless, the road through the transition has been
plagued by many obstacles and steps backward.

It must be noted that although the Constitution in its original text (enact-
ed by the dictatorship in 1980) did not mention international human
rights standards, according to an amendment incorporated into the
Constitution on the eve of the transition to democracy (after Pinochet
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lost a Plebiscite to continue in power), the state has a duty to respect and
promote those human rights enshrined in international treaties to which
Chileisaparty (the International Covenant on Civil and Political Rights
and the American Convention on Human Rights are the two most impor-
tant for this paper). Thisis provided by Article 5.2 of the Constitution.
Consequently, the Constitution has recognized the right of access to
information since that amendment was adopted. However, the local
courts have developed this idea with regard to just a few rights, and
access to information has not been among them. In fact, generaly
speaking, jurisprudence based on Article 5.2 of the Constitution has been
scarce.

CRIMINAL LEGISLATION ON NATIONAL SECURITY
AND ITS IMPACT ON ACCESS TO INFORMATION

Chile has along history of desacato laws, that is, crimes of contempt of
authority, which have the alleged objective of protecting state security and
public order. Infact, provisionsof thiskind can befound in legal textsfrom
the time when Chile was a Spanish colony. After the country became inde-
pendent, provisions of this sort were introduced into the penal code and
later into the Code of Military Justice. Additionally, during the Twentieth
century, a series of special legidations were enacted in this regard. In fact,
these special laws have been most usually applied than the codes in this
meatter. They started with several laws in the 1930s and were followed by
the so-called Law for the Defense of Democracy in 1948, which was adopt-
ed at one of the peaks of the Cold War. It outruled the Communist and Nazi
parties and established harsh penalties for what would otherwise be consid-
ered the exercise of rights, such as freedom of expression, freedom of asso-
ciation, labor rights, and others.3

The Law for the Defense of Democracy was abrogated by the State Security
Law in 1958, which is still in effect. This legidation contained less harsh
mesasures than its predecessor, but it maintained many features of an author-
itarian conception of state security and was regularly applied during the
three governments prior to the 1973 coup. After the coup, the State Security
Law was substantially reformed: many behaviors that were legitimate
according to international standards were deemed aleged threats to State
security, and very harsh penaltieswereintroduced. Thislaw became one of
the dictatorship’s most-used toals to repress its opponents.
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At the beginning of the transition to democracy during the early 1990s,
the government substantially modified this legislation again, this time
to make it more compatible with the new political trends. Thetext that
emerged was quite similar to that which existed before the coup.

Since its adoption in 1958, the declared aim of the State Security Law
has been to protect the democratic system. However, from the very
beginning this legislation lacked enough consideration for human
rights, and in applying it the tribunals have expanded the limitations
for rights that this law provides. Given the traditional weakness of the
Chilean Courts to confront issues with a political impact, the fact that
special legislation on national security remains without being incorpo-
rated into the criminal code produce a prejudice for human rights pro-
tection. Indeed, the courts usually do not consider the general princi-
ples of the criminal code when they apply to national security regula-
tions. Many provisions of the State Security Law are vague and over-
broad. For instance, Article 4, which regulates crimes against internal
state security, punishes a person who attempts to act or in fact acts
against the established government in any way.

In addition, thislaw is not clear enough about how it protects the dem-
ocratic system, athough this reportedly was its original purpose.
Many of its provisions refer to protecting the *“Established
Government” (Gobierno Constituido). In Spanish, thisis an ambigu-
ous expression that means both the political organization of the state
and the executive branch. Many provisions of the law, including sev-
eral concerning freedom of expression, use the words “Established
Government,” and the courts often have considered only the executive
branch.

When applying the provisions of the State Security Law in a specific
case, the courts consistently have declared that it is beyond their pow-
ers to determine whether national security or public order actually was
affected. Consequently, freedom of expression and other rights have
been limited further. For regulation of offenses against public order,
Article 6 provides: “In the following cases an offense against public
order is committed,” and enumerates eight situations. This has led to
a kind of assumption of criminal responsibility, despite the fact that
public order may not have been affected in the specific case before a
court.
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The courts have stated that:

Article 6 of the Law [12,927] establishes that those who engage in
any of the conducts that the law describes ‘commit a crime against
thepublic order.’ Inthisway, it isthelaw itself that assumesthat this
crime causes a disturbance of the public order in some way.
Therefore, it isnot proper for the judge to rule contrary to the explic-
it wording of the law, which is clear, reaching a different conclusion
by way of interpretation.4

In addition, the Chilean Courts have failed to implement the Bill of Rights
provided in the Congtitution in connection with cases involving national
security issues. The list of fundamental rights contained in the
Constitution would provide guidance for an appropriate reading of the law;
however, the courts have tried to implement national security and public
order regulations regardiess of the constitutional context, rendering the
constitutional norms meaningless in this respect.

During the transition to democracy the State Security Law (and, more pre-
cisely, itsArticle 6.b) hasbeen applied in about 30 casesin connection with
freedom of expression issues.5 This has had severe consequences for the
quality of the public debate in Chile, producing a*“chilling effect.” Several
factors have contributed to this situation, among them: the fact that the mil-
itary kept a significant amount of power after the dictatorship and has
brought anumber of cases under thislegislation to the tribunals; the strong
concentration of media ownership and the lack of investigative journalism;
and, in a more general sense, the fact that old authoritarian features still
pervade the Chilean culture, palitics, and judges to some extent.

In this context, most of the cases pursued under the State Security Law
during the 1990s and in the current decade have been high-profile ones.
Pinochet himself started several of them before his detention in London. Vi
Despite the fact that Pinochet was released in the end (first in England and
later in Chile), he has become a rather marginal figure in Chilean politics.
He has not initiated further actions against his critics, based on neither the
State Security Law nor on any other legidation. Many cases brought
under the State Security Law during the transition have targeted independ-
ent journaists who were conducting investigations on issues of public
interest. Others have involved politicians and public figures.
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Although, since the beginning of the transition, there was some criti-
cism about applying the State Security Law to freedom of expression
cases, the criticisms were not widespread, and for aimost a decade
most politicians took no action to change the law’s application.
Indeed, the political class still considered this legislation legitimate by
the mid-‘90s, as demonstrated in the case against Francisco Javier
Cuadra, when both the Chamber of Deputies and the Senate brought
judicial actions based on the State Security Law.”

A crisis erupted in 1999 when Supreme Court Justice Servando Jordan
presented a complaint based on the State Security Law against
Algjandra Matus, a journalist who recently had written a book entitled
El Libro Negro de la Justicia Chilena (The Black Book of the Chilean
Judiciary). The book criticizes the role the judicial system has played
since the 1960s, especially its passivity when massive executions and
forced disappearances were taking place during the dictatorship.
Justice Jordén, who recently had been under investigation for charges
of corruption and having links with drug dealers, argued that the book
affected his honor and obtained a preventive order banning its publica-
tion. Matus, who was married to an American citizen, decided not to
return to Chile during the criminal process and obtained political asy-
lum in the United States, the only Chilean to attain such status after the
dictatorship. Despite repeated calls from the Inter-American
Commission on Human Rights and its Special Rapporteur for Freedom
of Expression, the Chilean judiciary took no action to amend its deci-
sionsin this case.

The censorship of the book and the prosecution of its author produced
awidespread reaction in Chile. Even the political class, which not only
had supported the legislation until that point, but had also used it (e.g.,
in the af orementioned Cuadra case), protested these judicial decisions.
In the public’s opinion, this was an attempt by the judicial branch to
cover up its poor record.

This case led to the reform of the State Security Law in April 2001.
Article 6.b of the law, which contained a desacato provision, was
amended, and no longer contains the provision. Another important
maodification was the derogation of Article 16, which had been used as
a basis for censorship in the case of El Libro Negro de la Justicia
Chilena, as well as others.
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However, sending a signal that the judiciary’s power to prohibit publica-
tions had not disappeared with the reform of the State Security Law, the
censorship of Matus' book continued for several months. The basis for
censorship became an interpretation of the Criminal Procedural Code,
while the judge in charge of the investigation alegedly determined
whether the book might violate some norms of the penal code. Finally,
the book was released in late 2001.

During the same time the Parliament was discussing the reform of the
State Security Law, some organizations from the civil society, a few
parliamentarians, and other politicians stated that this was the occasion
for the abrogation of al desacato laws from the Chilean legal system.
However, the Parliament soon discarded this possibility after many of
its members said that due to their positions, they need more protection
than ordinary citizens. They also said that after the public reaction to
the El Libro Negro events, it was unforeseeable that remaining desaca-
to provisions in the penal code and the Code of Military Justice actual-
ly would be enforced. But they were wrong. In December 2001 (afew
months after the reform of the State Security Law) those remnants of
desacato laws were in effect brought to life, when the entire Supreme
Court presented a case under a desacato regulation contained in the
pena code. The case was against television panelist Eduardo Y &fiez,
who said that the Chilean judiciary was “immoral, coward, and cor-
rupt.” Y é&hez'sremarkswere made during a discussion about a case that
involved a very serious judicia error, in which the Supreme Court had
denied the victim any compensation.8

Nine months after the case against Y &fiez was initiated and after sever-
a public commitments by executive-branch authorities, a draft legisla-
tion to derogate al remaining desacato laws was introduced to
Congress. Later on, the executive branch designated this draft legisla-
tion as urgent, a measure within the Chilean legal system that is indis-
pensabl e to ensure some progressin the process of discussing and even
tually enacting alaw. However, several months passed and no further
initiative was taken. Meanwhile, a lower court ruled that Y éfiez was
guilty of the alleged crime.

In March 2003 the urgent status of the draft legislation to derogate the
desacato laws expired, and the executive branch did not reinstate it.
However, the draft law received urgent status again in April.
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Additionally, in an unexpected development in early April 2003, an
appeals court absolved Y afiez, stating that his expressions lacked ani-
mus injuriandi, which means they were not intended to harm the honor
of the Supreme Court justices. This was a brave decision by the Court
of Appeals justices, since the case concerned their superiors, who eval-
uate them annually.

As for prior censorship in connection with the State Security Law, it

must be noted that despite the abrogation of Article 16 (upon which the
prohibition of El Libro Negro de la Justicia Chilenawas based), the tri-

bunals could use another provision that remainsin Article 30 of the law

for the same purpose. This provision is ambiguous, because it does not

make clear whether a court has the power to confiscate all issues of a
publication or only a few of them.

LEGISLATION TO OBTAIN ACCESS TO INFORMATION

Despite the fact that the Chilean Constitution does not explicitly recog
nize the right to access information, the Constitutional Court developed
some jurisprudence in thisregard. However, this jurisprudence does not
recognize the population’s need to access information kept by the state;
rather, it refers to this right as a complement to the media’s right to
inform the population. Therefore, there has been no judicial action
based directly on a constitutional right to access information.

In this context, to start with judicial actions it became a need to first
have legislation on this matter. This legislation is the Law on
Administrative Probity, enacted in December 19992 which contains
several provisionsthat provide the basisin this respect and create a pro-
cedure for such purpose. Thislaw establishes as a general principle that
public functions will be accomplished with transparency to ensure that
citizens have knowledge about the procedures, content, and other fun-
damentals of public decisions. It adds that both administrative acts and
the documents related to those decisions will be made available to the
population. These provisions are also applicable to private enterprises
whose work serves a public need and to enterprises in which the state
has some participation described in the law.

The Law on Administrative Probity contains five exceptions to the gen-
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eral transparency rule for public decisions and the acts and documents
linked to them. One of the exceptions explicitly refers to the nation’s
security and the national interest. Another exception appliesto casesin
which the disclosure of the sought-after information could prevent or
obstruct the proper functioning of the department from which the infor-
mation is requested. This provision has been criticized as vague and
“likely to be interpreted expansively by officials as a basis for denying
information,” and thus “difficult to challenge in court.”10 Also, this
could become an easier way for organizations whose tasks are related to
national security issues to deny information.

In connection to this law, in January 2001, the executive enacted gener-
a regulations. According to the Law on Administrative Probity, thereg-
ulations were intended to develop the provisions on this matter in more
detail. However, the regulations went further, in fact restricting the
scope of the principles of transparency and publicity the law estal»
lished. This was, of course, a violation of the law and of the
Congtitution. The Law on Administrative Probity requires the regula-
tions to refer to the documents and background information; however,
the regulations made reference not only to them, but also to the confi-
dentiality and secrecy of the states' and private organizations' actions

The consequences were evident promptly. The Law on Administrative
Probity states that all organizations it regulates must enact their own
regulations on access to information (based, of course, on the law and
the general regulations). A number of these organizations then started
to declare many actions confidential or secret, including complaints pre-
sented to them, judicial complaints brought by the organizations them-
selves, and others. This situation has received wide criticism, but thus
far it continues to occur as described. On the other hand, some state
organizations have implemented more open practices. These disparities
show the difficulty inherent in changing work routines in public admin
istration.

When an organ denies access to information, a judicial remedy can be
sought. The Law on Administrative Probity establishes adifferent treat-
ment for cases in which national security is the alleged exception pre-
venting access. For all other exceptions, a district court must solve this
matter, and eventually it can reach a Court of Appeals. National secu-
rity cases, however, must be presented directly to the Supreme Court.
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Ever since the law was enacted three years ago, the district courts have
developed some interesting, although still incipient, jurisprudence in
cases with no connection to national security.l To date, no national
security cases have been brought before the tribunals based on the Law
on Administrative Probity.

Overall, the adoption of the Law on Administrative Probity was a step
forward in the process of granting access to information in Chile. The
entire picture of its implementation, however, shows there still isalong
road that must be followed to make this right fully effective.

As for the Armed Forces' access to information, the Code of Military
Justice and a series of regulations contain norms about access to infor-
mation and restrictions on national security grounds. Article 436 of the
Code of Military Justice defines secret documents as those directly
related by content to state security, national defense, internal public
order, or the security of persons.

Articles 144 and 144 bis of the Code of Military Justice regulate the dis-
closure of secret documents during judicial investigations. According
to Article 144, the military prosecutor in charge of the investigation is
the only person who can request the submission of secret documents. In
judicial cases in which the prosecutor deems it necessary to request
secret documents, he or she must ask the respective commander-in-
chief, who can refuse to submit the document on the grounds that it
would affect state security, national defense, internal public order, or the
security of persons. |f the prosecutor believesit is essential to obtain
the document, the Supreme Court, in addition to the legal counsel of the
Army, decides on the matter.12 In any event, individualsinvolved in a
judicial investigation conducted by amilitary prosecutor may not access
any secret documents, even if the disclosure of a secret document would
be relevant to their defense.

The situation is similar in cases within civilian jurisdiction; the judge in
charge of a criminal investigation must request the submission of a
secret document to the respective commander-in-chief (Article 53 of the
Criminal Procedural Code in connection to articles 144 and 144 bis of
the military code).

Additional provisions about the protection of secrecy within the Armed
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Forces are established in the Regulations on Intelligence and Military
Security. According to these regulations, as a general rule, al matters
concerning the Armed Forces are public. They add, however, that such
matters become classified when their disclosure would actually or
potentially harm the army or the state, either within the country or
abroad. These provisions usually have been construed as establishing a
sort of objective responsibility, that is, a person will be considered
responsible solely on the basis of having had knowledge of a classified
document without the power or the authorization to do so.

These regulations contain detailed provisions about the formalities
required to gain access to secret documents. To obtain and to handle
classified information, a member of the military must have authoriza-
tion, which he receives with a degree of access (grado de acceso). The
type of classified documents he can examine depends on the degree of
access heis granted.

The Administrative Regulations on Correspondence and
Documentation go further by classifying the potential harm that unper-
mitted disclosures cause and by ruling on degrees of secrecy. In addi-
tion, there are regulations on secrecy about matters related to the Armed
Forcesthat are applicableto former military officersaswell. Thisisthe
case of the Regulations of the Garrison Service of the Army.

In connection with this matter, a book entitled Ethics and Intelligence
Services (Eticay Servicios de Inteligencia) has been banned in Chile for
10 years now. In 1993, Humberto Palamara, a former intelligence offi-
cer with the Navy, attempted to publish this book, but the military courts
decided he could not. Palamara already was retired and was only under
contract with the Navy when he wrote the book. Ethicsand Intelligence
Services provided no accounts of the Navy’'s interna regulations or
practices; instead, the book focused on developing some standards that,
according to its author, should be the basis for future work in this area,
in order to avoid repetition of the kinds of widespread abuses the
Intelligence Services committed during the dictatorship. Although
Navy authorities did not state it explicitly, what might have aroused
some suspicions about Palamara’' s book was the fact that it particularly
stressed the necessity of keeping intelligence activities in accordance
with human rights standards, opposing torture and stating that it is not
the role of intelligence services to detain or interrogate persons.13
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A military court prohibited the book even before it was published. To
enforce its decision, the court searched both the printing facilities where
the publication was in process and Palamara’ s house. Despite the fact
that the ban was supposed to be temporary, the military personnel who
searched the house not only confiscated the copies of the book they
found there, but also deleted the text from the hard disk of Palamara’s
computer.

Some time later, the court ordered two experts to review the book to
find out whether it threatened national security. It was very striking
when the military experts who reviewed the book at the tribunal’s
request concluded that it contained no confidential information or
analysis affecting national security or defense. Still, the book was not
released. Instead, two additional military experts were appointed, and
they concluded that the book affected the Navy’s institutional interests.
However, they did not report that the Navy might be harmed as a result
of its publication. The experts affirmed their conclusion about the
book’s effects on the Navy’'s ingtitutional interests by saying, “in his
(Palamara’s) statement that his piece responds ‘to the moral obligation
that a person has to disseminate his knowledge and experiences to oth-
ers,’ itisimplicit that the author’s capacity to write on the topic is based
on his Navy training as an intelligence specialist.”

Palamara was charged with two criminal offenses. The first was for
attempting to publish the book without the Navy’s authorization, caus
ing danger to national security. The second was for disobedience, for
not giving the book to Navy authorities when he was ordered to do so.
The case went through three courts: first, to a military tribunal; second,
to amartial court, which operates as an appellate court within the mili-
tary jurisdiction and has a mixed civilian/military composition (three
military justices and two civilians); and finally to the Supreme Court,
where an Armed Forces representative is added to the panel of five
Supreme Court justices for cases under military jurisdiction.

On thefirst charge, Palamara’ s failure to request authorization was corn-
sidered to be a violation of the Ordinance of the Navy of Chile, which
states in Article 89:

It is forbidden to all members of the Navy or persons in its serv-
iceto publish or to facilitate the publication in the press of articles
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involving criticism of the Navy services, of other armed institu-
tions, of public organizations, or of the government.

It is likewise forbidden to publish, directly or indirectly, articles
concerning matters of a secret or confidential nature, matters of a
political or religious nature, as well as others that could lead to
controversies in which the good name of the Navy could be
involved.

Taking into account the above mentioned restrictions, Navy per-
sonnel can make publicationsin the press, in their personal capac-
ity, with the prior knowledge and authorization of his/her
Commandant or the Competent Navy Authority.

In times of war or when circumstances so require, the
Commander in Chief of the Navy can suspend or limit this author-
ization.14

The judicial decision on Palamara's disobedience charge was based in
Article 337.3 of the military code. The grounds of the charge were that
Palamara had been forbidden to give any information to the press, but
he did, despite the prohibition. In his response to the charges against
him, Palamara disputed the facts and the military jurisdiction over his
case. However, military jurisdiction is typical in Chile for this type of
case, so it was not unexpected that the military tribunal would retain its
jurisdiction, which it did.

Palamara was convicted to two suspended sentences, each of them for
61 days. In addition, he was condemned to an accessory penalty of con
fiscation of his book.

In the second court process, Palamara was convicted for libel (desaca-
to) against the Navy prosecutor and sentenced to 61 days of imprison-
ment. This was a consequence of some statements Palamara made to
the press after his book was confiscated, which the prosecutor ordered.
Palamara said, “there are reasons to assume that the Office of the Navy
Prosecutor Fiscalia Naval) forged legal documents and lied to the
Court of Appeals when consulted about who had made the complaint
that initiated the summary process as well as about the case num-
ber...."”15
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Thefirst court, the military tribunal, had absolved Palamara of the libel
charge because his statement did not refer to the Navy prosecutor
(Fiscal Naval) nor to any individual, but to the Office of the Navy
Prosecutor ( Fiscalia Naval), thus lacking akey element of libel. A divid-
ed decision by the martial court reversed the decision and sentenced
Palamara to 61 days in prison. Finally, the Supreme Court, in another
divided decision, confirmed the martial court’s condemnatory decision.

Palamara later brought a complaint against Chile before the Inter-
American Commission on Human Rights for violation of Article 13 of
the American Convention, which protects freedom of expression and
contains other articles that guarantee due process of law. The commis-
sion, however, has proceeded with the case at a very slow pace. After
several years, it finally declared the case admissible in 2001 and is cur-
rently moving to reach a final decision. Meanwhile, Palamara’s book
remains banned from publication.

THE DEBATE ABOUT THE CREATION OF A
NATIONAL INTELLIGENCE AGENCY

Two intelligence agencies committed the most significant human rights
violations in Chile during the dictatorship. They were the National
Directorate on Intelligence (DINA, by its Spanish acronym) and the
National Intelligence Central (CNI). Thefirst operated from 1973 to 1977,
perpetrating the vast majority of extrajudicial executions, forced disap-
pearances, and torture during that period. The second functioned from
1977 until the end of the military regime in 1990, committing torture and
other crimes on amassive, systematic basis.

In addition to the crimes they committed, these agencies from the dictator-
ship strengthened a culture of secrecy and misinformation. In fact, the
very creation of the DINA was done through a secret act, which was not
published in the Official Bulletin (Diario Oficial) as it should have been.
The DINA wasinvolved in several cases of disseminating misinformation,
the most notorious of which was its edition of a fake newspaper in Brazil
that stated that 119 people whose disappearance Chilean NGOs had
denounced had died abroad as part of guerrilla actions. Chilean newspa
pers later widely reproduced this false information.16 As for the CNI, dur-
ing the 1980s when massive demonstrations against the dictatorship took
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placeregularly, it developed strategiesto distract the public from the coun

try’s political and economic problems. Its most famous distraction was a
series of fake apparitions of the Virgin Mary, which the Catholic Church
dismissed.

When the transition to democracy began and the CNI was abolished, it was
not replaced. However, the Intelligence Services of the Armed Forces con
tinued its operations — the Directorate of Intelligence of the Army (DINE)
being the one with the highest profile—and that agency hired many former
members of the CNI. Inthe*90s, the DINE wasinvolved in asurveillance
operation to prevent Sebastian Pifiera, a moderate right-wing candidate
who had opposed Pinochet, from running for president of Chile. A DINE
officer taped a phone conversation during which Pifiera discussed plansto
harass the other potential right-wing candidate, and then managed to have
the tape released on television, prompting Pifiera to withdraw from the
presidentia race. Thisopened the way for athird candidate from the right
—acandidate who was closer to the military —to run for the presidency.

Another factor that was considered in this respect during the first years of
the transition was the persistence of some armed groups that had fought
against the dictatorship. The most significant of them, the Frente
Patriético Manuel Rodriguez (FPMR), split up; one of its factions joined
the Communist Party and left behind its weapons, and the other group con-
tinued with the old method. In addition, the Movimiento Lautaro, a group
that had adopted what were amost anarchist ideas, remained active.

The government decided not to create a specid intelligence agency to dis-
mantle these organizations. It did establish an apparatus inside the
Ministry of Interior that became controversial because of the methods it
used to dea with this problem. By the mid-1990s, the Movimiento
Lautaro had been dismantled, and the FPMR was virtually in the same sit-
uation.

Since then, however, the idea of establishing anational intelligence agency
has arisen from time to time. This became more concrete when the Lagos
Administration presented to Congress a draft legidation to establish a
Nationa Intelligence Agency (ANI, by its Spanish acronym), and a
Nationa Intelligence System, that would comprise that agency and the
intelligence offices from the Armed Forces and the police. This draft law
is currently under debate in Congress.
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According to this draft law, the Nationa Intelligence Agency would be
responsible for producing information to help the president of the republic
accomplish hig’her tasks regarding terrorism, transnational organized
crime, and counterintelligence. All of the information this organization
gathered would be considered secret, notwithstanding the powers of the
Chamber of Deputies, the Senate, the judiciary, and the attorney generd’s
office to request it when necessary. No term has been established for
declassifying this information.

THE NATIONAL SECURITY COUNCIL

The Constitution of 1980 created a National Security Council, aninstitution
with no precedent in Chile. Thisisan organization of mixed military-civil-
ian membership whose reputed goa is to protect national security.
Originally, the militaries (including the police) had the mgjority of the seats
in the council. Later on, through a reform introduced to the Constitution,
the number of civilian and military members became equal. The Armed
Forces till have a strong presence, as each division is represented by its
respective commander-in-chief. On the civilian side, the President of the
Republic, the Senate, and the Supreme Court and the chief of the office that
reviews the legality of executive decrees also are members of this council.
A controversial aspect of the National Security Council is the fact that any
two of its members can convene it to meet, which gives the Armed Forces
the ability to intervene in afield in which civilian authorities should have
theinitiative in ademocratic regime. This council can aso influence other
ingtitutions; its most outrageous power allows it to nominate two members
of the Constitutional Court.

The National Security Council was a consequence of the so-called “nation-
al security doctrine.” The concept behind the doctrine was that of ademoc
racia protegida (“protected democracy”), that is, a politica system that
should be well aware of actual and potential attempts to destabilize it. To
achieve this purpose, it was believed that the Armed Forces should have a
permanent presence at the levels a which decisions sensitive to national
security are made. Thisis consistent with the role the Constitution of 1980
assigned to the Armed Forces, to be the guarantors of the Chilean ingtitu
tionality. At the sametime, it isadeparture from the prior Constitution of
1925, which established the non-deliberative nature of the Armed Forces.
During the transition to a democracy, some initiatives have been taken to
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eliminate this council, but to no avail, as members of Congress who are
former supporters of the dictatorship effectively have opposed a constitu-
tional reform in this respect. The National Security Council’s role
became more prominent and visible to the public opinion during
Pinochet’s detention in London between October 1998 and March 2000,
when the commanders in chief asked the council to meet on several occa-
sions and the civilian authorities did not have the power to veto this cita-
tion. It had three meetings in connection with Pinochet’s detention and
an additional meeting when he was formally accused by a Chilean judge
in 2001.

After the Pinochet detention and his final release by the Chilean Courts
based on mental health grounds, the Armed Forces modified some of their
procedures, including how they adopt policies and making public state-
ments more coherent with its reputed role in ademocratic system. Infact,
they even changed their attitude toward the prosecution and sanction of
current and former members who perpetrated gross violations in the past;
the Armed Forces, as a general statement, no longer are posing obstacles
to judicia investigations. In this context, the existence of a National
Security Council with its current powers represents an anomaly.

STATES OF EXCEPTION

Initsoriginal text, the Constitution currently in force (enacted by the dic-
tatorship in 1980) contravened international human rights standards in
severa ways in its States of Exception. Although the Constitution has
been reformed in thisarea over the years, it is still inconsistent with some
international standards. Despite the fact that, as stated in the first section
of this paper, the Constitution established a state duty to respect such star+
dards, no amendments have been introduced, nor has jurisprudence been
devel oped to overcome these problems.

The first aspect of the Congtitution that reveal s inconsi stencies concerns the
reasons for declaring a State of Exception. The International Covenant on
Civil and Palitica Rights, to which Chile is a party, provides in Article 4
that in order to declare a State of Exception that restricts rights such asfree-
dom of expression (including access to information), the subject at hand
must pose athreat to the nation. In the Chilean Constitution, however, the
three kinds of States of Exception that allow restrictions of freedom of
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expression do not mention athreat to the nation. Although some reasons
established in the domestic regulation of States of Exception, such aswar,
can represent threats under certain circumstances, others cannot. It seems
that internal commotion (based on which Chile can declare a State of
Siege) and public calamity (upon which a State of Catastrophe can be
declared) do not threaten the nation’s life.

The second inconsistency involves the role of the tribunals during States
of Exception. Thisisamatter of utmost importance in Chile, where his-
torically, the judiciary has not made significant efforts to control execu-
tive-branch actions regarding States of Exception, thus opening the way
for the executive to commit grave human rights violations by citing the
aleged goal of protecting nationa security. According to international
law, the fact that States of Exception alow the restriction of rights such
as freedom of expression and access to information does not imply that
the executive branch can exercise its expanded powers in an arbitrary
manner or without control. The International Covenant on Civil and
Political Rights states that the government must take measures “to the
extent strictly required by the exigencies of the situation;” that is, the tri-
bunals must analyze the circumstances surrounding such measures. In
addition, the Inter-American Court of Human Rights has been very pre-
cisein this respect, stating that according to international law, the judici-
ary must retain its powers to control the executive-branch actions both at
the formal and substantial levels. This means that the tribunals must
determine whether an executive action actually was intended to satisfy its
aleged god (i.e., to protect nationa security) and was suitable for that
purpose, and they must establish whether the measure was proportional to
the circumstances.

The Chilean Constitution, though, provides that judicial control in these
situations must be merely formal; that is, it must be confined to determin:
ing whether the competent executive organization made the decision and
whether it followed the formal steps (i.e., the issuing of a decree). The
Constitution explicitly prohibits judicia intervention at the level of sub-
stantial control, which is inconsistent with international law. According
to Article 41.3 of the Constitution, the courts are banned from analyzing
either the fundamentals of or the circumstances under which political
authorities adopt their restrictive measures.

The fact that during the transition Chile has declared no States of
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Exception has put these problems on the back burner of the public agen
da, and no serious efforts have been made to amend this situation that
could have grave consequences if circumstances change.

CONCLUSION

Asintherest of Latin America, in Chile the concept of national security
has been pervaded by authoritarian features that stem from its days as a
Spanish colony. This meansthe law deemsthat public authorities deserve
a higher status than regular citizens, and that their honor is a matter of

state security. It also impliesthat transparency and accountability are not
clearly defined as central features of the political system. These trends
were brought to an extreme under the influence of the so-called “nation

al security doctrine,” as developed and disseminated by The Schooal of the
Americas and other U.S. institutions during the Cold War.

Thirteen years after the end of the Pinochet regime, the effects of the
“national security doctrine” have dissipated to a large extent. In Chile,
however, the role of the National Security Council, together with other
characteristics of the country’s political system, demonstrate that some
effects still exist.

It is more difficult to modify the older authoritarian trends that pervade
the Chilean culture, politics, and legal system. While several legal
reforms have taken place during the transition to expand access to infor-
mation and make the concept of national security more compatible with
a democratic system, the task is far from complete. A series of legal
obstacles have not been removed yet, and many judges do not apply pro-
visions related to national security and access to information in a manner
consistent with international human rights standards and with fundamen-
tal rights enshrined in the Constitution.
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NOTES

1 The author thanks Domingo Loverafor his research assistance.

2 Constitutional Court of Chile, Judgment #226, Oct. 30, 1995. Translation by
the author.

3 For further analysis, see Gonzélez, Felipe, Jorge Mera, and Juan Enrique
Vargas. 1991. Proteccion Democrética de la Seguridad del Estado.

4 Against José Antonio Gémez, Revista de Derecho y Jurisprudencia, T.LXIX,
22p., Secc. 42 pp. 4 ss. José Antonio Gémez was the director of the leftist news-
paper Puro Chile. The process against him took place prior to the military
regime. This jurisprudence has been reaffirmed on many occasions.

5 See Human Rights Watch. 1998. Los Limites de la Tolerancia: Libertad de
Expresiény Debate Piblicoen Chile; p. 167. Seeaso, Gonzdlez, Felipe. 2000.
“Leyes de Desacato y Libertad de Expresion.” In lgualdad, Libertad de
Expresion e Interés Publico, edited by Felipe Gonzédlez and Felipe Viveros; pp.
219-263, at 234. The State Security Law has also been applied in connection
with other matters, e.g., in the context of relations between indigenous groups
and the state in Southern Chile.

6 Senator José Antonio Viera-Gallo, a member of the Socidist Party, was
accused under the State Security Law by then-Army Commander-in-Chief and
former dictator General Augusto Pinochet. Ina TV program, Viera-Gallo said
in the context of a live discussion on corruption that during his government,
Gen. Pinochet “put hishands’ (meti6 las manos). Gen. Pinochet interpreted the
statement as an accusation of corruption. The judicia proceedings were quick-
ly closed after Viera-Gallo publicly apologized, stating that it was not hisinter+
tion to accuse Gen. Pinochet. Asaresult of thisincident, Viera-Gallo changed
his opinion about the State Security Law, saying it should be derogated.

Another well publicized case was that against Arturo Barrios, who was presi -
dent of the Youth of the Socialist Party at the time. Barrios said that Gen.
Pinochet was an assassin. He was convicted to a 541-day suspended sentence
for disturbing the public order under the State Security Law.

Inavery similar case, Gen. Pinochet accused Gladys Marin, then secretary gen
eral of the Communist Party, of disturbing the public order under the State
Security Law for calling him an assassin. After governmental authorities inter-
vened, however, Gen. Pinochet withdrew the charges.

A fourth case Gen. Pinochet presented on state security grounds was against
Nolberto Diaz, then president of the Y outh of the Christian Democratic Party.
The charges were dismissed. In a broadcasting program in 1996, Diaz stated
that, “they want us [the youngsters] to serve at the draft having the same elder-
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ly, former dictator, as the commander-in-chief of the Armed Forces.” He also
said that he thought links existed between Chilean army officers and the killing
of aformer Chilean intelligence officer that occurred in Uruguay, asking about
the purpose of atrip Gen. Pinochet made to Uruguay when ajudicia investiga-
tion was being carried out. The judge presiding over the case against Diaz
closed the case until sufficient proof could be provided. The Court of Appeals
confirmed this decision, and the Supreme Court refused to review the case argu-
ing lack of jurisdiction in late 1996. The case was never reopened.

7 Cuadrawas aformer minister of the military regime who publicly stated that
there were members of Congress who used cocaine but refused to identify them.
The House of Representatives and the Senate, following almost unanimous
agreements, accused Cuadra of violating the State Security Law. In the first
instance, Cuadra was condemned to a suspended sentence for disturbing the
public order. The Court of Appeals later revoked this decision, declaring that
Cuadra' s statements did not affect the public order in any way. The decision
quoted Minister of Interior Carlos Figueroa, who said to the press before Cuadra
was charged that public order was not affected. His opinion was relevant,
because the minister of interior is the authority whose role is to protect public
order. The Court of Appeals decision should have been definitive, because
Congress recently had passed legisation restricting access to the Supreme
Court in order to reduce its docket of cases, and the Supreme Court should not
review cases like Cuadra’'s. However, the very same parliamentaries who had
passed that legislation presented the Cuadra case before the Supreme Court.
(The Court found a very particular ground to reaffirm its jurisdiction over the
case, stating that the legislation restricting its powers was partially unconstitu-
tional. It was unprecedented for the Supreme Court to declare a law unconsti -
tutional without a prior request by the complainant, as the Court did in this case.
Of course, the parliamentaries could not make such petition of unconstitution-
ality, sincethey had just approved thelegisation.) Finally in 1996, the Supreme
Court condemned Cuadrafor an offense against public order, based on the doc-
trine that it is beyond the Court’s powers to determine whether or not public
order has, in fact, been affected.

8 See Facultad de Derecho Universidad Diego Portales. 2003. Informe Anual
Sobre Derechos Humanos en Chile 2003 (Facts of 2002); pp. 221 and 222.

9 Ley 19.653, Dec. 14, 1999.

10 Human Rights Watch. 2001. Progress Stalled: Setbacks in Freedom of
Expression Reform; p. 41.

11 See Facultad de Derecho Universidad Diego Portales, p. 231.

12 According to Article 70-A of the military code, in cases under military juris-
diction, the Legal Counsel of the Army integrates the Supreme Court, regard-
less of the presence of militaries or civilians among the parties to the process.
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13 While Palamara has never openly criticized intelligence activities undertak-
en during the military regime, in broadcast appearances he has kept his distance
from the intelligence agencies' role during those years, recognizing the Truth
Commission Report as a valuable source of information (the Navy, on the con-
trary, publicly criticized this report).

14 The original in Spanish reads as follows:

Estara prohibido a todo miembro de la Armada o persona que se
encuentre asu servicio, publicar o dar facilidades para que se publiquen en la
prensa, articul os que envuelvan una critica alos servicios de la Armada, de otra
institucion armada, de organismos publicos o de gobierno.

Igualmente estara prohibido publicar, directa o indirectamente, articu-
los que se refieran a asuntos de carécter secreto, reservado o confidencial, temas
politicos o religiosos u otros que puedan dar margen a una polémica o contro-
versiaen la cual se pueda ver envuelto el buen nombre de lainstitucion.

Teniendo en cuenta las anteriores restricciones, € persona de la
Armada podra hacer publicaciones a la prensa, a titulo personal, previo
conocimiento y autorizacion de su Comandante o de la Autoridad Naval com-
petente.

En tiempo de guerra o cuando las circunstancias asi lo exijan, la
Comandancia en Jefe de la Armada podra suspender o limitar esta autorizacion.

15| a Prensa Austral. May 7, 1993.

16 See CODEPU-DIT-T. 1994. La Gran Mentira; El Caso delas’Listas de los
119.
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ACCESS TO INFORMATION
AND NATIONAL SECURITY
IN SOUTH AFRICA

Jonathan Klaaren, Professor and Co-Director
Research Unit on Law & Administration
University of Witwater srand

INTRODUCTION: THE PROMOTION AND THE
PROTECTION OF INFORMATION:

The two South African statutes most relevant to national security infor-
mation have similar titles but essentially approach the issue from oppo-
site perspectives. The Promotion of Accessto Information Act and the
Protection of Information Act also come from two different eras in
South Africa national history.

South Africa's constitutional right of access to information is imple-
mented through the Promotion of Access to Information Act 2 of 2000
(AlA). This legidlation gives effect to and is itself mandated by the
post-apartheid Constitution, generally acknowledged as globally pro-
gressive. In one of the legislation’s innovations, the AIA extends the
gambit of right to information to the private sector. The AIA was enact-
ed in 2000 and has fully taken effect, although some of its compliance
deadlines have been extended.2

The national security ground of refusal to access to information is con-
tained in section 41 of the AIA3 That section protects information the
disclosure of which could reasonably be expected to cause prejudice to
defense, security, or international relations. It also protects information
required to be held in confidence due to an international agreement or
supplied by another state in confidence. The ground is discretionary
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and may be waived. Inthe South African transition, an early and signif-
icant judicial commission of inquiry established the principle that for-
eign policy embarrassment is an insufficient reason for non-disclosure of
military information4

This paper will not focus either on the AIA generaly or on the outlines
of section 41 specifically. Instead, the most significant feature of the
AlA with respect to national security information in South Africais not
what the AIA does but rather what the AIA does not do. The AIA does
not repeal pre-existing government secrecy and confidentiality laws.
Even after the enactment of the AIA, the disclosure of the information
through any means other than in response to aformal access to informa-
tion request remains subject to law and regulations preserving confiden-
tiality in government. These laws and regul ations include the Protection
of Information Act of 1982. The AIA does not strike down those laws
and regulations. Thisisthe case even though the AIA does apply to their
exclusionin respect of formal AlA requestsfor records.> These laws and
regulations restricting the disclosure of information by current and for-
mer public officials of course remain subject to the constitutional rights
of access to information and freedom of expression.

The current centerpiece of South African legislation restricting disclo-
sure of information isthe Protection of Information Act 84 of 1982. This
Act replaced the Official Secrets Act 16 of 1956. The Protection of
Information Act is very broad in its pursuit of government secrecy. A
look at the wording of section 4 of the Protection of Information Act
illustrates its breadth. Subsection 4(1)(b) targets ‘any person who hasin
his possession or under his control or at his disposal ... any document,
model, article or information ... which has been entrusted in confidence
to him by any person holding office under the Government ... or which
he has obtained or to which he has had access to by virtue of his position
as a person who holds or has held office [or a contract] under the
Government...and the secrecy of which...he knows or reasonably should
know to be required by the security or other interests of the Republic’
[emphasis added] & This subsection prohibits the disclosing of the infor-
mation to a non-authorized person as well as failing to take care of such
information. The following subsection prohibits the receiving of such a
document. Section 4 thus makes little or no distinction between infor-
mation that should not be disclosed because of its military or national
security significance and other information held by the public service
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that should not be disclosed. Furthermore, section 4 makes no distinc-
tion in its application to current and former public officials. The extent
of application of section 4 has real consequences: aviolation of section
4(1) is made an offense punishable by up to 10 years imprisonment and
afine.

Other sections of the Protection of Information Act appear to be more
narrowly intended for national security or military use.” For instance,
section 3 contains a prohibition in 3(a) on obtaining information “used,
kept, made or obtained” in any prohibited “place,” which is primarily
defined to include defense works and armaments production facilities.
Section 3(b) also prohibits the preparation or compilation of a document
relating to the “ defense of the Republic, any military matter, any securi-
ty matter or the prevention or combating of terrorism”. Both of these
actions are criminalized and there is a purposive regquirement to both.

Without engaging in adetailed or comprehensive examination of section
3 of the Protection of Information Act and section 41 of the Promotion
of Accessto Information Act, it is clear that the AIA takes adetailed and
particularized approach to the determination of legitimate disclosure of
military information. This can be contrasted to the more categorical
approach of the Protection of Information Act. While the AIA does
include a categorical subsection, it also gives examples of what will fit
within that category. On the whole, the AIA approach isless susceptible
to expansion.

IMPLEMENTATION OF THE PROTECTION OF
INFORMATION ACT: THE MINIMUM INFORMATION
SECURITY STANDARDS (MISS)

Of course, it is not enough to look at the law on the books. One must
examine the law as it is implemented. The principal mechanism by
which the Protection of Information Act is currently implemented is a
Cabinet-level policy document. This is the document on Minimum
Information Security Standards (MISS). The Minimum Information
Security Standards document was approved by Cabinet on 4 December
1996 as “national information security policy” and has not been updat-
ed. Aspolicy, the MISSisto be implemented by each public ingtitution as
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well as by some private institutions working with public ones.
According to its preface, the MISS “must be maintained by all institu-
tions who handle sensitive/classified material of the Republic.” Each
institution is to compile its own rules of procedure using the MISS poli-
cy as aset of minimum standards.8

Despite the department-level application of the MISS policy, the leading
role in the implementation of the MISS is taken by the National
Intelligence Agency. The NIA is one of the severa security institutions
set up by the South African Constitution and legislation. It is subject to
specia procedures of Parliamentary accountability. NIA security advis-
ers are available to advise public institutions on MISS implementation.®
Moreover, the NIA isresponsible for issuing amendments to the M1SS,10
Asagenera policy applicableto al government departments, this aspect
of the implementation of the MISS can draw only upon the force of sec-
tion 4 of the Protection of Information Act.

It isimportant to realize that a separate specific policy governs informa-
tion security within the South African defense community. This more
narrow military information security policy is contained in a set of South
African National defense Force Orders (SANDF/INT DIV/2/97). This
policy applies principally to the SANDF and Armscor.lt Furthermore,
another set of separate policies govern the South African Police Service
and the South African Secret Service.2 The implementation of informa-
tion security within the security services could draw upon the force of all
sections of the Protection of Information Act and not merely section 4.

Wheat is also crucia to redlize is that the information covered by the
SANDF Order is much narrower than the information covered by the
MISS. Indeed, the SANDF policy would appear to be both narrower in
application and more broadly supported in law than the MISS itself.
Essentially, the SANDF policy coversonly military or traditional nation-
a security information. It is not through its application provisions but
rather through its content definition that the scope of the SANDF Order
isrestricted. In other words, it isthe kind of information and not the kind
of public body that limits the operation and coverage of the SANDF
Order. Inthe SANDF Order, “classified information” is defined as:

any information or material which is held by or for, is produced in or
for, or isunder the control of the State or which concernsthe State and
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which for the sake of nationa security be exempted from disclosure
and must enjoy protection against compromise. Such information is
classified either Restricted, Confidential, Secret, or Top Secret accord-
ing to the degree of damage the State may suffer as a consequence of
its unauthorized disclosure.13

From the point of view of history and bureaucratic policy development,
it seems obvious that the MISS is based upon amilitary/national securi-
ty information classification scheme roughly similar to that one present-
ly contained in the SANDF Order.14 In other words, the MISS is more
or less a cut and paste from an earlier version of the SANDF order.
Presumably, this occurred at some point in the 1980s when the national
security state was ascendant and the influence of the South African mil-
itary was at its peak.1s

This brings about a significant difference that opens the MISS to consti-
tutional challenge. The meaning of the term “classified” in the MISSis
much broader than the term “classified” in the SANDF Order. Classified
no longer has the substantive meaning of national security. Instead, in
the MISS it means:

Sensitive information which, in the national interest, is held by, is
produced in or is under the control of the State or which concerns
the State and which must by reasons of its sensitive nature, be
exempted from disclosure and must enjoy protection against com-
promise.16

This history contributes to the overbreadth of the MISS. In essence, the
MISS definition of classified information has the shell of the military
definition but with its heart — the reference to national security — cut
out. The term “sensitive” has replaced “national security.” The result
iscircular. Instead of a substantive, military-based reason for non-dis-
closure, we have the genera reference to “sensitive information ...
which by reasons of its sensitive nature [must] be exempted from dis-
closure.” Interpreting the MISS most broadly, a military information
security policy has been crudely and inappropriately adapted to attempt
to cover the entire public sector. While this can and has been argued to
be justified along the lines of how economic espionage has replaced
military espionagein the new global economy, it is nonethelessafar cry
from the traditional definition of national security.1?
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Dating from what must be a history subsequent to the one just
described, the MISS also shows internal evidence of its conflict with
the constitutional right of access to information. Together with the
preface, the use of the phrase “must be exempted from disclosure” in
the MISS definition of classified information shows that the MISS in
its post-apartheid version was revised within the legal context of the
right to information. Read in context with the preface of the MISS, it
is clear that this phrase derives directly from the policy proposals and
from the draft Open Democracy Bill (the precursor to the Promotion of
Access to Information Act).18 Indeed, the MISS itself foregrounds its
alegiance to the AlA in the preface: “Our need for secrecy and there-
fore information security measures in a democratic and open society
with transparency in its government administration according to the
policy proposals regarding the intended Open Democracy Act have
been taken into account.” Thisreferenceto the policy of the Promotion
of Accessto Information Act becomes even more specific in Chapter 1
of the MISS:

Although exemptions will have to be restricted to the minimum
(according to the policy proposals regarding the intended Open
Democracy Act), that category of information which will be
exempted, will as such need protection. The mere fact that infor-
mation is exempted from disclosure in terms of the Open
Democracy Act, does not provide it with sufficient protection. ...
Where information is exempted from disclosure, it implies that
security measures will apply in full. This document is aimed at
exactly that need: providing the necessary procedures and meas-
ures to protect such information. It is clear that security meas
ures do not concern all information and are therefore not con-
trary to transparency, but indeed necessary for responsible gov-
ernance.1®

One could even argue to a court that these references by the MISS to
the AIA mean that properly (and narrowly) interpreted there should be
no conflict between the substantive information disclosure policy of
the Promotion of Access to Information Act and the substantive infor-
mation disclosure policy of the MISS. Since the MISS itself claims to
be within the spirit of the AIA, the AIA should clearly trump the
MI1SS.20
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PRACTICES OF THE MISS: SECURITY CLEARANCE
AND INSTITUTIONAL PROCEDURES

That benevolent interpretation has not been the one put into practice.

As one might expect of an apartheid erainformation policy, the spirit of

the MISS and in particular its security screening procedures run almost

directly counter to the spirit and purpose as well as the procedures and

institutions of the Promotion of Access to Information Act. In practice,

the MISS is a de facto government general confidentiality policy. The
remainder of this section describes the information security implemen-

tation procedures of the MISS: a security clearance procedure and a
procedure for signing declarations as well as monitoring by the NIA.

The main feature of the implementation of the MISS is a security clear-
ance procedure.2! With respect to governmental and parastatal person-
nel, the investigation phase of the security clearance processis conduct-
ed by the Crime Combating and Investigation Division of the South
African Police Service.?2 In order to obtain a security clearance, a pub-
lic service employee must complete a 9-page Security Clearance Form
(Z204).2 It may be that interviews are conducted in some cases.24
SAPS will then recommend security clearance. The actual decision-
making is the responsibility of each institution.25

Whiletheinstitutional centerpiece of the MISSisthis security clearance
procedure, it is clear that monitoring of the procedure by the NIA is a
significant feature. As the implementor of the MISS and the agency
charged with the defensive aspect of counter-intelligence (e.g. informa-
tion security), the security clearance process implementing the MISSis
coordinated and monitored by the National Intelligence Agency. As
such the NIA istightly linked to the operation and continual monitoring
of the security clearance and information security procedures. For
instance, in an apparently standard letter granting security clearance,
heads of directorates are requested to “seeto it” that the person’s behav-
ior (once granted a security clearance) isirreproachable. Further, “any
breach in security, disembodiment of security measures or risky securi-
ty behavior must immediately be reported to the Direction:
Administration [NIA], so that the situation can be investigated” .

In addition to the security clearance procedure (but possibly linked to
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that procedure in practice), Appendix B of the MISS contains a standard
form for adeclaration relating to the Protection of Information Act. The
declaration states that the signatory is familiar with the Protection of
Information Act and more particularly with section 4. A signatory of a
declaration might be presumed to have read the provisions of section 4
which are printed on the back of the form. The declaration goesto state:

| realize that | am guilty of an offense should | disclose any infor-
mation | have at my disposal on account of my office and in
respect of which | know, or should reasonably know, that the
security of other interests of the Republic demands that such
information be kept secret, to anyone other than a person lawful-
ly entitled to it; or a person to whom | am in duty bound to dis-
close it in the interests of the Republic; or a person to whom |
have been authorized to disclose such information either by the
Head of Department or another officials authorized by him.

Furthermore, the declaration states “I realize that the above provisions
and instructions are not applicable during my term of office only, but
also after my servicesin the Department have been terminated”.

There is no apparent express authority in the Protection of Information
Act for these declarations. In at least some departments, the declaration
may be required as part of the security clearance process.26 Technically,
the declarations do not add any legal force to the prohibition against dis-
closure of information contained in the Act itself. Nonetheless, they
presumably would aid the State in a prosecution in terms of the Act.
The signed declarations would assist in demonstrating that an accused
knew or reasonably should have known about the terms of section 4's
prohibition on disclosure.

CONSTITUTIONAL PROSPECTS OF THE
PROTECTION OF INFORMATION ACT AND THE
MISS

As | have argued more fully elsewhere, the security clearance, NIA
monitoring, and declaration signing procedures of the MISS clearly
inhibit and endanger the South African constitutional rights of accessto
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information (s 32) and freedom of expression (s 16).27 In addition to the
direct application of these constitutional rights, the South African
Constitutional Court has made it clear that where administrative discre-
tion may impinge upon these rights, Parliament must be careful to pro-
vide clear guidelines for the exercise of such administrative discre-
tion.28 Where no such guidelines are provided by Parliament, the sec-
tion enabling such administrative discretion is more likely to be found
to be unconstitutional.

One important case decided in the Southern African context supports
the argument for partial unconstitutionality of the Protection of
Information Act2® In a case reported in 1996, Kauesa v Minister of
Home Affairs, the Supreme Court of Namibia invalidated a regulation
which made it an offense for a member of the police force to comment
“unfavourably in public upon the administration of the force or any
other Government Department.” The unfavorable comment at issue in
the case was a comment on affirmative action in the Namibian police
force. The court balanced the interest of the citizen member of the
police force in expression with that of the state in maintaining disci-
pline, efficiency and obedience in the police force. The regulation was
determined to be unconstitutional and not justifiable because it was
vague and overbroad and because it was not proportional to its objec-
tive.

In particular, the portion of the MISS policy implementing information
security beyond the security institutions (e.g. in public institutions
beyond NIA, SASS, SAPS, and SANDF) isarguably unconstitutional in
itseffect. The National Intelligence Agency and other public bodies are
likely to run into serious trouble enforcing section 4 of the Protection of
Information Act through the MISS. Section 4 is likely to be unconsti-
tutional on its face either as vague and overbroad® or as a direct
infringement of the constitutional right of freedom of expression (per-
haps read with access to information) or as a combination of its breadth
and its restriction on fundamental rights.31 Unless the scope of the
MISS is restrictively interpreted in line with the AIA, the same uncon-
stitutional fate awaits its provisions. In any case, the finding of uncon
stitutionality must apply with even greater force to the system of secu-
rity clearances, NIA monitoring and Appendix B declarations of the
information security policy that the Minimum Information Security
Standards document sets out to be national policy. To the extent that
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they are applied beyond the realm of the security services as identified
in Chapter 11 of the Constitution, these mechanisms are likely to be
overbroad and to illegitimately restrict at least the right of freedom of
expression.

RECENT ACCESS EVENTS

Two recent events demonstrate the possibilities and tensions for access
to information within this framework.32 The lengthy delay preceding
the recent release of the TRC sensitive records demonstrates the contin-
uing power of the intelligence community. Additionally, an analysis of
the recent court decision in the C2I2 case also points to the contested
understanding of national security information disclosure.

The Sensitive TRC Files®

A long saga has surrounded 34 boxes of “sensitive” TRC records
removed from the Truth and Reconciliation Commission (TRC) offices
in 1999 and placed in the custody of the Department of Justice (DOJ).
These records were the ones judged (although the criteria and authority
are unclear) most sensitive of those collected by the Truth and
Reconciliation Commission. Using the AIA, a South African non-gov-
ernmental organization, the South African History Archive (SAHA)
secured alist of the files in those 34 boxes. The filesinclude a list of
informers and a confidential submission by the African National
Congress (ANC). The concern of some professional archivists, includ-
ing SAHA, was for the safekeeping of these records and the potential
undue influence over and access to those records that might be exer-
cised by the intelligence community.

This concern appears to have been well-founded since the actual cus
tody of the Department of Justice of these 34 boxes over the past few
years has never been clear. In May 2001 SAHA put in an AIA access
request to the Department of Justice in relation to these records. In
December 2001, DOJ indicated that they did not have the records and
suggested that SAHA approach the National Archives. SAHA immedi-
ately requested clarification in writing from both the National Archives
and the National Intelligence Agency (NIA). National Archivesdid not
respond. In contrast, NIA indicated in writing that the records, to their
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knowledge, were still in the safe custody of DOJ.

During the second week of April 2002, John Perlman of the radio sta-
tion SAFM (“the station for the well-informed”) conducted a series of
interviews with key roleplayers in relation to these “sensitive” TRC
records. On 9 April the spokesperson for DOJ informed him that the
records were with NIA for safekeeping. And on 12 April the NIA
spokesperson stated that the records were indeed with NIA, but empha-
sized that they would be returned to DOJ shortly.

The CCII case and the Arms Deal

In the late 1990s, South Africa made a large purchase of arms from
overseas. This complex set of agreements has been known as the arms
deal. The arms deal has generated a number of allegations of corrup-
tion and mismanagement. The South African government has investi-
gated some of these instances, but has largely continued to claim that
the arms deal was largely free of improprieties. A disappointed tender-
er, Richard Young, has used the AlA to attempt to access information
relating to the decision not to award his company, CClI, with a contract
aswell information relating to the government investigation of the arms
deal. The government agency primarily involved has been the Auditor
General rather than the Minister of Defense. The request for access to
information eventually landed in court and resulted in the first signifi-
cant judicial decision onthe AIA.3* The result was essentially a victo-
ry for requesters3> The government was ordered to provide a list of
documents available and to justify the documents that were not avail-
able. The government initially appealed the court’s decision to a high-
er court. However, in March 2003, the Auditor-General withdrew his
appeal of the decision and agreed to apply the provisions of the AIA and
to hand over the documents that were not protected from disclosure.

WHERE TO FROM HERE (SOUTH AFRICA)?

The above has described the current articulation and implementation of
information security policy by the post-apartheid South African state and
explored some of their constitutional and legal weaknesses. It isarguably
in the interests of the state as well as of civil society to address these
weaknesses and place South African information security policy more
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clearly on acongtitutiona foundation. The good government rational e of
transparency should be given effect3¢ Furthermore, the broad confiden-
tidity fostered by the Protection of Information Act and the MISS runs
directly counter to the latest thinking of the last ten years or so regarding
the effectiveness of a public sector in partnership with the private sector.
The levels of confidentiality the NIA attempts to impose appear cumber-
some and counterproductive.

Research in severa areas would provide useful information regarding
practical ways forward. Without being comprehensive, several may be
mentioned here. First, with respect to the Appendix B declarations, one
should attempt to get an indication of their use and effectiveness. Even
though these declarations are governing policy, individuals may well
refuse to sign these declarations on the above grounds of lack of authori-
ty and unconstitutionality. Second, with respect to the security clearance
process and the NIA monitoring, one should monitor the extent to which
the system is operative in government practice. One should aso monitor
the existence and operation of genera policies of confidentiality in line
with the AIA and specifically derivative of the AIA (as well as the immi-
nent Privacy Act) rather than of the Protection of Information Act. Itis
possible that government policies of information security will be built on
a department by department basis with a foundation of AIA principles.
This would represent a decentralized approach rather than the older cen
tralized palicy.

Based on the research thus far, my view is that the Minimum Information
Security Standards cabinet policy should be scraped. The replacement
policy should be based upon the provisions of section 41 of the Promotion
of Access to Information Act not on the Protection of Information Act.
Likewise, the Protection of Information Act itself should be revised to fit
within congtitutiona restraints while still providing for document han
dling procedures and the classification of national security information.

There are some indications that revision of the MISS and of the
Protection of Information Act may soon become priorities of the gov-
ernment.37 The Minister of Intelligence Lindiwe Sisulu announced in
Parliament in June 2002 that areview of the classification of documents
should be instituted.3® In March 2003, she announced the formation of
aclassification and declassification review committee. This committee
has relatively strong civil society representation in its personnel.
Furthermore, it is apparently mandated not only to review the criteria
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and classification of apartheid-era information, but also to review the
formulation of the MISS and the Protection of Information Act as well
asthe National Archives Act and the National Strategic Intelligence Act.
It also appeared possible that amendments might be suggested to the
Promotion of Accessto Information Act. The announced intention was
to review the MISS and elevate its status to that of regulations. This
would be asignificant step towards transparency and would afford civil
society significant opportunities to influence the formulation of the
revised MISS. This committee has asked for submissions by 30 April
2003 to guide its work.

THREE GLOBAL STORIES

To expand the focus beyond the narrowly national, it may be that South
Africa's recent history of information security is at the confluence of
three global stories of institutional development.3 These three stories
or trajectories undoubtedly overlap and interact in a variety of waysin
different locales and political situations.

The first two of these stories can be traced back to origins in the U.S.
One story is that of the diffusion of national rights to information laws.
There has been arapid diffusion of these laws since the late 1980s. The
second story concerns the diffusion of secrecy laws, as Roberts shows
in his paper.4© Based on the model of American military secrecy, there
were two bursts of diffusion of these laws, first in the development of
NATO and second in the expansion of NATO into the countries of
Eastern Europe following the end of the Cold War.

The third story of informational policy development is one that more
global and may indeed be one where the South African story itself has
played no small role. It is the story that Robert Horowitz tells in his
analysis of the developments in the South African communications sec-
tor since 1994.41 In Horowitz's account (although the right to informa-
tion does not figure prominently), civil society largely won and restruc-
tured the communications sector along a model of participatory citizen
ship. This third story of participatory and informed citizenship seems
also to be the story that Deidre Curtin tells in her paper, albeit in the
context of information communication technology in the European
Union:42
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It may be that this third story is one that is presently unfolding in Africa
and with particular impact. Throughout Africa, ministries of informa-
tion are facing serious challenges. National information security poli-
cies in countries such as Ethiopia and Nigeria are potentially in transi-
tion with ongoing legislative drafting efforts for right to information
laws. The challenges to top-down government communications strate-
gies come from other government organizations as well asfrom individ-
uals and new communications technologies and media interests. The
reception and impact of mobile phone networks may be one part of this
broad trend. This trend may represent more than the adoption of spe-
cific laws and may be an expression of an emergent model of participa-
tory and informed citizenship.

THE INFORMATION-SECRECY LINKAGE

It may be worthwhile to briefly note that the first two stories described
above have some close linkages in practice and in law. The linkage
mechanisms between the right to know laws and the secrecy laws may
be as important to analyze as their respective substantive policies on
national security information. In particular, through several legal mech-
anisms, these secrecy laws are often incorporated into the content of
freedom of information laws. One mechanism is the classification of
information by the military. Thisisthe U.S. model. A second mecha-
nism of incorporation is through the explicit presumption granted to
another piece of legislation, a secrets law, whose content then in prac-
tice trumps that of the right to information law. This may be explicit in
the law or through the operation of the later intimerule. Thisisthesit-
uation in Bulgariaand in other Eastern European states.43 A third mech-
anism is through the protection of information rendered confidential
through international agreements. The content of the international
agreement isthen imported into the domestic legal order. Even without
these legal mechanisms, these secrecy laws may well be enforced
through the bureaucratic power of the military. It may be that there are
other legal mechanisms as well to link the substantive content of the
secrecy rules to the right to information laws.

In South Africa, it isthethird of the formal mechanismsthat may poten-
tially be used. Section 41(1)(b) of the AIA protects information that is
required to be held in confidence by an international agreement. There
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is an international agreement in force with the United States: the 1998
General Security of Military Information Agreement.44 However, the
operation of this mechanism in the South African context remains
untested. Greater research needs to be done on the content and status of
the international security agreements that the South African state has
concluded with other states.

To date, the Protection of Information Act and the MISS itself have
been the sources of the implementation or bureaucratic power exercised
by the South Africa military and intelligence communities. The exis-
tence of this nationally-driven pressure for increased secrecy is an
important feature that may distinguish the South Africa national securi-
ty information policy dynamics from the countries of NATO imple-
menting the Security of Information (SOI) policy of NATO, as Roberts
shows. One may use the criteria of breadth, depth, centralization, con
trolled distribution and personnel controls - the criteria applied by
Roberts - to analyze the MISS. In these terms, the MISS is one of
breadth, centralization, controlled distribution, and personnel controls.
The element of depth is however apparently a contested one as the oper-
ation of the review classification committee demonstrates.

Within this policy field, the focused interpretive and implementation
power of the military/intelligence community certainly overshadows
that of the set of government agencies given various responsibilities in
the implementation of the Promotion of Accessto Information Act: the
Department of Justice, the Human Rights Commission, and the
Government Communication and Information Service. Thereisno spe-
cialized enforcement body for the right of access to information,
athough advocates are pushing for such a mandate to be combined with a
specialized body to enforce the privacy/data protection law currently early
in the legislative drafting process.

Despite the organizational power of the South African military and intelli-
gence bureaucracies, it does seem significant that their power has been at
least partially exercised through legal forms. The preambleto the MISSis
one example. That power has aso been exercised under the shadow of a
congtitutional right of accessto information backed by ajudiciary with the
power and will to enforce that right. It is remarkable that legislation
restricting disclosure of information passed after the right to information
law in South Africa has been careful to be consistent with the 2000 law. 45
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CONCLUSION

Elaine Scarry offers a piercing analysis of national security in the wake of
September 1146 She argues for a citizen-focused version of national secu
rity. She points out that the only (apparently) successful defense of the
four airplanes seized on that day was accomplished not by the F-15s
deployed by the defense networks but rather by a group of the individuals
aboard one of the airplanes. In her analysis of the event, a key feature is
the rapid diffusion of information from and to the passengers on the air-
plane through the use of cellphones and on-board telephones. She con
cludes by arguing in favor of decentralized (citizenship-based) rather than
centralized modes of national defense.4”

This episode is relevant because it shows a direct relationship between a
vision of citizenship and the concept of national security. Usualy, the
argument for greater information improving national security is made indi-
rectly. In one indirect version, greater information accessibility entails
greater accountability and thereby better national security. Inanother indi-
rect version, greater information accessibility provides more and more
accurate information to centralized military authorities who may then use
that information to provide better national security. Elaine Scarry’s analy-
sis of the 11 September story shows the strong version of the argument in
favor of a citizen's right to information. It shows at least one plausible
episode where the benefit to national security is more than indirect.

A final observation comes with the relaxation of the assumption of a
military based definition of national security. When one starts to think
of national security in an expanded sense, one of the most important of
those senses in the South African context is the achievement of socio-
economic rights.48 These rights are guaranteed in the South African
Constitution and have been enforced and found justiciable in a series of
cases by the Constitutional Court of South Africa. The role that the
right of access to information may play in the promotion and protection
of socio-economic rights is only beginning to be explored4® For the
achievement of this understanding of national security, the right of
access to information is crucial. Furthermore, it is likely that the prac-
tices and concepts developed within the military field of national secu
rity will influence practices throughout the field of national information

policy.
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NOTES

1 The first severa sections of this chapter draw on J. Klaaren “National
Information Insecurity? Constitutional Issues Regarding Protection and
Disclosure of Information by Public Officials’ in (2002) 119 South African Law
Journal 721-732.

2 See generdly, |. Currie and J. Klaaren The Promotion of Access to
Information Act Commentary (Siberink, 2002). Current developments regard-
ing the AIA are available at the RULA website at www.law.wits.ac.zalrula.

3  Seel. Currie and J. Klaaren The Promotion of Access to Information Act
Commentary (Siberlnk, 2002) 173-177 for a more detailed examination of sec-
tion 41.

4 The Cameron Commission determined that South African policies regarding
the provision of weapons to countries with poor human rights records should be
made public. J. Klaaren and G. Penfold, “Access to Information” in M
Chaskalson et al. (eds) Constitutional Law of South Africa (Juta, 2002) 62-21.

5 |nanimportant difference from the US Freedom of Information Act, the AIA
does not reference or incorporate a classification system for the information
security of records. Civil society resisted attempts to use the language of clas-
sification during the drafting of the legislation.

6 The text quoted here is taken from s 4(1)(b)(iii) and (iv). Section 4(1)(b)(v)
is even broader.

7 Section 5 criminalizes providing aid to gain access to a prohibited place.
Further sections of the Protection of Information Act regulate the onus of proof
and other incidental matters. Other legidation targets specific sectors such as
the defense Act 44 of 1957 and the Armaments Development and Production
Act 57 of 1968.

8 Para5, MISS.
9 Para8, MISS.

10 The preface notes how the M1SSwill be amended and such amendments dis-
tributed: “Any comments or recommendations in respect of this policy must
please be forwarded in writing to the Chairperson of the Functional Security
Committee of NICOC. All amendments to this policy will be issued by the
National Intelligence Agency being the department national responsible for
counter-intelligence. Government departments, institutions, parastatals and pri -
vate companies will be responsible for the distribution of such amendments
within their own organizations.”
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11 ngtitution is defined to mean “ any department of State, body or organization
that is subject to the Public Service Act or any other law or any private under-
taking that handles information classifiable by virtue of national interest.”
SANDFO/INT DIV/R/2/97 A-2.

12 See Appendix A of the MISS.
13 SANDF Order A-1.
14 Seefor instance, para 3.1 and para. 4.

15 For a historical examination of the military and the South African state, see
A. Seegers, The Military and the Making of Modern South Africa (1996).

16 MISSp. 8.

17 Of course, one could argue that the South African (e.g. apartheid) tradition
was precisely to define national security beyond military/security/intelligence
matters.

18 See MISS Preface and para 4.
19 MISS paras 3 and 4, chapter 1.

20 |n other words, the definition of classified information in the MISS could
(and one can argue to a court should) be interpreted only to cover information
which must — in terms of some law or policy deriving from or consistent with
the AIA — be exempted from disclosure. See further “National Information
Insecurity?’.

21 One could make an AlA request for the number of employees in government
with security clearances beyond the security services. From conversations with
public officials, it appears that the information security measures are inconsis-
tently applied even at senior levels.

22 See Appendix A of the MISS.
23 Thisform is provided in Appendix D of the MISS.

24 The controversy regarding the questioning of members of the Presidential
press corps on sexua partners and relationships indicates the extent to which
guestioning either by questionnaire or in an interview may go, athough those
questions were posed by the Secret Service, a separate security/intelligence
service from the NIA. SeeV Harris*“ Sex, Spies, and Psychotherapy” available
at http://www.wits.ac.za/sahal/foi_reports.htm.

25 See MISS, para 10.1, p. 50.

26 The only reference to the declaration in the MISS is in responsibilities of
heads of institutions where one responsibility is to “ensure that persons dealing
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with classified matters sign the prescribed declaration of secrecy (see Appendix
B, a draft declaration that can be modified to suit the requirements in each par-
ticular case)[.]” MISS, para 10.5, p. 51.

27 See “Nationa Information Insecurity?’.

28 See Dawood v Minister of Home Affairs 2000 (3) SA 936 (CC) (state may
not depend upon the limitation clause where a fundamental right is implicated
and no guidelines are provided).

29 1996 (4) SA 965 (NmS). This discussion is taken from Marcus and Spitz,
below.

30 Thereby violating either the principle of legality or the right to just adminis-
trative action or both. Still, the charge of overbreadth does not automatically
lead to unconstitutionality. Poswa v MEC for Economic Affairs Environment
and Tourism, Eastern Cape 2001 (3) SA 582 (SCA) (in anti-corruption context).

31 The evaluation of unconstitutionality is supported by G. Marcus and D. Spitz
in“Expression” ch 20 in M Chaskalson et al. (eds) Constitutional Law of South
Africa (revision service 3, 1998) at 20-28.

32 Other ongoing conflicts over access to information are also directly relevant
to theissue of national security. In particular, the South African History Archive
(SAHA) hosted a 2002 conference aimed at exploring ongoing South African
government secrecy with respect to the history of South Africa’s nuclear
weapons and development program. See
http: //imwww.wits.ac.za/saha/nucl ear history/index.htm. Furthermore, SAHA has
successfully applied for access to the so-called “sensitive documents’, the 8/2
files used by the National Archives for sensitive materials during the 1960s and
the 1970s. See http://www.wits.ac.za/saha.

33 This section draws on V Harris “Telling Truths About the TRC Archive’
available at http://mww.wits.ac.za/saha/foi_reports.htm.

34 While the CClI case is one that implements the AlA, earlier South African
cases had implemented the constitutional right of access to information direct-
ly. Thisisacontrast from the situation in Bulgaria. See A. Kashumov’s con-
tribution to this volume, “Nationa Security and the Right to Information in
Bulgaria,” at 4.

35 For more background and alegal analysis of this case, see “ Analysis of the
Judgment in CCIl Systems (Pty) Ltd v Fakie NO (January 2003) available at
http://www.wits.ac.za/sahalfoi_reports.htm.

36 See in the 1996 Constitution, the principle expressed to guide the public
administration in section 195(1)(g): “Transparency must be fostered by provid-
ing the public with timely, accessible, and accurate information.”
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37 This paragraph draws from stories in the Sunday Independent (8 March
2003), the Sunday Times (8 March 2003), and SABC Online (8 March 2003).

38 Business Day (6 June 2002) “Apartheid era documents might soon be declas-
sified.”

39 Here, | am using the notion of stories of development that Alasdair Roberts
has employed in a recent paper. “These Patterns in the Diffusion of
Transparency Rules: Money, Guns and Human Rights,” presented at the
Workshop on the Internationdization of Regulatory Reforms, University of
Cdifornia (Berkeley), 25-26 April 2003. However, my specification of the
three stories differs dightly. Asexplained in the text, for the third story, | seea
more global and expanded story of citizenship development within the commu-
nications sector rather than a particular move towards greater informational
accountability on the part of international financial institutions.

40 A, Roberts “NATO’s Security of Information Policy and the Right to
Information”.

41 Robert B. Horowitz, Communication and Democratic Reform in South
Africa (Oxford University Press, 2001).

42 See D. Curtin contribution to this volume, “Digital Government in the
European Union: Freedom of Information Trumped by “Internal Security” (see
particularly at 13-14).

43 See A. Kashumov, “National Security and the Right to Information in
Bulgaria’.

44 Communication from A Roberts (28 April 2003). Obtaining this 1998
Agreement, one could then compare the South African agreement to the
breadth, depth, centralization, controlled distribution, and personnel controls of
the apparent shape of the NATO policies as well as examine the effect or lack
thereof of the agreement on South African informational security law, policy,
and practice.

45 One example is the Financial Intelligence Centre Act.

46 E Scarry “Citizenship in Emergency: Can Democracy Protect Us Against
Terrorism?”’ Boston Review (available at
http://bostonreview.mit.edu/BR27.5/scarry.html).

47 Tom Blanton’ s contribution to thisvolumealso aludesto thiscitizen defense
example. See Blanton at 29-34. In this sense, | would agree with Blanton that
one needs to go beyond the balance metaphor. The challenge would be to devel -
op an information regime that both directly incorporates national security and
directly incorporates the informational dimension of citizenship.
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48 |t is of course possible to contest the definition of the concept “national
security”. One way might be to distinguish between military security, political
security, and bureaucratic security. Another way is to use the term security for
other policies and programmes than military ones. For instance, one can speak
of food security. To this point, this paper has used a military definition of
national security.

49 See J Klaaren “A Second Look at the Human Rights Commission and the
Promotion of Socio-Economic Rights’ (paper delivered at the South Africa
Reading Group of New York Law School and the Congtitutional Roundtable of
the University of Toronto Faculty of Law) and R Calland and A Tilley (eds) The
Right to Know, the Right to Live (2002). A recent case uses the constitutional
right to information but not the AlA to order the government to hand over some
documents related to the arms deal. See“ Govt given 10 daysto hand over arms
documents’ Mail and Guardian (27 March 2003).
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NATIONAL SECURITY
AND OPEN
GOVERNMENT IN
INDONESIA

Bimo Nugroho
Director, Institut Studi Arus Informas Indonesia

| should ashamedly admit that my country, Indonesia, has the most cor-
rupt bureaucracy. Without quoting any data by credible international insti-
tutes, | dare to make this confession because | have experienced myself
how difficult and costly it isto get a passport, to process birth certificates
for my children, and even to have an ID card stating that | am a citizen of
Jakarta, the capital of Indonesia.

Citizens have access to general information about the procedures they
need to follow to obtain apassport or 1D card and about the standard costs
they would incur, but in practice, the procedure leads them into a frustrat-
ing labyrinth. The process either is very time-consuming or yields no
results, because the public officers who are responsible do their jobs only
half-heartedly. Eventually, Indonesian citizens — frustrated and facing
time constraints — usually choose to spend some additional money to
bribe the public officers for a passport or ID card.

Indonesian citizens have watched this happen helplessly for along time.
Public officers are the government’ s instruments, who have their rootsin
the authoritarian and repressive Suharto regime. The Suharto regime has
ruled Indonesiafor 32 years. Protest is aluxury the citizens cannot afford.
Those who have the courage to protest must be prepared to be socially
sanctioned, labeled as communist, or jailed.

Fortunately, however, Indonesian youth, students, and intellectuals never
stop protesting. They al are like drops of water that devotedly fall into a
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stone and, as aresult, break the stone. In 1998, Suharto resigned as President
unable to resist the continuous wave of student rallies that rode on the acute
economic crisisthat battered the entire Southeast Asian region.

However, corruption in Indonesia is more stubborn than Suharto. Public
officers and the citizens have grown accustomed to the state’ s closed gov-

ernment and lack of civil control. It is the nation’s deepest wish to elimi-

nate corruption. Hundreds of non-governmental organizations (NGOs)

nationwide have been contributing their expertise in their respective sec-

tors. My organization, the Institut Studi Arus Informasi (ISAl), isonly a
small component of the efforts to promote freedom of press and freedom

of information, which would alow corrupt practices to be uncovered.

There are many other active organizations, such as the Indonesian
Corruption Watch (ICW), which focuses its activities on unraveling cor-

rupt practices, and the Indonesian Center for Environmental Law (ICEL),

which fights against the robbery of Indonesia’'s vast natural resources

through regulations that promote transparency.

The ICW, ICEL, ISAI, and many other non-governmental organizations
are forming the new Coalition for the Freedom of Information. The coali-
tion aims to draft the Freedom of Information Bill, perform intensive lob-
bies of the House of Representatives (DPR), undertake campaigns
through mass media and other public forums, and mobilize the people at
the grassroots level to demand their right to information that public offi-
cers should provide.

The people of Indonesia believe the country’s authoritarian government
encourages corruption, collusion, and nepotism — known by the
acronym “KKN” — and human rights abuses. All of these practices are
institutionalized and internalized, because the people cannot control the
state or its public officers. As a result, the public officers do their jobs
half-heartedly and arbitrarily. They feel no need to provide the public with
information and accountability reports because no rule requires them to
do so.

Indonesia needs a Freedom of Information Act. The House of
Representatives has been deliberating how to achievethis, but it isalong
and winding road. During deliberations, there have been severe battles
between the Freedom of Information bill and the State Secret,
Antiterrorism, Intelligence, and Indonesian Armed Forces hills. The
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September 11 terrorist attacks in the United States and the Bai blast
prompted these discussions. Former Suharto loyalists and the military
forces that previoudy supported the smiling genera’s leadership now
have another chance to perpetuate the closed system of government in the
name of national security. Now, Indonesian people face a confusing
dilemma: should they choose an open government at the risk of uncor+
trolled freedom or a closed government that can maintain the stability
required for an economic recovery?

The aternatives are more complicated by the fact that Indonesiaiis a poor
country. We will be at greater risk if we fail, and we have little time to
reflect and choose. This complexity makes the problems in Indonesia
more interesting and challenging to solve.

This paper systematically :

(1) describes Indonesia's deeply rooted closed regime;

(2) explains efforts to promote transparency through civil move-
ments to realize the Freedom of Information Act;

(3) discloses the anti-change responses communicated through the
State Secret, Antiterrorism, Intelligence, and Indonesian Armed
Forces hills, and

(4) presents options that are feasible within a tight timeline, as the
general election of April 5, 2004 approaches.

Deep in my heart, | hope our discussion in this forum will not only serve
as an academic one. Rather, it should be able to provide redistic inputs
for theworld, especially Indonesia, in changing the existing order. | come
here from afar country, and | have had to fight for a visato get here due
to the Iraq war. Therefore, it is only natural for me to expect all of you to
pay more close attention on Indonesia. After the general election on April
5, 2004, we may start from “ square one.”

INDONESIA’S CLOSED REGIME

Thetransitional erain Indonesiainherited the closed and secrecy-based
system and culture of the Suharto regime. Steven Aftergood distinguish-
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es between the genuine national security secrecy, political secrecy, and
bureaucratic secrecy. In Indonesia, political secrecy and bureaucratic
secrecy are the most common.

Big ruling parties and the government’s bureaucrats classify informa-
tion as secrets without any clear standards or procedures. Secrecy clas-
sification has become a mechanism to conceal the public officers’ lies
from the public eyes. It is created to hide “KKN" practices, human
rights abuses, and military violence against civilians that will tarnish the
image of public officers. When Suharto was in power, military secrecy,
bureaucratic secrecy, and national secrecy often were used to prevent
the public from accessing information that state institutions controlled.
Now, three presidents have succeeded Suharto — Habibie, Abdurahman
Wahid, and Megawati — but the secrecy classification continues, in
accordance with the state apparatus’ interests and with the level of pub-
lic demand for transparency. If public pressureis strong, a state officer
often will provide the requested information out of fear of being ousted
by his or her political opponents.

There are many cases of excessive secrecy. Some are considered mili-
tary secrets and some are classified as bureaucratic secrets. Below are
the still unresolved secret military cases:

*The role of Suharto’s political machine in the mass murder of
Indonesian Communist Party (PKI) followers between 1966 and
1970. Many analyses have been circulating about this, including
a theory that the CIA might have been involved by supporting
Suharto in the murder of PKI followers, or that Suharto himself
did the murder, relying on military support;

*The military’ sroleinimprisoning and killing Muslim fundamen-
talist activists; and

Policiesin Indonesian military operational regionsin East Timor
(now an independent country) and Aceh. The number of the dead
victimsis unknown and it is not clear who should be held respon-
sible for the killings in the regions.

Mass murder cases are difficult to solve because of their structural and
cultural complexity. Thus far, there is no regulation that protects wit-
nesses' safety. Eyewitnesses to the murders, most of whom have grown
old, are afraid of what military personnel would do to them if they
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spoke up. Although the political power of the armed and police forces
has been declining, their personnel still have strong economic bases,
built while they were still in power. Businessmen (in national and
multinational firms) who need security services in their business area
are other profitable machines.

It will take along time to eliminate the Indonesian people’s fear of mil-
itary and police forces. It isthis fear that has saved the military officers
from being held accountable for mass murder. They even avoid being
held responsible for the killings of communists, because the country’s
rulers have indoctrinated society to fear communism and communists.
Furthermore, the military officers also get away easily from their sins of
mass killings in East Timor by hiding behind narrow-minded national-
ist and patriotic sentiments that have been propagated by somerich gen-
eralsin public foraand the mass media.

Aside from the military cases, during the transitional era many secret
cases involving bureaucrats and public officers have been revealed.
Some examples of the notorious cases that have been tried in the
Indonesian court include the Akbar Tanjung case and the case of Central
Bank:

Akbar Tanjung currently is the Speaker of the House of
Representatives (DPR) and also Chairman of the Functionaries
Group (known as the Golkar party), the second-biggest
Indonesian party after the struggling Indonesian Democratic
Party (Partai Demokrasi Indonesia, or PDI-P), led by President
Megawati Sukarnoputri. In 1999, while serving as state secretary
in President Habibie's cabinet, Tanjung secretly allocated the
funds that belonged to the Yanatera Foundation of the State
Logistics Agency (Bulog) to Golkar to finance the party’ s election
campaign. Two levels of courts (district and appeals courts) have
found Tanjung guilty, which would have been impossible in the
Suharto era. Now, the case is being processed in the Supreme
Court for afinal verdict.

In democratic countries, public officers like Tanjung should resign from
their political positions in both the parliament and the political party.
However, in this transitional era when the power tensions are high, the
embattled Tanjung stubbornly stays in his position to lead the Golkar
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party, fighting to win the general election of 2004. He also retains his
position as the Speaker of the House of Representatives and, along with
Golkar functionaries who support Tanjung's stance, annuls every ses-
sion with an agendato oust Tanjung from his position. All evidence has
been made public, but Tanjung’s lawyers cleverly hide behind the “ pre-
sumption of innocence” principle, which they say should be applied
until there is afinal decision from the Supreme Court. Besides, there is
no regulation that requires the Speaker of the House of Representatives
to resign, even though there are aready guilty verdicts in the district
court and appeals court.

In another case, the directors of the Central Bank (BI) have been
found guilty and jailed for secretly alocating funds from a
Central Bank loan to ailing private banks that were battered by the
1996 economic crisisin Asia.

Before the transitional era, collusion between public officers and busi
nessmen was a common practice. Today, collusion still remains and
grows in complexity. Therefore, it is becoming more crucial to fight for
clean, open, and good government.

THE CIVIL MOVEMENT TO CREATE OPEN
GOVERNMENT

One magjor cause of rampant “KKN” and human rights abuses in
Indonesiaisalack of societal control over the state. Therefore, one prin-
cipal remedy would be to empower the civil society’s position vis-a-vis
the state, so that the civil society could access information about
bureaucratic processes and the management of public resources.

At this point, there emerges aneed for aregulation that ensures the insti-
tutionalization of transparency, informational openness, and public par-
ticipation principles. It is urgent to have an act that guarantees and reg-
ulates the public’s rights to obtain information about the government
and that requires the public institutions to provide such information.
The Freedom of Information Act would fulfill these needs.

However, it is impossible to rely solely on the government’s good will
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torealizethe Act. Thisiswhy in December 2000, several non-govern
mental organizations fused themselves into a civil society coalition
called the Coalition for the Freedom of Information. The coalition aims
to garner support from pro-democracy elements to fight for adoption of
the Freedom of Information bill.

At the present time, the Coalition for the Freedom of Information con-
sists of 40 non-governmental organizations and various professional
associations. The coalition has drafted and implemented several work-
ing agendas since it was formed. Ultimately, the House of
Representatives adopted the Freedom of Information Bill as an initia-
tive bill during its plenary meeting of March 20, 2002. Almost a year
later — on February 18, 2003 — the Special Committee of the House
of Representatives was established to begin deliberating on the
Freedom of Information Bill, article by article. The Coalition for the
Freedom of Information has been trying to encourage the Special
Committee's work through lobbying, drafting articles, a media cam-
paign, and public pressure.

In general, the civil movement to promote the freedom of information
has begun to influence public opinion. The mass media has begun to
adopt the “freedom of information” perspective more intensely to spot-
light violations in the government. A freedom of information discourse
has also developed at the regional level. Local partners of non-govern
mental organizations and universities have held several discussions to
talk about the performance of public institutions that have maintained
secrecy and been stained by “KKN.” They have also begun to empha-
size the importance of drafting transparency laws at the regional and
local level.

President Megawati has also issued a political statement conducive for
the next political processto deliberate the Freedom of Information Bill,
although the statement has yet to be followed up. However, the bureaw-
cracy has shown strong resistance to the open government idea.

RESPONSE IN THE NAME OF NATIONAL SECURITY

Resistance to openness got new momentum after the Bali blast on
October 12, 2002. After this incident, President Megawati signed the
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Anti-Terrorism Regulation proposed by the National Intelligence
Agency (BIN) without any hesitation. Spurred by the September 11,
2001 attacks on the World Trade Center, the Nationa Intelligence
Agency — which is still dominated by former President Suharto’s mil-
itary loyalists — proposed a draft policy which permits the intelligence
apparatus to detain any suspicious people who may harm the national
security, without legal procedure. The Agency’s policy has received
strong criticism from intellectuals who argue that in the past, ruling
presidents have often abused such rules to paralyze their political oppo-
nents.

Meanwhile, the military faction that still wants to be fully engaged in
the political world is not satisfied with the anti-terrorism act alone. The
House of Representatives has also passed the State Secrets bill proposed
by the State Code Agency. This step was not necessary, as the Freedom
of Information bill already contains articles on special information the
disclosure of which might threaten the national interest. In addition,
Indonesian Armed Forces (TNI) have proposed the Indonesian Armed
Forces bill, which has sparked media criticism because of its provision
that the TNI can act within 24 hours to protect the national security
without the president’s permission.

AT THE CROSSROADS

If | could choose between government openness and national security
as Indonesia's top priority, | certainly would favor government open-
ness. My reasoning is simple: in a transitional country such as
Indonesia, real national security would be achieved by creating an open
government. The openness that the Freedom of Information Act would
guarantee would expand bureaucrats' responsibilities and promote pub-
lic participation to protect the national security even on the smallest
scale.

On the contrary, “national security” enforced with a militaristic
approach would only create fal se security — security fostered by the fear
and hatred of military victims. Police investigations of the bombingsin
Jakarta and Bali have provoked strong suspicions that the attacks were
performed by hardline activists that hid behind Islam — the products of
decades-long political repression of Islam by the government.
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Repression through militaristic murders has triggered hatred that is
ready to explode any time. Militaristic solutions for national security
have proven ineffective. Civilians became victims in East Timor and
Aceh, and now the former is an independent country and Aceh is till
choked by rebellions.

For the civil society in Indonesia — especialy the critical elements
such as students, NGOs, and intellectuals — the best choice is to create
alegal guarantee through the Freedom of Information Act, founded on
the principle of government openness. With this law, Indonesian civil
society will have a sound legal basis to get public information, access
information freely, and ask public officers to account for cases that
affect the public interest.

It is this choice that is being actively promoted within the remaining
short time until April 5, 2004, the date of the general election that will
elect new representatives for to Parliament. Many Indonesians' deepest
hope is that their new representatives will be better. But, if money pol-
itics has a hand in it, the election will produce only self-centered and
bad representatives. In poor countries like Indonesia, only the corrup-
tors have what it takes — in this case, money — to win seats in
Parliament. If that happens, the struggle for an open government will
revert to ground zero.
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NOTES

1 Steven Aftergood, “Secrecy is back in fashion,” Bulletin of the Atomic
Scientists, 56.6 (November-December 2000), pages 24-30. http://www.thebul -
| etin.org/i ssues’2000/nd00/nd00aftergood.html.
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